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OBO3HAYEHMUA U COKPAIIEHUA

— | B xBazipaTHBIX CKOOKaX B KOMaH/IHOM CTPOKE YKa3bIBAIOTCS
HeoOs3aTeNnbHbIe TapaMeTPhl, HO UX BBOJI IIPEOCTABIISET ONpeIeICHHbIE
JIOIIOJTHUTEIIbHBIE ONILIUN

{}

— | B ¢urypHbsIx ckoOKkax B KOMaHIHOM CTPOKE YKa3bIBAIOTCSI BO3MOYKHBIE
o0s3arenbHbIe TapamMeTpsl. HeoO0xo1mumMo BeIOpaTh OMH U3 TapaMeTPOB

«,»

«=-»

- I[aHHbIG 3HAKH B OIIMCAHWU KOMaHbl UCITOJIB3YIOTCA AJId YKa3aHHA
JUaria3oHoB

«|»

— | JlaHHBI# 3HAK B ONMKMCAHUKM KOMaHIbl 0003HAYACT «HIIH)

«/»

— | JlaHHBIH 3HAK B ONMCAHKE KOMAH/bl YKa3bIBACT HA 3HAYCHUE 10
YMOJIYaHUIO

Kypcue Calibri

— | KypcuBom Calibri yka3siBaroTcsi mepeMeHHbIE HIIA MTapaMeTphl, KOTOPbIE
HE00X0JMMO 3aMEHUTh COOTBETCTBYIOIIUM CIOBOM HJIH CTPOKOM

NonyXupHbIn

— | [Homy>xupHBIM mIpU(TOM BBIICICHBI TPUMEYAHUS U MIPETYTPEKICHUS

<MonyxcupHuolii
Kypcue>

— | [omy>kUpHBIM KypCHBOM B YTJIOBBIX CKOOKaX YKa3bIBAIOTCS Ha3BaHUS
KJIABUII Ha KJIaBUATYpeE

Courier New

— | HomyxupusiM pudTom Courier New 3anucansl IpuMepbl BBOAA
KOMaH

Courier New

— | lpudTtom Courier New B paMKe ¢ TEHBIO YKa3aHbl pe3yJIbTaThl
BBITIOJTHEHUS] KOMaH ]|

MpumeyaHua n

L

npeaynpexaeHus

MpumeuyaHua coaepKaT BaXKHYl0 WHPOPMALMIO, COBETbl WU pPEeKOMEHZAUuU no
MUCMNOAb30BAHUIO U HAaCTPOIiKe YCTPOMUCTBA.

MpeaynpexaeHna MHPOPMUPYIOT NONb30BATENA O CUTyaLMAX, KOTOPble MOFyT HAaHeCTU
Bpep, yCTPOICTBY MU YeNI0BEKY, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoicTBa Uam notepe
DAaHHDIX.
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1. BBEJEHHUE
Kommyrtaroper cepuit  RTT-A420, RTT-A330 wu RTT-A230 wmoryt

HCIIOJIB30BAThCS B CETAX KPYIHBIX NPEANPUATAN U NPEAIPUITHI MAJIOTO U CPEIHETO
ousneca (SMB), B omepatopckux ceTsx. OHEM 00€CIEeYMBAIOT  BBICOKYIO
POU3BOUTENLHOCTh, THOKOCTh, 0€30MacHOCTb, MHOTOYPOBHEBOE  KadeCTBO
ob0cnyxkuBanus (QoS). Kommyraropsl cepuit RTT-A420 u RTT-A330 obnamarot
NOBBIIICHHON HAJEXKHOCTBIO 3a CYET pPE3EPBUPOBAHUSA Y3JIOB, ONPEIACIAIOIIUX
Oecrnepe0oitHOCTh PYHKITMOHUPOBAHUS — MOAYJICH MUTAHUS U MOJTyJIeH BEHTHIIALINH.

B  HacTOosdmeM  pyKOBOJACTBE  M3JIOKEHbl  HA3HAYECHHUE, TEXHUYECKHUE
XapaKTepUCTUKU, PEKOMEHJAlUK 10 HA4YAJIbHOW HACTPOMKE, CUHTAKCUC KOMAaHH IS
KOH(QUTYpalli, MOHUTOPUHTa U OOHOBJICHHS MPOrPAMMHOTO  OOECIICUCHUS

KOMMYTaTopa.

Ethernet-xommymamoput cepuii RTT-A230, RTT-330, RTT-A420. Pyxogodcmeo no skcniyamayuu 6
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2. OIMCAHME U3JIEJINA

2.1 Haznauenmue

Kommyrtatoper arperaumu cepuit  RTT-A420 u RTT-A330 - 5310
BBICOKOIIPOU3BOAUTENBHBIE YCTPOUCTBA, ocHalleHHble nHTepdeiicamu 10GBASE-R,
40GBASE-R u mnpenHa3sHayeHHBIE IS HCHOJB30BAaHUS B OINEPATOPCKHX CETIAX B
KaueCTBE YCTPOMCTB arperaiuu, a Takxke B meHTpax oOpaboTtku manHbix (IIO]) — B
posii kommyTaTopoB Top-of-Rack unu End-of-Row.

[TopThl ycTpoiicTB mojAepKUBaOT padoty Ha ckopocTsax 40 ['out/c (QSFP+)
(RTT-A420-24XG-4QXG), 10 I'dut/c (SFP+) wmm 1 I'déur/c (1000BASE-X u
1000BASE-T SFP), uto obecrnieunBaeT riOKOCTh B MCIOJIB30BAHUU U BO3MOXKHOCTh
MOCTENIEHHOr0 Tmepexoda Ha 0oyiee BBICOKME CKOPOCTH Mepenayd JaHHBIX.
Heb6nokupyeMass KoMMyTallMOHHAs MAaTpHUIlAa MO3BOJSET OCYLIECTBISATH KOPPEKTHYIO
00pabOTKy TMaKeTOB TMpPU MAKCUMAJbHBIX HArpy3Kax, COXpaHss TMpU OTOM
MUHHUMAJIbHBIE U MPEJCKAa3yeMble 3a/IepKKU Ha BCEX TUMaxX Tpaduka.

Cxema enTwisinuu front-to-back (oT nuieBol maHenu B CTOPOHY THUIBLHOM)
oOecrneunBaet 3PPEKTUBHOE OXJIAXKACHUE MPU UCTIOIB30BAHUH YCTPOUCTB B YCIOBUSX
coBpemenHbIx [{O/I.

JlyOnupoBaHHBIE BEHTHJISTOPHI W HMCTOYHUKM TUTAHUS TOCTOSHHOTO WIIA
IIEPEMEHHOI0 TOKAa B COYETAHMM C PA3BUTOM CHCTEMOM MOHMTOPHHIA aIllIapaTHOU
YacTU YCTPOWCTBA TO3BOJIAIOT TOJYYUTh BBICOKHE [OKAa3aTeNW HAJACKHOCTH.
VYerpoiicTBa  MMEIOT  BO3MOXKHOCTH — TOpsiueid  3aMEHbl MOJYJE€H TUTaHUus W
BEHTWISIIITMOHHBIX MOAYJIeH, obecrieurBas 6ecrnepe0oiHOCTh (PYHKIIMOHUPOBAHUS CETH
oreparopa.

Kommyrtatoper noctyma cepun RTT-A230 — ynpaBisemble KOMMYTaTOPBI
ypoBHs L3, KOoTOpble MO3BOJSIOT MOJAKIIOYMTH KOHEUHBIX MOJIb30BaTENe U ceTei
OPEINpUITHIA MaJOro U CpeaHEero OM3Heca K CETSM OINEepaTopoOB CBS3H C MOMOIIBIO

untepdeiico 1/10Gigabit Ethernet.

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu 7
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2.2 @OyHKIHHA KOMMYTATopa

2.2.1 Ba3zoevie pynkuuu

B Tabnune 1 npuBenen crnucok 0a30BbIX (QYHKIUN YCTPONCTB, JOCTYHMHBIX IS

aIMUHHACTPUPOBAHMUS.

Ta6muna 1 — bazoBele QyHKIIMM yCTpOICTBA

3ammura ot briokupoBka BOZHHKAET B Clydasx Meperpy3ku BHIXOAHBIX MOPTOB YCTPOKCTBA
0JI0KMPOBKH 04epeau TpauKOM OT HECKOJIBKAX BXOJHBIX OPTOB. DTO MPUBOIUT K 3aJepiKKaM Mepenadn
(HOL) JAHHBIX ¥ MOTEPE TaKEeTOB.

IMoanep:xka CriocoGHOCTB NOANEPKUBATE NIEpeiady CBEPXTIMHHBIX KafpOB, YTO II03BOJISET
CBepPXVIMHHBIX nepenaBaTh JaHHBIE MEHBIINM YHCIOM nMakeToB (Jumbo frames). 1o cHmkaeT
kaapos (Jumbo 00beM ciykeOHOM MH(pOpMaLK, BpeMs 00paboTKU U NEPEPHIBBL.

frames)

YnpaBJ/ienue NoTOKOM | YIpaBjeHUE IIOTOKOM II03BOJIAET COEAUHATE HU3KOCKOPOCTHOE YCTPOHUCTBO €
(IEEE 802_3X) BBICOKOCKOPOCTHBIM. J[J1s1 MpetoTBpalieHus epenoaHeHus oydepa
HU3KOCKOPOCTHOE YCTPONCTBO UMEET BO3MOKHOCTD OTHpaBiaTh makeT PAUSE, tem
caMbIM HHGOPMUPYsI BEICOKOCKOPOCTHOE YCTPOUCTBO O HEOOXOTUMOCTH C/IEIaTh
nay3y Ipu Iepenade nakeToB.

Pabora B cTeke KomMmyTaTop nmoanepsxuBaer 00beJUHEHNE HECKOIBKUX YCTPOMCTB B CTEK. B aTOM
yCTpOiicTB cllydae KOMMYTaTOpBl pacCMaTpUBAIOTCS KaK €AMHOE YCTPOHCTBO C 00muMH
HacTpoikaMu. BO3MOKHBI 1BE TOOJIOTHH MOCTPOSHHS CTEKA — KOJIBLIO U LETIOYKA.
[Tpu 3TOM MapameTpsl MOPTOB BCEX YCTPOICTB, BKIFOUEHHBIX B CTEK MOXKHO 3a/1aTh C
KOMMYTaTopa, paboTaromiero B pexumMe «mactep». CTeKHpoBaHHE YCTPOUCTB
MO3BOJISIET CHU3UTH TPYJOEMKOCTD YIIPABICHUS CETHIO.

2.2.2 ®@yukyuu npu pavbome c MAC—-aopecamu

B taGnuie 2 npuBeneHsl PyHKIMU yCTPOUCTB ipu padote ¢ MAC-anpecamu.

Tabnuna 2 — @ynkiuu pabotel ¢ MAC-aapecamu

Taoanma MAC- KommyTaTop cocTaBisieT B maMsATH TaOJIHILy, B KOTOPOH yCTaHABINBACTCS
ajipecoB cooTBeTcTBHE Mex1y MAC-afpecaMu u y3JaMu IIOPTOB KOMMYTATOPA.
Pesxxum 00yuenust B otcytcTBUEe 00yUeHus, JaHHBIE, MOCTYIAIONINE Ha KAKOW-THOO0 MOPT, MepeIatoTcs

Ha BCE OCTaJIbHBIE MOPTHI KOMMYyTaTopa. B pexnme o0ydeHuss KOMMYTaTop
aHaIIM3UPYET Kalpsbl U, onpeneanB MAC-aapec OTIpaBUTeIsl, 3aHOCUT €ro B
tabnuiy kommyTanuu. Briocnencreuu kanap Ethernet, mpeana3sHadeHHbIH 11 X0CTa,
MAC-azpec KOTOpOTo yXe ecTh B TabiuIle, IepeaaeTcs TONbKO Yepe3 yKa3aHHbIH B
Talnuie nopr.

Ilepenaua na JanHast QyHKIHS MO3BONSIET YCTAHABIMBATH COCTUHEHUS «OJMH KO MHOTUMY U

HecK0JIbK0 MAC- «MHOTHE KO MHOTUMY. Takum o0pa3om, KaJip, aapecoOBaHHBIH MHOTOAIPECHON

aJapecoB TpymIe, MepeJaeTcs Ha Kaxablid nopT, Bxoasmuii B rpynmy (MAC Multicast
Support).

ABTOMaTH4YECKOE Ecnu ot ycTpoiictBa ¢ onpenenenubiM MAC-aipecoM 3a onpeesieHHbIH epro

BpeMsi XpaHeHHUsI BPEMEHH HE MOCTYMNAIOT MaKeThl, TO 3alMCh Uil JAaHHOT'O aJjpeca yCTapeBaeT U

MAC-aapecos yaansercsi. DTO MO3BOJISCT MOACPIKUABATh TAOIUIy KOMMYTAIIUH B aKTyaIbHOM

cocrostanu (Automatic Aging for MAC Addresses).

Ethernet-xommymamoput cepuii RTT-A230, RTT-330, RTT-A420. Pyxogodcmeo no skcniyamayuu 8
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CraTnyeckKue 3anmucu
MAC

CeTeBOM KOMMYTATOP MO3BOJISCT MOJIB30BATEIIO ONPEACTUTh CTATUYCCKUE 3ATTHCH
cootBercTBHit MAC-anpecoB, KOTOPBIC COXPAHSIOTCS B TabJuie KomMmyTanuu (Static
MAC Entries).

2.2.3 @yukyuu emopozo ypoeus cemegoii mooenu OSI

B taGnuie 3 npuBeaeHb! GyHKIIUU U OCOOCHHOCTH BTOPOTO YPOBHS (YPOBEHB 2

0SI).

Tabnuua 3 — Onucanue QyHKIMI BTOporo ypoBHs (ypoBenb 2 OSI)

®Oyukuusa IGMP
Snooping

Peanuzanus nporokoa IGMP no3Bossier Ha 0cHOBe HH(OPMAIHH, MOTYy4YESHHOM
npu aHanuze cojepkumoro IGMP-nakeToB, onpenenuTb, Kakiue yCTpoicTBa B CeTH
YYacTBYIOT B IPyIIIaX MHOTOAIPECHON PAaCCHUIKH, U aJpecoBaTh TpauK Ha
COOTBETCTBYIOIINE MOPTHI.

®yuxuusga MLD
Snooping

Peanuzanus npotokona MLD no3BosisieT ycTpoiicTBY MUHUMHU3UPOBATh
MHoroaapecHsiii IPv6 tpaduk.

®ynkuusga MVR

OyHKIus, MO3BOJIAIONIAS NIEPEHAIIPABIATS MHOT0AIPECHBIA Tpa(uK U3 OHOMH
VLAN B apyryro Ha ocHoBaHIH [GMP-coo0mennii, 4To mo3BoIIsIET YMEHBIIUTE
Harpy3ky Ha uplink-iopty. IIpumensiercs B pemenusx I11-play.

3amuTa oT «IITOPMAaX»
(Broadcast, multicast,
unknown unicast
Storm Control)

«Iltopm» — 310 pazmHokeHue broadcast-, multicast-, unknown unicast-nakeroB B
KaXXJIOM y3JIe, KOTOPOE MPUBOUT K JIABHHOOOPa3HOMY POCTY HX YHCIA U
napanusyer paboty cetu. KoMMyTaTOphl HMEIOT (QYHKIIHIO, TI03BOJIIONIY O
OrPaHUYUTh CKOPOCTH HEpenad MHOTOAIPECHBIX U IIMPOKOBEIIATEIbHBIX KaIpOB,
HPHHATHIX U EPEJaHHbIX KOMMYTaTOPOM.

3epkaaupoBaHue
noptoB (Port Mirroring)

3epkanupoBaHHe MOPTOB MO3BOJISIET IyOIMPOBATH TpahuK HAOII0JaEMbIX TIOPTOB,
nepechlias BXOSIIUE W/HITH UCXOISIIIME TTaKeThl Ha KoHTponupyoumid mopt (Port
Mirroring). Y noJjp30Baresns KOMMYTaTopa ecTb BO3MOYKHOCTb 3a/1aTh
KOHTPOJIHMPYIOUINH U KOHTPOIHPYEMBIE TIOPTHI U BBIOpATh THI Tpaduka (BXOIAIIHNN
W/UITM UCXOJSILIMN ), KOTOPBIHA Oy/AeT nepeiaH Ha KOHTPOJIUPYIOLIHUH MOPT.

HN3onsguus mopTos
(Protected ports)

JlarHas QYHKIUS TO3BOJIIET HA3HAYHTH TOPTY ero uplink-mopT, Ha KOTOPBIH
0e3ycIIoBHO OyzeT mepeHaIpaBiIsaThCsa BeCh Tpaduk, oOecieunBasi TEM CaMbIM
W30ILIUIO ¢ IPYTUMH MTOPTaMu (B MpeJesiaX OJHOTO0 KOMMYTATOpa), HaXOISIIHXCS
B 3TOM JKe mupokoBemarensHoM nqoMeHe (VLAN) B mpenenax oIHOTO
kommyTtaropa (Protected ports).

Private VLAN Edge

JlarHas GyHKIUS TO3BOJIAET U30JIMPOBATh TPYIILY MMOPTOB (B Mpezeax OJHOTO
KOMMYTaTOpa), HaXOAAIIMXCS B OJTHOM IIHPOKOBENIATEIFHOM IOMEHE MEXKIY
c000i1, T03BOJISISI IPU 3TOM 0OMEH TpahHUKOM C JPYTHMH ITOPTAMH, HAXOAAIINMHUCS
B 3TOM K€ ITUPOKOBEIIATEILHOM JJOMEHE, HO HE MPUHAAIEKAIIUMU K STOU TPpyIIIE.

Private VLAN (light
version)

ObecrieunBaeT U30JIUIO MEXIY YCTPOHNCTBAMH, HAXOSIITUMHUCS B OJTHOM
IIMPOKOBEIATEIFHOM JIOMEHE, B npejienax Beeit L2-cetn. Peann3zoBaHb! TOIBKO
JiBa pexknMa paboTtsl mopra Promiscuous u Isolated (Isolated-mopTer He MOTyT
00MEHHMBATECS IPYT C IPYTOM).

HMoaaepskka npoTokoa
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoif mpoTOKOJI, OCHOBHOM 3a/1a4€ii KOTOPOTO
aBisieTcs npusenieHne cetu Ethernet ¢ M30BITOYHBIMU COETMHEHUAME K
JIPEBOBU/IHOM TOIIOJIOTMH, UCKITIOYatoIieH rnetiu. KoMmmyraropsl oOMeHHBaIoTCS
KOH(UTypalMOHHBIMH COOOIEHUSIMH, HCTIONIB3YsI KaAPBl ClIEIHaIbHOTO (hopmara,
1 BEIOOPOYHO BKJIIOYAIOT M OTKIIIOYAIOT MEPEAady Ha IOPTHI.

IHoanep:kka NpoToKoIa
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6s1cTpsrit) STP (RSTP) — siBrsieTcs ycoBepIIeHCTBOBAHHEM ITPOTOKOJIA
STP, xapakTepu3yeTcsi MEHBIINM BpPEMEHEM IPUBEACHUS CETH K IPEBOBUIHON
TOIIOJIOTUH U UMEET 00JIee BBICOKYIO YyCTOWINBOCTD.
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IIporoxoa ERPS
(Ethernet Ring
Protection Switching)

IMporokon Ethernet Ring Protection Switching nmpeaHa3zHa4yeH /11t HOBBIICHUS
YCTOHYMBOCTH M HaJCKHOCTHU CETH NepPeavyr JaHHBIX, UMEIOIEeH KOJIBLEBYIO
TOMOJIOTHIO, 32 CUET CHI)KCHHUS BPEMEHH BOCCTAHOBIICHHUS CETH B CIIydac aBapuH.
Bpemst BoccTaHOBIIEHHS HE MPEBBILAET | CEKyHMBL, YTO CYIIECTBEHHO MCHBILE
BPEMEHH IIePECTPOUKH CETH P UCIIOIBb30BaHUH POTOKOJIOB CEMEHCTBA spanning
tree.

MMoanepxka VLAN

VLAN — 370 Tpymna mnopToB KOMMYTaTopa, 00pa3youx OaHy
IIMPOKOBEINATEIBHYIO 00J1acTh (IoMeH). KoMMyTaTOp moiepkuBacT pa3inaHbIC
CpeacTBa KiacCU(pUKAIMK TAKETOB IS ONPEACICHUS X MPUHAJICHKHOCTH K
onpenenenHoit VLAN.

IMoanepxka npoTokoJia
OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
(yHKIMH YPOBHSI KaHajla Mepeiadyd JaHHBIX IPEICTABISIIOT COO0M NPOTOKOI

(Operation, MOHHTOPHHTA COCTOSIHHS KaHasia. B 3TOM mpoTokoie 1t nepeaadn HPOPManud o

Administration, and COCTOSIHUY KaHaJla MeX1y HETIOCPEICTBEHHO MOIKIIOUEHHBIMH YCTPONCTBAMH

Maintenance, IEEE Ethernuet HCTIOJNIB3YIOTCS OJIOKHU MaHHBIX mpoTtokoiaa OAM (OAMPDU). O6a

802.3ah) YCTPOUCTBA JODKHBI oaepkuBaTh ctanmapt IEEE 802.3ah.

Honnep:kka GVRP Ipotokoun perucrparuu GARP VLAN obecriedrnBaeT ITHHAMIYECKOE

(GARP VLAN) nmobasienue/ynanenne rpynn VLAN Ha moprax komMmyTaropa. Eciu BrimtoueH
npotokos GVRP, koMMyTaTop ompenenseT, a 3aTeM pacpoCTPaHsIeT TaHHEBIE O
npuHaanesxxHocTd kK VLAN Ha Bce MOPTBHI, ABISIOIIUECS YacThI0 aKTUBHOM
TOTIOJIOTHH.

Hoapep:xxkka VLAN Ha Pacnpenenenue no rpynnam VLAN BeinonHAeTcs 0 BXOAAIUM nopTaM. JlaHHOE

6ase nopros (Port- pelIeHre T03BOJISIET MCIIONIB30BATh Ha KAKIOM IOPTY TOIBKO oaHy rpymry VLAN

Based VLAN) (Port-Based VLAN).

Honnep:kka 802.1Q

IEEE 802.1Q — OTKpBITHII cTaHAapT, KOTOPBIN ONUCHIBAET NPOLENYPY
TErupoBaHMs TpaduKa I eperadn HHPOpMaIU o puHaIexHocTH K VLAN.
[To3Bonsier ucnonb3oBaTh HECKOJIBKO Tpynn VLAN Ha ogHOM mopTy.

O0beqnHeHNe KaHAJIOB
C HCIOJIL30BAHNEM
LACP

[Tporokxon LACP obecrnieunBaeT aBTOMaTHUECKOE OObEIMHEHUE OTACIBHBIX CBSA3EH
MEXIy ABYMS YCTpOHCTBaMH (KOMMYTAaTOP—KOMMYTATOP WIH KOMMYTaTOp—
CepBep) B €MHBIN KaHAI TIepelaun JaHHbBIX.

B mpoToKoJie MOCTOSTHHO OMPEEISIeTCS BO3MOKHOCTh 00hETUHEHUS KAaHAJIOB, U B
cllyyae 0TKa3a COCMHEHMUs, BXOAAUIEr0 B 00bEAMHEHHBIN KaHall, ero Tpadux
ABTOMATHUYECKH IIepepacipeieNseTcs 10 He OTKa3aBIIMM KOMIIOHEHTaM
00BEMHEHHOTO KaHAA.

Co3nanme rpynn LAG

B ycrpoiicTBax moanep:kuBaeTcst QyHKIMS CO3IaHUS IPYTIIT KaHAIOB. ATperaris
kanayoB (Link aggregation, trunking) wiu IEEE 802.3ad — texHosmorus
00BeTMHEHNS HECKOIBKHUX (PU3MUECKUX KaHAJIOB B OJIMH JIOTHYECKHUI. ITO
CHOCOOCTBYET HE TOJIBKO YBEIMUYECHHIO MPOITYCKHON CIIOCOOHOCTH MarucTpalbHBIX
KaHAJIOB KOMMYTaTOP—KOMMYTAaTOpP MM KOMMYTaTOp—CepBep, HO U TIOBBILICHUIO
UX HaJIeKHOCTH. BO3MOXKHEI TpH THIIa OaJTaHCHPOBKU — Ha ocHOBaHMH MAC-
ajzipecoB, Ha ocHoBaHUM [P-anpecoB n Ha ocHOBaHMM nopTa (socket) Ha3HAYECHUSI.
I'pynna LAG cocTouT U3 MOPTOB ¢ OAMHAKOBOW CKOPOCTHIO, padOTAIOINX B
JYTIIIEKCHOM PEKUME.

Ioanep:xkka Auto Voice
VLAN

IIpenocrasnseT BO3MOXKHOCTh HACHTU(HUIIMPOBATE TOJIOCOBON TpaduK Ha
ocaoBannu OUI (Organizationally Unique Identifier — mepssie 24 6uta MAC-
anpeca). Ecmn 8 MAC-tabnune kommyTatopa npucytctByer MAC-angpec ¢ OUI
TOJIOCOBOTO IIUTI03a WK ke IP-Temedona, To TaHHBIN MOPT aBTOMATHIECKU
nobagisercs B voice vlan (mnentndukamnys mo npotokory SIP wmm sxe mo MAC-
aJipecy Horyyaresns He TOAeP)KUBAETCs).

Selective Q-in-Q

[To3Bonsier HazHavath BHemHUH VLAN SPVLAN (Service Provider's VLAN) Ha
OCHOBE CKOH()MT'YPUPOBaHHBIX MPABUII PUIBTPALUH IO HOMEPAaM BHYTPEHHUX
VLAN (Customer VLAN). ITpumenenne Selective Q-in-Q mo3BomnseT pa3odpaTth
Tpaduk aboHeHTa Ha Heckoibko VLAN, m3menuts metky SPVLAN y nakera B
OT/EIbHOM YYaCTKE CETH.

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu
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2.2.4 @yukuyuu mpemuezo ypoeusa cemegoii mooenu OSI

B taGnuiie 4 npuBeneHsl PyHKIUU TpeTbero ypoBHs (ypoBeHb 3 OSI).

Tabnuna 4 — Onucanue Qynkiwii Tperbero yposas (Layer 3)

Kauentsl BootP n
DHCP

VYcTpoiicTBa cIoCOOHBI aBTOMaTHUECKH MOTy4daTh [P-anpec mo mporoxoiy
BootP/DHCP.

Cratnueckue IP-
MapUIPyThI

AZ[MI/IHI/ICTpaTop KOMMYTaTopa UMEECT BO3ZMOXKHOCTb )IO6aBJ'I$ITI> " yaaJsTh
CTaTHYCCKHUC 3aIllUCHU B Ta6nnuy MapumpyTusaluu.

Iporoxoa ARP

Address Resolution Protocol — mpoTtokou comocrasnenus [P-anpeca u puzugaeckoro
anpeca ycrpoiicTBa. COOTBETCTBHE YCTAaHABIMBACTCS HA OCHOBE aHAM3a OTBETA OT
y3J1a CeTH, aJpec y3/Ia 3alpaniuBacTcs B IIMPOKOBEIIATEIFHOM MaKeTe.

IIporoxoa RIP

[Iportokon auHAMIYecKoi MapmpyTu3anuu Routing Information Protocol, koTopsrit
MI03BOJISIET MapIIPyTU3aTOpaM OOHOBIIATH MapIIPYTHYIO HH(POPMANHIO, OTydasi ee
OT COCEJIHUX MapLIpyTU3aTOpoB. B 3agaun npoTokona BXOAUT ONpeesIeHue
ONITUMAJIFHOTO MapIIpyTa Ha OCHOBAHUH JAaHHBIX O KOJINYECTBE MPOMEXKYTOUHBIX
Y3I10B.

®Oyukuusa IGMP
Proxy

IGMP Proxy — GbyHKIIUS YIPOIIEHHON MapIIpyTH3aUd MHOTOaIPECHBIX TAaHHBIX
MeXy CeTsIMHU. [[71s ynpaBieHus: MapIpyTH3anueil ucrnomab3yercs nporokoi IGMP.

poroxoa OSPF

[IpoTokon AMHAMIYECKONW MapIIpyTH3AIMH, OCHOBaHHBIN Ha TEXHOJIOTHU
OTCIS)KMBaHMS coCTOsTHUA KaHana (link-state technology) u uCOMB3yIOIIHIA ISt
HaxO0XJIeHus KpaTdaiiero mytu Anroput™ Jeikcerpel. [Iporokon OSPF
pacmpocTpaHsieT HHPOPMALKIO O AOCTYITHBIX MapUIPyTaX MEKIY
MapILIpyTU3aTOPAMU OJHOW aBTOHOMHOW CUCTEMBI.

IIporokos BGP

BGP (Border Gateway Protocol — mpoTOKOJI rpaHUYHOTO IILIF03a) SBISCTCS
MPOTOKOJIOM MapHIPyTHU3AI[H MEXy aBTOHOMHBIMHU cucTeMaMH (AS).
MapiupyTu3aTopbl 00MEHHBaIOTCS HHQOpMAaLUel 0 MapipyTax K CeTsIM
Ha3HAYCHHSL.

IIporokoa VRRP

IIpoToxon VRRP npennasnaueH ais pe3epBUPOBaHUS MApIIPYTU3ATOPOB,
BBITIOJIHSIOIIMX POJIb LIIF03a [0 YMOJIYAHHUIO. JTO JIOCTUraeTcs MyTéM 00beANHEHNUS
[P-unTepeiicoB rpyInsl MapIIpyTH3aTOPOB B OJMH BUPTYAJIbHbIH, KOTOPEIA OyaeT
HCIONB30BaThHCS KAK [IUII03 110 YMOIYAHHIO Ul KOMIIBIOTEPOB B CETH.

Iporoxoa PIM

PIM-npoTokosa MHOroaapecHoi Mapupytuzauuu 1 IP-ceteid, co3ganHblil 11t
pemeHust mpobieM rpynnoBoi MapmpyTtusanni. PIM 6asupyercs Ha TpaJIuIHOHHBIX
MapHIPyTHBIX ITPOTOKONax (HanpumMep, Border Gateway Protocol), BMecTo Toro,
4T0OBI CO31aBaTh COOCTBEHHYIO ceTeBylo Tomosoruio. PIM ucnomnb3yer unicast-
Talbnuiy Mapmpytusanuu 1uist nposepku RPF. Ota npoBepka BuImonHseTcst
MapHIpyTH3aTOpaMH, YTOOBI yOeUThCS, YTO Iepeiaya MHOT0aIPECHOT0 TpaduKa
BBINOJIHACTCS 10 ITyTH O€3 IeTeb.

IIporokoa MSDP

[poroxomn mist oOMeHa nHpopManueil 00 HCTOYHNKAX MYJIbTHKACTA MEXIY
pasznuunbivMi RP B PIM.

2.2.5 @yukyuu QoS

B tabnure 5 npuBeneHb OCHOBHbBIE (DyHKIIMK KadyecTBa oOcmykuBanus (Quality

of Service).

Tabauna 5 — OcHoBHbIE (HYHKIIMU KauecTBa 00CITYKUBaHUS

Monpepxka YCTpoHCTBO MOAIEPIKUBAET IPHOPHUTEIAMIO HCXOIAIETO TpadrKa Mo odepesiM Ha
NPHOPUTETHBIX KaXJIOM TTOpTY. PacrpeneneHue makeToB Mo o4epeasiM MOXKET MTPOU3BOTUTHCS B
ouepeeii pe3ysbrate Kiaccu(HKaIyy MakeToB 10 Pa3IMIHBIM MTOJISIM B 3ar0JIOBKaX ITaKeTOB.
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IMoanepxka kiacca
ob0cay:xuBanus 802.1p

Cranpgapr 802.1p ciermupunupyer MeTo]| yKa3aHus IPUOPHUTETA Kaipa U alTOPUTM
HCTIONB30BAaHMA IPHOPUTETA B IIETSIX CBOEBPEMEHHOM JOCTAaBKH YyBCTBHTEIBHOTO K
BpPEMEHHBIM 3aepkkaM Tpaduka. Cranmgapt §02.1p ompenenser BoceMb ypOBHEH
npuopuTeToB. KOMMyTaTOpHI MOTYT HCIOJIB30BaTh 3HaUeHHE mpuopurera 802.1p
JUISL pactpeieIeHHsI KaIpoB 110 IPUOPUTETHBIM OUEPEAsM.

2.2.6 @yHnkyuu odecneuenus de3onacHocmu

Tabmuma 6 — dyHkMK 0becredeHns 0€30MaCHOCTH

DHCP snooping

OyHKINA KOMMYTaTOPa, IpeTHA3HAYCHHAS [T 3allIUTHI OT aTaK C MCIIOJIE30BaHUEM
mpotokona DHCP. O6ecnieunBaet punprpannto DHCP-cooOmennii, mocTynmuBIIuX ¢
HEHaJIe)KHBIX TIOPTOB ITyTEM IIOCTPOCHUS U MOICPKAHIS 0a3bl JAHHBIX MPHUBI3KU
DHCP (DHCP snooping binding database). DHCP snooping BbIIOJIHSET ACHCTBHS
OpaHIMayspa MEKIy HeHAICKHBIMU mopTamu U cepsepamu DHCP.

Omnuus 82 nporokosia
DHCP

Omuust, koTopas no3soisiet npourdopmuposars DHCP-cepBep o Tom, ¢ kakoro
DHCP-petpaHciaTopa 1 uepe3 Kakoi MOpT IpHILed 3a1poc.

[o ymomganuo KoMMyTaTop, ucrons3yromuit Gyrko DHCP snooping,
oOHapyxuBaeT U oTOpackBaet oboir DHCP-3ampoc conepskarmumii omuto 82,
KOTOPBIN OH MOTy4YHII uepe3 HeHa &K HbIH (untrusted) mopr.

UDP relay [epenanpasnenne mupokosenarenbHoro UDP-Tpaduka Ha ykazanssri [P-anpec
®yukuuu DHCP- DHCP-cepBep ocymIecTBIsIET LIEHTPATU30BAHHOE YIIPaBICHUE CETEBBIMH aJIpecaMu
cepsepa 1 COOTBETCTBYIOIIMMHU KOH(PUTYPAIOHHBIMH ITapaMETPaMH, aBTOMAaTHIECKH

OpeaoCTaBJIAA UX KIMCHTAM.

IP Source address
guard

OyHKIUSI KOMMYTaTOpa, KoTopas orpannymnsaet [P-tpaduk, pmistpys ero Ha
OCHOBAaHHWH Ta0IUIIBI COOTBETCTBHUH 0a3bl MaHHBIX npuBsisku DHCP — DHCP
snooping u cTaTu4ecku CKOHGUTypupoBaHHBIX [P-anpecoB. @yHKINS HCIIOIB3YETCS
Jutst 00pbOBI ¢ IoaMeHol [P-aapecos.

Dynamic ARP
Inspection (Protection)

OyHKIMS KOMMYTaTOPa, IpeAHA3HAYeHHAs I 3aIlIUTHI OT aTaK C HCIOJIb30BaHUEM
npotokosia ARP. CooluieHne, KoTopoe MocTynaeT ¢ HeHaIeKHOTo MopTa,
Mo/iBepraercs MpoBepke — cooTBeTcTByeT Jin [P-anpec B Tene npunstoro ARP-
nakera [P-anpecy ornpaBuTens.

Ecnu anpeca He coBnafaloT, TO KOMMYTAaTOp OTOpPachIBaeT MaKeT.

L2-L3-1L4 ACL
(Access Control List)

Ha ocHoBe uH(opMaIum, CoaepKaIICHCs B 3ar0JIOBKax ypoBHei 2,3 u 4,y
aJMUHHICTPATOPA €CTh BO3MOXKHOCTh HACTPOUTH A0 1024 mpaBui1, COrIaCHO KOTOPHIM
naket Oyzet o6paboTaH, MO0 OTOPOIIEH.

Time-Based ACL

ITo3BoJIsIeT CKOH(DUTYPHPOBATH BPEMEHHBIC PAMKH, B TCYCHHE KOTOPBIX JTAHHBII
ACL Oyner neiicTBOBaTb.

IHoanep:xka OcHoBHas QyHKIUs OIOKUPOBKH — MOBBICUThH O€30IIACHOCTh CETH, MPEOCTABIISAS
320,I0KHPOBAHHBIX J0CTYH K IIOPTY KOMMYTaTOpa TOJILKO JUIsl ycTpoicTB umeromux MAC-anpeca,
NOPTOB 3aKPEIIEHHEIE 32 3TUM IIOPTOM.

IIpoBepka Iposepka nognunHocTr IEEE 802.1x npesncrasnseT co60i MeXaHH3M KOHTpPOJIs

MOATMHHOCTH HA
OCHOBe MopTa

JIoCTyIa K pecypcaM uepe3 BHelHui cepsep. [Ipomienie npoBepky NOJTMHHOCTH
MTOJIF30BATENH MOTYYal0T AOCTYH K pecypcaM BEIOpaHHOI CeTH.

2.2.7 @yuKyuu ynpasieHus KOMMYmMamopom

Tabnuua 7 — OcHoBHbIE QYHKIMHU YIPABJICHUSI KOMMYTAaTOpaMu

3arpy3ka u BhITpy3Ka
¢daiina HacTpoiiku

[TapameTpsl ycTpOWCTB cOXpaHsIOTCs B (paiiyie HACTPOMKH, KOTOPBIH COAEPIKHUT
JlaHHbIE KOH(DUTypalyy KaKk BCEH CHCTEMBI B 1I€JIOM, TaK U OIPEJEIICHHOTO ITopTa
yCTpOICTBA.
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Iporokoa TFTP

[poroxon TFTP ncnone3yercst 1 onepauuii 3anucyu u uteHus daitnos. [IpoTokon
OCHOBaH Ha TpaHcnopTHOM npoTtokoiae UDP.

YcTpoiicTBa MOANCPKUBAIOT 3aTPy3Ky U Iepeady 1o JaHHOMY IPOTOKOIY (aiiios
HaCTPOHKH U 00pa30B MPOTrPaMMHOT0 00ECIICUCHHS.

IIpotoxoa SCP

[Iporoxon SCP ucnone3yercs 1ist onepanuii 3anucu 1 urenus daitnos. [IpoTokon

(Secure Copy) OCHOBaH Ha ceTeBoM NpoTokoie SSH.
YcrpoiicTBa MoaiepKUBAIOT 3arpy3Ky M Iepeady 1o JaHHOMY IPOTOKOIY (haiiioB
HAaCTPOMKH 1 00pa30B NPOrPaMMHOTO 00eCIICYECHUSL.
Yaanenublii VY nanenssrii MoHUTOPHHT (RMON) — cpenicTBO MOHUTOPHHTA KOMITBIOTEPHBIX CETEH,
mouuTopunr RMON pacmuperrie SNMP. CoBMecTHMBIE YCTPOICTBA ITO3BOISIIOT COOMPATh

JVarHOCTHYECKUE JTaHHBIE C TIOMOIIBIO CTAaHIUH yIpaBieHus ceTbio. RMON — 3T0
cTaHmapTHas 6a3a MIB, B KOTOpOIi onpeaeeHb TeKyIas U IpeabayIas
cratuctika ypoBHSI MAC 1 00BEKTHI YIIPaBICHHS, IPEJOCTABIIAIONINE JaHHBIC B
pearbHOM BpPEMEHH.

IIporokos SNMP

IIpotoxon SNMP ucnosns3yercs 111 MOHUTOPUHTA U YIIPABJICHUS CETEBBIM
ycTpoiicTBoM. JI71s yIipaBieHHsl JOCTYIIOM K CUCTEME OIPEEIsIeTCsl CIIMCOK 3amuceit
coo01ecTBa, Kaxkaast U3 KOTOPBIX COIEPXKUT ITPUBIIIETUH JOCTYTIA.

HNHurepdeiic
KOMAaH/IHOH CTPOKHU
(CLD

VYnpasneane kommyTaTopamu nocpeactsom CLI ocymiecTBisieTcst TOKanbHO depes
mocienoBatenbHbI mopT RS-232, mubo ynanenno gepes telnet, ssh. UaTepdeiic
KoMaHIHOH cTpoku KoHconu (CLI) sBIseTCss NPOMBIIUIEHHBIM CTaHAAPTOM.
Wntepnperarop CLI nmpegocTaBiaseT CIUCOK KOMAHI U KJIIOUEBBIX CJIOB ISl IIOMOIIH
MIOJIK30BATENIO U COKPAIICHHIO 00beéMa BBOAUMBIX TaHHBIX.

Syslog Syslog — nmpoToko:, obecniednBaromuii mepeady COOOIMEHNH O MPOUCXOAAIINX B
cucTeMe COOBITHAX, a TAK)KE YBEIOMIICHHH 00 OMMMOKaxX yAalIeHHbIM CEpBEPaM.
SNTP IIpotokon SNTP — npoTokon CHHXpOHU3AIMU BPEMEHH CETH, TapaHTUPYET TOYHOCTh
CHHXPOHM3ALIMU BPEMEHH CETEBOTO YCTPONUCTBA C CEPBEPOM 10 MUJUTUCEKY HJIBI.
Traceroute Traceroute — ciayxebHas GyHKIMA, TpeAHA3HAYCHHAS [T OTIPEIeIeHUS MapIIPyTOB
nepeaayu JaHHbIX B [P-ceTsx.
Yunpasienue AJIMHUHHCTPATOP MOJKET OIPEACINUTD YPOBHH MPUBHIIETHIA TOCTYIIa JUIS
KOHTPOJIMPYEMbIM TI0JIb30BaTeINell yCTPOWCTBA M XapaKTEPUCTHKH JUTsl Ka>KAOTO YPOBHS ITPUBUIIETHIH
I0CTYIIOM — YPOBHH (ToNBKO TSt YTeHUS — | YPOBEHB, MOHBINA AOCTYH — 15 ypOBEHB).
NpUuBHIEruit
BaokupoBka KommyTaTop criocobeH ycTaHaBIUBATh 3aIIpeT JOCTyIa K KaxJI0My HHTepdelcy
nHTepdeiica ynpasnenust (SNMP, CLI). 3anpet MokeT ObITh YCTAaHOBJIEH OTJENBHO JJISl KaXI0TO
yIpaBJieHust THUIIA JOCTyHa:
Telnet (CLI over Telnet Session)
Secure Shell (CLI over SSH)
SNMP
JlokajabHast Jnst noKanbHOM ay TeHTU(UKALMK TOAIEP)KUBAETCS XpaHEHHE TapoJieii B 6ase
aYTeHTH(l)HKaIII/IH JAaHHBIX KOMMYTaATOpa.

®OuiabtTpanus IP-
aapecos A SNMP

Hoctyn no SNMP paspemtaercs i onpeneneHssix [P-anpecos, sBastommxcs
qreHamu SNMP-coobmectsa.

Kaunent RADIUS

[Iporoxon RADIUS ucnons3yercs amst ayTeHTH)UKAINN, aBTOPU3ALMN U y4eTa.
Cepsep RADIUS ucnonb3yer 6a3y TaHHBIX NOJIB30BATEIICH, KOTOPAsk COACPKHUT
JIaHHbBIE TIPOBEPKH MOAJIMHHOCTH JUISL Ka)XKJJ0T0 oJb3oBaresst. KommyTaTopsl
coJepakKaT KIMEHTCKYI0 4acTh npotokona RADIUS.

TACACS+

VY CTpoHCTBO MPENOCTABIISET NOAAEPHKKY IPOBEPKH MOAJIMHHOCTH KJIMEHTOB
nocpeactBoM mporokosia TACACS+. TIpotokon TACACS+ obecrieunBaeT
LEHTPATN30BAHHYIO CHCTEMY 0€30IIaCHOCTH JUIS IPOBEPKH MOTIB30BATENEH,
TOJTYYAOIIUX TIOCTYI K YCTPOMCTBY, & TAKXKE IIEHTPAITU30BAHHYIO CUCTEMY
yIpaBieHus TIpu coOmoaeHnn coBMecTUMOCTH ¢ RADIUS m npyruMu mporieccamu
MIPOBEPKHU MOATUHHOCTH.

Ceprep SSH

Oynkuus cepsepa SSH no3sonster knueHTy SSH ycTaHOBUTE C yCTPOWCTBOM
3aIUIIEHHOE COCIUHEHUE [T YIIPaBICHHS UM.
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IMoanepxka
MaKpPOKOMAH]

JanHast pyHKIMS IPEeOCTaBISIET BOBMOXKHOCTh CO3/IaBaTh MAaKPOKOMAH/Ib,
MIpeCTaBILIomIe co00ii Habop KOMaH[, U MPUMEHATH UX Ul KOHQUTyparuu
YCTpOICTBA.

2.2.8 Jlonoanumenovnsle pynkyuu

B taGnuie 8 mpuBeneHs TONOJHUTEIbHBIC (PYHKITUN YCTPOMCTBRA.

Tabnuia 8§ — JlononHuTeNbHBIE GYHKIIMH YCTPOIMCTBA

BupryaiabHoe
TecTUpPOBaHHUe Kades
(VCT)

CereBble KOMMYTaTOPBI UMEIOT B CBOEM COCTAaBE MPOTPaMMHBIE U aniapaTHHIE
CpPEJICTBA, MO3BOJISAIONINE BBIMOIHATE (DYHKIIMU BUPTYATBHOTO TECTepa Kades —
VCT. Tectep M03BOJSET OMPEACITUTH COCTOSHIE MEITHOTO KaOels CBSsI3H.

)];I/Ial"HOCTI/IKa YCTpOﬁCTBO MO3BOJIACT TCCTUPOBATH ONTHYCCKHUI TPAaHCHUBECDP. HpI/I TECTUPOBAHUUN
ONITUYECKOr0 OTCJIEKMBAIOTCA TAKUE NTApaMETPBI, KaK TOK W HAIIPSDKECHUE NTUTaHUsA, TEMIIEpaTypa
TpaHCcHBepa TpaHcuBepa. st peanuzanuu TpedyeTcs moaepKKa 3THX QyHKIUIT B TpaHCUBEDE.
Green Ethernet JlaHHBI MEXaHI3M MTO3BOJISICT KOMMYTATOPY CHU3UTH SHEPTONOTPEOICHHE 3a CUET
OTKJIFOYCHUA HCAKTUBHBIX 3JICKTPUYCCKUX TOPTOB.
2.3 OcHOBHbBIE TEXHUYECKHE XaAPAKTEPHUCTUKH

OCHOBHBIC TEXHUYCCKHUE mapaMCcTpbl KOMMYTATOPOB IIPUBCIACHLI B Ta6JII/IIJ;€ 9.

Tabnuua 9 — OCHOBHBIE TEXHUYECKHE XapAKTEPUCTUKU

Oo0mue napameTpsl

RTT-A420-24XG-4QXG

— Marvell 98CX8129-A1 (Hooper)

[TakeTHBbIi poueccop

RTT-A330-24T-4XG
RTT-A330-24F-4XG
RTT-A330-16F-4XG
RTT-A330-8F-4XG

RTT-A330-48T-4XG
RTT-A330-48F-4XG

— Marvell 98DX3336-A1 (PonCat3)

RTT-A230-24T-4XG
RTT-A230-24P-4XG
RTT-A230-24F-4XG
RTT-A230-48T-4XG
RTT-A230-48P-4XG

— Marvell 98DX3236-A1 (AlleyCat3)

RTT-A230-8P-4G-AC
RTT-A230-8T-2G-AC

— Marvell 98DX3233

WnTtepdeiicer

RTT-A420-24XG-4QXG

— 24x10GBASE-R (SFP+)/1000BASE-X (SFP)
— 4x40GBASE-SR4/LR4 (QSFP+)

— 1x10/100/1000BASE-T (OOB RJ45)

— 1x10/100/1000BASE-T (Management in-band)
— 1xKonconpHsii IopT RS-232 (RJ-45)

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu
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RTT-A330-24T-4XG

— 20x10/100/1000BASE-T (RJ45)

— 4x10GBASE-R (SFP+)/1000BASE-X (SFP)

— 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
— 1x10/100/1000BASE-T (OOB RJ45)

— 1xKonconsHsii mopT RS-232 (RJ-45)

RTT-A330-24F-4XG

— 20x1000BASE-X/100BASE-FX (SFP)

— 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
—4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
— 1x10/100/1000BASE-T (OOB RJ45)

— 1xKonconsnsiit mopt RS-232 (RJ-45)

RTT-A330-16F-4XG

— 12x1000BASE-X/100BASE-FX (SFP)

— 4x10GBASE-R (SFP+)/1000BASE-X (SFP)

— 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
— 1x10/100/1000BASE-T (OOB RJ45)

— 1xKonconpnsiit mopT RS-232 (RJ-45)

RTT-A330-8F-4XG

— 4x1000BASE-X/100BASE-FX (SFP)

— 4x10GBASE-R (SFP+)/1000BASE-X (SFP)

— 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
— 1x10/100/1000BASE-T (OOB RJ45)

— 1xKoncompHsIi IopT RS-232 (RJ-45)

RTT-A230-24T-4XG

— 24x10/100/1000BASE-T (RJ45)
— 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
— 1xKonconpHsii mopT RS-232 (RJ-45)

RTT-A230-24P-4XG

— 24x10/100/1000BASE-T PoE/PoE+ (RJ45)
— 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
— 1xKonconpasrii mopt RS-232 (RJ-45)

RTT-A230-24F-4XG

— 20x1000BASE-X/100BASE-FX (SFP)

— 4x10GBASE-R (SFP+)/1000BASE-X (SFP)

— 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
— 1xKonconpHsiii mopT RS-232 (RJ-45)

RTT-A230-48T-4XG
RTT-A330-48T-4XG

— 48x10/100/1000BASE-T (RJ45)
— 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
— 1xKonconpasrii mopt RS-232 (RJ-45)

RTT-A230-48P-4XG

— 48x10/100/1000BASE-T PoE/PoE+ (RJ45)
— 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
— 1xKonconsHsiii mopT RS-232 (RJ-45)

RTT-A330-48F-4XG

— 48x1000BASE-X/100BASE-FX (SFP)
— 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
— 1xKonconpasrii mopt RS-232 (RJ-45)

RTT-A230-8P-4G-AC

— 8x10/100/1000BASE-T PoE/PoE+ (RJ45)
— 2x10/100/1000BASE-T (RJ45)

— 2x1000BASE-X (SFP)

— 1xKonconpasrii mopt RS-232 (RJ-45)

RTT-A230-8T-2G-AC

— 8x10/100/1000BASE-T (RJ45)
— 2x10/100/1000BASE-T/100/1000BASE-X Combo
— 1xKonconpHsii IopT RS-232 (RJ-45)

[IponyckHas cmiocoOHOCTH

RTT-A420-24XG-4QXG (800 I'but/c
RTT-A230-24T-4XG
RTT-A230-24P-4XG
RTT-A230-24F-4XG 128 I'dut/c

RTT-A330-24T-4XG
RTT-A330-24F-4XG
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RTT-A230-48T-4XG
RTT-A230-48P-4XG

RTT-A330-48T-4XG |1 /0 Toute
RTT-A330-48F-4XG
RTT-A330-16F-4XG 112 I'but/c
RTT-A330-8F-4XG 96 I'6ut/c
RTT-A230-8P-4G-AC 24 T'éut/c
RTT-A230-8T-2G-AC 20 I'but/c
RTT-A420-24XG-4QXG (1025,6 MPPS
RTT-A230-24T-4XG
RTT-A230-24P-4XG
RTT-A230-24F-4XG 186,2 MPPS
RTT-A330-24T-4XG
RTT-A330-24F-4XG
averan o 64 Gaira | TT-A230-48T-4XG
RTT-A230-48P-4XG
(B pexxume duplex) RTT-A330-48T-4XG 261,8 MPPS
RTT-A330-48F-4XG
RTT-A330-16F-4XG
RTT-A330-8F-4XG 142 MPPS
RTT-A230-8P-4G-AC
RTT-A230-8T-2G-AC |22+ MPPS
RTT-A420-24XG-4QXG |32 Mout
RTT-A330-24T-4XG
RTT-A330-24F-4XG
RTT-A330-16F-4XG
RTT-A330-8F-4XG
RTT-A230-24T-4XG 12 Mo6ur
06 6y . RTT-A230-24P-4XG
HEM DYQCPHOH HAMATH | p TT_A230-24F-4XG
RTT-A230-8T-2G-AC
RTT-A230-8P-4G-AC
RTT-A230-48T-4XG
RTT-A230-48P-4XG
RTT-A330-48T-4XG | >+ Mout
RTT-A330-48F-4XG
RTT-A420-24XG-4QXG |4 T'0aiiT
O6svem O3V (DDR3)
OcTanbpHbIE MOAETH 512 Moaiit
RTT-A420-24XG-4QXG |2 I'OaiiT
O6bem I13Y (RAW NAND)
OcTajibHBIE MOJETH 512 Moaiit
RTT-A420-24XG-4QXG (65536
Ta6mua MAC-aapecoB
OcTajIbHBIE MOJETH 16384
RTT-A420-24XG-4QXG |1982
KommMmyTarops! cepun 3006
Komnuectro mpasmn ACL  |RTT-A330
KommyTratops! cepun 958
RTT-A230
RTT-A420-24XG-4QXG |2048
Kommuectso ACL
KommyTtatopsl cepun 3072

RTT-A330

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu
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KommyTatops! cepun

RTT-A230 1024
RTT-A420-24XG-4QXG
KommyTarops! cepun
KomnaectBo mpasmin ACL B RTT-A330 256
omaom ACL
KommyTatops! cepun
RTT-A230
IPv4 — 7744
RTT-A420-24XG-4QXG IPv6 — 1942
KomnaectBo mapmpytoB L3 |KommyTatopsr cepun IPv4 — 12864
Unicast RTT-A330 IPv6 — 3222
KommyTatops! cepun IPv4 - 816
RTT-A230 IPv6 —210
RTT-A420-24XG-4QXG |7748
KommyTaTops! cepun 4023
Komnuectso ARP-3amuceir |RTT-A330
KommyTatops! cepun 820
RTT-A230
RTT-A420-24XG-4QXG.
KommyTarops! cepun 4K
KomuuectBo rpynmn L2 RTT-A330
Multicast (IGMP snooping)
KommyTatops! cepun 2K
RTT-A230

KonnuectBo mapuipytos L3
Multicast (IGMP  Proxy,
PIM)

RTT-A420-24XG-4QXG,
KommyTaTops! cepun

IPv4 — 4024 1Pv4
IPv6 — 1006 IPv6

RTT-A330
KommyTarops! cepun 1Pv4 — 412 IPv4
RTT-A230 IPv6 — 103 IPv6

KomuaectBo mpaBmi SQinQ

RTT-A420-24XG-4QXG

1982 (ingress/egress)

KommyTaTops! cepun

3006 (ingress/egress)

MakcumanbHOE KOJIUUECTBO
ECMP-mapuipyToB

RTT-A330

KommyTatops! cepun .

RTT-A230 958 (ingress/egress)
RTT-A420-24XG-4QXG |64

OcTaJibHBIE MOJETH 8

Momnepxxka VLAN

Cornacuo 802.1Q, no 4K aktuBHBIX VLAN

KauecTtBo o6cnmyxuBanus QoS

[puopuTtm3anmsa tpaduka, 8 ypoBHEH, 8 BEIXOIHBIX OYepeneH ¢
Pa3HBIMH IIPHOPUTETAMH U KaXKIOTO MOpPTa

Komnaecteo VRRP-mapmpyTrzaTopos 255

Kommuectso L3 RTT-A420-24XG-4QXG (2048

unrepdeiicon OcranbHble MOJENN 130

KomnuectBo BupTyansHbix Loopback-unTepdeiicos 64

KonnuecTto sx3emiusipos npoueccoB OSPF 20

KomnuectBo OSPF-cocencts 64

Komaectso BGP-cocencts 32

Arperarus kanaioB (LAG) 48 rpymm, 10 8 TOPTOB B KAXKAOH
Konunuecto sx3emmnsapos MSTP 64

KommaecTto sx3emmusipo PVST 63

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu

17




@) PYCLTENETEX

Komuuectso DHCP pool

32

CBepxamiHHBIC KaJIpbl (jumbo frames)

MaxkcumansHbli pazmep naketos 10K

CrexkupoBaHue

JI0 8 yCTPOWCTB

CooTBeTCTBHE CTaHAAPTaM

— IEEE 802.3 10BASE-T Ethernet

— IEEE 802.3u 100BASE-T Fast Ethernet

— IEEE 802.3ab 1000BASE-T Gigabit Ethernet

— IEEE 802.3z Fiber Gigabit Ethernet

— IEEE 802.3x Full Duplex, Flow Control

— IEEE 802.3ad Link Aggregation (LACP)

— IEEE 802.1p Traffic Class

— IEEE 802.1q VLAN

— IEEE 802.1v

— IEEE 802.3 ac

— IEEE 802.1d Spanning Tree Protocol (STP)

— IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

— IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

— IEEE 802.1x Authentication

— IEEE 802.3af PoE, IEEE 802.3at PoE+ (tomsko RTT-A230-
8P-4G-AC, RTT-A230-24P-4XG, toneko RTT-A230-48P-
4XG)

Yupasienue

JIokanbHOE yIpaBieHue

Console

VY naneHHoe ympaBlicHHE

SNMP, Telnet, SSH, WEB

du3nyecKHe XapakTePUCTUKHU U YCI0BHS OKPY KAIOLIeH cpebl

RTT-A420-24XG-4QXG
RTT-A230-48P-4XG
KommyTatops! cepun
RTT-A330

— Cetp nepemennoro toka: 100 — 240 B, 50/60 I'ig

— Cetp mocTOSIHHOTO TOKA: 36 - 72B

BapuanTs! nuranus:

— OJIMH MCTOYHUK IMHUTAHUS TOCTOSTHHOTO WIIK TIEPEMEHHOTO
TOKa;

— JIBa ICTOYHHKA MMUTAHUS OCTOSHHOTO MITH IIEPEMEHHOTO TOKa,
C BO3MOYKHOCTBIO TOPSTICH 3aMEHBI.

RTT-A230-24T-4XG-AC
RTT-A230-24P-4XG-AC
RTT-A230-8T-2G-AC
RTT-A230-8P-4G-AC

Cetb nniepemennoro Toka: 110 — 250 B, 50/60 'y

HcTounuky nuTaHus

RTT-A230-24T-4XG-ACA
RTT-A230-24F-4XG-ACA
RTT-A230-48T-4XG-ACA

— Cetb mepemenHoro toka: 110 — 250 B, 50/60 'y u pa3bem mox
aKkKyMyJsiTopHyto 6arapero (AKB).
XapaKkTepUCTUKU 3apsHOIO YCTPOMCTBRA:
— Tok 3apsna:
—  2,740.2A - RTT-A230-24F-4XG-ACA u RTT-A230-
48T-4XG-ACA;
—  1.6+0.1A - RTT-A230-24T-4XG-ACA.
— Hampspxenne cpabateiBanus pacrenurens Harpy3ku:10-10,5B;
— IloporoBoe HanpsikeHUEe MHAMKALMKA HU3KOTO 3apsja: 11B
‘ CeueHue nposoga ana nogknoyeHua AKb — He meHee
V 1,5 mm. Ucnonb3oBaTb AKB emKocTbio He meHee 20Ah

RTT-A230-24F-4XG-DC

CETh MMOCTOSHHOIO ToKa: 36 — 72 B

RTT-A230-8T-2G-AC

AC: SPM35-220/12, 34 A, 6 mc

ITycKoBbIE TOKH RTT-A230-8P-4G-AC

AC: SPM270-220/56, 36 A, 5 mc

RTT-A230-24T-4XG-AC

AC: SPM35-220/12, 34 A, 6 mMmc
DC: SPM35-48/12, 140 A, 4 mc (72 B)
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RTT-A230-24T-4XG-ACA

AC: SPM45B-220/12, 15 A, 6 mc

RTT-A230-24F-4XG-DC

AC: SPM160-48/12, 150 A, 4 mc (72 B)

RTT-A230-24T-4XG-ACA
RTT-A230-24F-4XG-ACA

AC: SPM120B-220/12, 37 A, 4 mc

RTT-A230-24P-4XG-AC

AC: SPM380-220/56, 25 A, 6 mc

RTT-A230-48T-4XG-ACA

AC: SPM160-220/12, 40 A, 4 mc
DC: SPM160-48/12, 150 A, 4 mc (72 B)

RTT-A230-48P-4XG

AC: PM950-220/56, 40 A, 10 mc

RTT-A330-8F-4XG

RTT-A330-16F-4XG
RTT-A330-24T-4XG
RTT-A330-24F-4XG
RTT-A330-48T-4XG

AC: PM65-220/12, 30 A, 4 mc; PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

RTT-A420-24XG-4QXG

AC: PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

ITotpebnsemas
MOIIHOCTh

RTT-A420-24XG-4QXG

ue 6onee 107 Br

RTT-A230-24T-4XG-ACA

He Oonee 25 Bt

RTT-A330-8F-4XG

He 6oiee 27 Bt

RTT-A330-24T-4XG
RTT-A330-16F-4XG
RTT-A230-24F-4XG-DC

He Oozee 35 Bt

RTT-A230-24T-4XG-ACA

He Oonee 26 Bt / He 6onee 50 Bt (¢ yuerom 3apsga AKB)

RTT-A230-24F-4XG-ACA

He Oomnee 45 Bt / He 6onee 85 Bt (¢ yuerom 3apsga AKB)

RTT-A330-48T-4XG
RTT-A330-24F-4XG

He Ooiee 45 Bt

RTT-A330-48F-4XG

He Ooiee 55 Bt

RTT-A230-48T-4XG-ACA

He Oouiee 45 Bt / He Gozee 85 BT (c yuerom 3apsina AKB)

RTT-A230-48P-4XG

He 0ozee 1600 Bt

RTT-A230-8T-2G-AC

He 6osee 15 Bt

RTT-A230-8P-4G-AC

He Oonee 275 Bt

RTT-A230-24P-4XG-AC

He Oosee 455 Bt

BromkeT MmomnHOCTH
PoE

RTT-A230-24P-4XG-AC 380 Br
RTT-A230-48P-4XG 1450 Bt
RTT-A230-8P-4G-AC 240 Bt

BenTusaius

RTT-A230-8P-4G-AC
RTT-A230-8T-2G-AC
RTT-A230-24T-4XG-AC
RTT-A230-24T-4XG-ACA

IIaCCUBHOC OXJIAXKJICHHUC

RTT-A230-24P-4XG-AC
RTT-A230-48T-4XG-ACA
RTT-A330-8F-4XG
RTT-A330-48T-4XG

Front-to-Back, 2 BenTusiTopa
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RTT-A230-24F-4XG-DC
RTT-A230-24F-4XG-ACA
RTT-A230-48P-4XG
RTT-A330-24T-4XG
RTT-A330-24F-4XG
RTT-A330-48F-4XG
RTT-A420-24XG-4QXG

Front-to-Back, 4 BerTHISITOpa

MakcumanbHEIH
YpOBEHB
aKyCTHYECKOIo IIyMa

RTT-A230-8P-4G-AC
RTT-A230-8T-2G-AC
RTT-A230-24T-4XG-AC
RTT-A230-24T-4XG-ACA

¢ mepeaHei manenu, max < 33 nb
¢ 3aJiHeH maHenu, max < 33 nb

RTT-A230-24F-4XG-DC
RTT-A230-24F-4XG-ACA

¢ epenHel maHeny, max < 53,8 nb
¢ 3agHel ma”enu, max < 54,2 nb

RTT-A230-24P-4XG-AC

¢ mepeaHel nanenu, max < 43,3 nb
¢ 3aJiHeH maHenu, max < 53,1 nb

RTT-A230-48T-4XG-ACA

¢ mepeaHelt nanenu, max < 53,9 nb
¢ 3aJHeH nmaHenH, max < 54,2 nb

RTT-A230-48P-4XG

¢ mepeaHel nanenu, max < 60,6 nb
¢ 3aJHeH maHenH, max < 66,7 nb

RTT-A330-8F-4XG

RTT-A330-16F-4XG
RTT-A330-24T-4XG
RTT-A330-24F-4XG

¢ mepeaHel nanenu, max < 54 nb
¢ 3aJiHeH nmaHenu, max < 54,2 nb

RTT-A330-48T-4XG

¢ mepeaHel nanenu, max < 42,9 nb
¢ 3agHel ma"eau, max < 51,8 nb

RTT-A330-48F-4XG

¢ mepeHel nanenu, max < 62,8 nb
¢ 3aJiHeH maHenu, max < 68,2 nb

RTT-A420-24XG-4QXG

¢ nmepeaHel nanenu, max < 65,1 nb
¢ 3agHel ma"enau, max < 69,6 nb

RTT-A420-24XG-4QXG

107 Br

RTT-A330-24F-4XG 45 Br
RTT-A230-24T-4XG-AC 25 Br
RTT-A330-8F-4XG 17 Br
RTT-A330-16F-4XG 35 Br
RTT-A330-24T-4XG
RTT-A230-24F-4XG-DC 39 Br
RTT-A230-24T-4XG-ACA  [28 Br

Tenosbinenenue ot A230.04F-4XG-ACA 50 Bt
RTT-A330-48T-4XG 43 Br
RTT-A330-48F-4XG 89 Br
RTT-A230-48T-4XG-ACA |54 Br
RTT-A230-48P-4XG 150 Br
RTT-A230-8T-2G-AC 14 Br
RTT-A230-8P-4G-AC 35Br
RTT-A230-24P-4XG-AC 65 Br
RTT-A230-8T-2G-AC Ectb
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AnmnaparHas
moaepkka Dying
Gasp

RTT-A230-8P-4G-AC
RTT-A230-24T-4XG-AC
RTT-A230-24T-4XG-ACA
RTT-A230-24F-4XG-DC
RTT-A230-24F-4XG-ACA
RTT-A230-24P-4XG-AC
RTT-A230-48T-4XG-ACA
RTT-A230-48P-4XG
RTT-A330-8F-4XG
RTT-A330-16F-4XG
RTT-A330-24T-4XG
RTT-A330-24F-4XG
RTT-A330-48T-4XG
RTT-A330-48F-4XG
RTT-A420-24XG-4QXG

Her

I'abapuTHBIE pa3zMepsl

RTT-A420-24XG-4QXG

430 x 44 x 298 MM

RTT-A230-24T-4XG

430 x 44 x 158 MM

RTT-A230-24P-4XG

440 x 44 x 203 MM

RTT-A230-24F-4XG

430 x 44 x 243 MM

RTT-A330-24T-4XG
RTT-A330-24F-4XG
RTT-A330-16F-4XG
RTT-A330-8F-4XG

430 x 44 x 275 MM

RTT-A230-48T-4XG

440 x 44 x 280 MM

RTT-A330-48T-4XG

440 x 44 x 316 MM

RTT-A330-48F-4XG

440 x 44 x 330 MM

RTT-A230-48P-4XG

430 x 44 x 490 MM

RTT-A230-8T-2G-AC

310 x 44 x 158 MM

RTT-A230-8P-4G-AC

430 x 44 x 158 MM

WuTepBan pabounx

RTT-A420-24XG-4QXG

ot 0 no +45 °C

RTT-A230-24T-4XG
RTT-A230-24P-4XG
RTT-A230-24F-4XG
RTT-A230-8P-4G-AC

ot -20 mo +50 °C

TeMIIEpaTyp RTT-A230-8T-2G-AC
RTT-A230-48T-4XG
RTT-A230-48P-4XG
E%{‘Z“;g‘g atop cepi ot -10 710 +45 °C
RTT-A420-24XG-4QXG 3,95 xr
RTT-A330-24T-4XG 3,25 kr
RTT-A330-24F-4XG 3,50 xr
RTT-A330-16F-4XG 3,25 xr

Macca RTT-A330-8F-4XG 3,15 xr
RTT-A230-24T-4XG 2,25 xr
RTT-A230-24P-4XG-AC 3,16 xr
RTT-A230-24F-4XG-ACA 3,55 kr
RTT-A230-24F-4XG-DC 3,25 xr
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RTT-A230-48T-4XG 3,85 kxr
RTT-A330-48T-4XG 3,95 xr
RTT-A230-48P-4XG 9,55 xr
RTT-A330-48F-4XG 4 xr
RTT-A230-8P-4G-AC 2,55 kr
RTT-A230-8T-2G-AC 1,45 xr
WuTepBan TeMneparyp XpaHeHUs ot -40 no +70°C

OTtHOCHUTEIbHAS BIIAXKHOCTh IIpH SKCIITyaTalluu (663

He Oonee 80%
00pa3zoBaHus KOHIICHCATA)

OTHOCHUTEIbHAS BIXKHOCTH ITPH XpaHeHNH (0e3

ot 10% 1o 95%
00pa3zoBaHus KOHJICHCATA)

Cpeanuii cpok cirykObl 10 net

2.4 KoHCTPYKTHMBHOE MCIIOJITHEHHE

B nanHOM pasgene oONMMCaHO KOHCTPYKTHBHOE MCIIOJHEHUE YCTPOMCTB.
[IpeacraBnensl n300paxkeHUsl MepeaHed, 3aJHe U OOKOBBIX MaHENEeW YCTPOMCTB,
OMMCAaHbI Pa3bEMBbI, CBETOUOAHBIE HHANKATOPHI U OPraHbl YIIPABIICHHUS.

Ethernet-koMMyTaTopsl  BBIIIOJHEHBI B METAUIMYECKOM  KOpIyce ¢
BO3MOXHOCTBIO YCTAHOBKH B TEJICKOMMYHHUKAIIMOHHYIO CTOMKY WiH 1ikad 197, BeicoTa

KopITyca Bcex Mojienieit KommyTaToposl coctanisieT 1 Unit (44 mm).

2.4.1 Buewnuii 6uo u onucanue nepeoneil naneau ycmpoicme

Bremnuii BUI nepeHen naHeay yCTPOMCTB IMOKa3aH Ha PUCYHKAaX, TPUBEICHHBIX

HINXE.
Sl
RTT-A420-24XG-4QX C
P 0- Kwinbll G Vo 1%, PUCLTENETEX [ axe a2
O = s
Crex [~

O Nurane Ly T

G Macrep P, |

& Bestunsumn S

O Pesepa Use Y. b OXG3 QXG4

Puc. 1 — Ilepenanss nanens RTT-A420-24XG-4QXG
B Tabmume 10 mpuBemeH mepedeHb pa3beMOB, CBETOAUOJHBIX HHJIMKATOPOB U

OpraHoOB YIIPABJICHUA, PACIIOJIOKCHHBIX HA HCpGJIHCfI [MaHCJIM KOMMYTaTopa.

Tabmuna 10 — Onucanne pa3beMoOB, UHIUKATOPOB M OPTaHOB YIIPABICHUS TEPEIHEH
nanenu kommyTtaTtopa RTT-A420-24XG-4QXG

Ne DuIeMeHT nepeaHei
TMaHen

Onucanmue
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Crex WNuaukaTop HOMepa yCTpOHCTBA B CTEKeE.
IIuranue MuaaukaTop nutanus ycTpoicTBa.
1 |Mactep MHaukaTop pexrMa paboThl YCTPOHCTBA (BEeyIINi/BEIOMBIN ).
BenTumsmst WupukaTop paboThl BEHTHISATOPOB.
Pezeps NuaukaTop pe3epBHOTO AJIEKTPOIUTAHUSI.

KoHconbHBII NOPT U1 JTOKAJIBHOTO YIIPAaBJIEHUSI yCTPOUCTBOM.
PacninHOBKa pa3bema criemyromas:

1 He ucmonb3yeTcs

2 He UCTIONB3yeTCs

3 RX

4 GND
2 | Konconb 5 GND

6 TX

7 He ucmonb3yeTCs

8 He ucnosb3yercs

9 He ucnonb3yercs

Pacmaiika KOHCOJIEHOTO KaOells MpUBeIcHa B IPHIIOKEHUU b
3 |USB USB mopt

ITopt OOB (out-of-band) 10/100/1000 Base-T (RJ45) mist ynaneHHOro
4 | VYmp YIPaBJICHUS yCTPOMCTBOM. YIIpaBJIeHUE OCYLIECTBIISIETCS 110 CETH, OTIEIBHO

OT KaHaJIOB Mepcaavyu JaHHbIX

ITopt 10/100/1000 Base-T (RJ45) ans yaaneHHOTO yTpaBIeHUS
5 | VYop. BH. YCTPOUCTBOM. YTIpaBJICHHE OCYIIECTBISCTCS MO CETH Nepeadn JaHHBIX (in-
band)

OyHKIMOHANBHAS KHOMKA JUIs [epe3arpy3kd YCTpoMCcTBa W cOpoca K
3aBOJICKUM HacTpoiikam. Bo3MoxHbIe elcTBUS:

6 |Copoc - ipu HaxkaTtuu MeHee 10 ¢ — mepe3arpyska yCTpoicTBa;

- mpu Haxatuu Ha 10 ¢ u Oonee — mepe3arpys3ka yCTpoicTBa u cOpoc 10
3aBOJICKON KOH(HUTYypaIun

7 [[1-24] Wnrepdeiicer qs ycranosku tpancusepos 10G SFP+, 1G SFP

QXG1, QXG2
QXG3, QXG4

Wnrepdeiicer muis ycraHoBku TpancusepoB 40G QSFP+

PP SIS IS I
% PULLTENETEX DaSSDRO0N
PTT-A330

4 Bes
RTT-A330-24T-4XG (e
b e R S AR

=
w
S
N
wv
a
~

e e e
1% PYTLTENETEX
PTT-A330

Nurarwe O

Bestwuns O

pesess O
RTT-A330-24F-4XG

1 3 42 5

Puc. 3 — Ilepennss nanenb RTT-A330-24F-4XG
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B TaGaume 11 mpuBeneH mepedeHb pa3beMOB, CBETOAMOJHBIX HHJIMKATOPOB U

OPTraHOB YMPABJICHHS, PACHOJIOKEHHBIX HA MEpEeIHENd maHeau KoMmytaTtopoB RTT-

A330-24T-4XG, RTT-A330-24F-4XG.

Tabmuua 11 — Onucanue pa3beMoOB, UHIUKATOPOB M OPraHOB YIIPABJIEHUS MEpEeaHEH
RTT-A330-24T-4XG, RTT-A330-24F-4XG

DJileMeHT nepeaHei

Ne Omnucanne
NaHeJH

Crek MuanukaTop HOMEpa yCTPOHCTBA B CTEKE
[uranue MuanukaTop nuTaHus yCTpoMcTBa

1 Macrep Wunukarop pesxuMa paboThl yCTpOWCTBa (BEYyIHIA/BEIOMBIi)
BenTunsiims Huaukatop paboThl BEHTUISATOPOB
Peseps WHaukaTop pe3epBHOTO JIEKTPONUTAHUS

2 Koncomnp KonconpHBII OPT TSI TIOKAJIBHOTO YIIPABJIEHUS yCTPOUCTBOM

IMopt (out-of-band) 10/100/1000BASE-T (RJ45) nmns ynaneHHOro
3 Yup YIIpaBJEHUs YCTPONCTBOM. YTIPaBJICHHUE OCYILIECTBIIAETCS 10 CETH, OTAEIBHO
OT KaHAJIOB ITepeadd TaHHBIX

OyHKIMOHAIBHAS KHOMKA JUIA Tepe3arpy3Kd yCTpohcTBa W cOpoca K
3aBOJCKUM HacTpoiikaM. Bo3MoxHbIe NEeHCTBUS:

4 | Copoc - mpu HaxkaTtuu MeHee 10 ¢ — mepe3arpys3ka yCTpoucTBa;
- mpu Haxatuu Ha 10 ¢ u Gonee — mepe3arpys3ka ycTpodcTBa U cOpoc a0
3aBOJICKOH KOH(pUrypauum
5 [1-24] UnTepdeiice s yecraHOBKH TpaHcuBepoB SFP
optsr 10/100/1000BASE-T (RJ45)
6 [11-12, 23-24] Kombunuporannsie mopter 10/100/1000BASE-T (RJ45)/1000BASE-X(SFP)
7 | XG1, XG2, XG3, XG4 Wnrepdeiicer aus ycranoBku tpancusepos 10G SFP+/ 1G SFP
ogts S e oo e aaEee S S ce e B e e et 0B0000C
@k A T @Eﬁﬁm .
= s | g e ooy ey e ey ey e
7 ‘T‘ = L ‘ ’"T\_lJ C | )
1 2 3 4 5 6 7
Puc. 4 — Ilepennss nanens RTT-A230-24T-4XG-AC
1702648 ~60/S03A wa RTT-A230-24P-4XG - 5 ’ " % W . " i & " u @ PYCBTENETEX PTT-A230 1
- e e e e e e gy

Macep O O O Copoc
E [ i) =
] lTj ‘ | 0 | I\T/ 1 I 1'

2 3 4 5 6 7

Puc. 5 — Ilepenusas nanens RTT-A230-24P-4XG-AC
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Puc. 6 — Ilepenusas nanens RTT-A230-24F-4XG-ACA

B Tabmuue 12 npuBeneH nepedyeHb pa3beMOB, CBETOAMOJIHBIX HHIUKATOPOB U
OpraHOB YIPABIICHUs, PACIIOJIOKEHHBIX Ha INepeaHed naHemu Kommyraropa RTT-

A230-24T-4XG-AC, RTT-A230-24P-4XG-AC, RTT-A230-24F-4XG-ACA.

Tabmuua 12 — Onucanne pa3beMOB, UHIMKATOPOB M OPraHOB YIIPABJIEHUS MEpEeaHEH
nanenn RTT-A230-24T-4XG, RTT-A230-24P-4XG, RTT-A230-24F-4XG-ACA

Ne | DreMeHT mepeHel NaHeu Omnucanne

1 ;;1 0-250VAC, 60/50Hz max | Pa3bem [u1si MOIKITIOYSHUS K UCTOYHHKY AJIEKTPOITUTaHHS IEPEMEHHOTO TOKa
Crex NunukaTop HOMEpa yCTpONCTBA B CTEKE
ITuranue NHnukaTop muTaHus yCTPOMCTBA
Macrep Wnpukarop pexxuMa paboThl yCTPOUCTBa (BEAYILUI/BEIOMBIiT)

2 | Cucrema WNHnukaTop cOCTOSIHUS yCTpOMCTBA
Benr. Wunukatop pabotsl BeHTIIIATOPOB (1711 RTT-A230-24F-4XG-ACA)
Barapes Wunukatop coctosams 6arapen (st RTT-A230-24F-4XG-ACA)
IIpenynp. WNunukatop aBapuu PoE

3 | Koncoms KoHCconbHBIH NOPT AJI5 JIOKAJIIBHOTO YIIPaBIECHHUS yCTPOHCTBOM

OyHKIMOHANBHAS KHOMKA JUIS Mepe3arpy3Kd YCTpoHcTBa u cOpoca K
3aBOJICKUM HacTpoiikaM. Bo3aMokHbIe TEHCTBUS:

4 | Copoc - pu Haxkatuu MeHee 10 ¢ — nepe3arpyska ycTpoilcTBa;

- mpu Haxatuu Ha 10 ¢ m Gonee — mepesarpyska ycTpolcTBa M cOpoc 10
3aBOJICKON KOH(HUTYypaIun

IMopter 10/100/1000BASE-T (RJ45) (st RTT-A230-24T-4XG-AC, RTT-

5 [1-24] A230-24P-4XG-AC)
[1-10, 13-22] Wnrepdeiicer qist ycranoBku tpancuBepoB SFP (RTT-A230-24F-4XG-ACA)
6 |Link/Speed CBeToBast MHIUKANUS COCTOSHUS oNTHYecKuX uHTepdeiico XG1- XG4
7 | XGl, XG2, XG3, XG4 Crnotsl ans ycranoBku TpancusepoB 10G SFP+/ 1G SFP
8 |12 B, 5 A Makc. KrnemMMebI 17151 TOAKITIOUEHMS BHEITHETO UCTOYHHKA ITOCTOSIHHOTO TOKA
9 |[11-12,23-24] Komounuposanusie noptst 10/100/1000BASE-T (RJ45) / 1000BASE-X

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu 25
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Puc. 10 — RTT-A330-48F-4XG, nepeausis naHeab

B Ta6J'II/II_[e 13 IMPpUBCACH IICPCUYCHb PAa3bCMOB, CBCTONMOIHBIX HHAMKATOPOB H

OPTraHOB YMPABJICHHUS, PACHOJIOKEHHBIX HA TepenHed maHean kommyrtatopoB RTT-

A230-48T-4XG, RTT-A230-48P-4XG, RTT-A330-48T-4XG, RTT-A330-48F-4XG.

Tabmuna 13 — Onucanue pa3beMOB, HHIUKATOPOB M OPTaHOB YIIpaBJICHUs TIEpeaHEH
nanenmu RTT-A230-48T-4XG, RTT-A230-48P-4XG, RTT-A330-48T-4XG, RTT-
A330-48F-4XG

Crex Mupukatop HOMepa yCTPONCTBA B CTEKE

ITuranue Mupukarop nuTaHus ycTpoiicTsa

Cocr. Wunukarop cocrostaust yerpoiicta (uis RTT-A230-48P-4XG)
: Macrep Wunukarop pexxuma paboThl ycTpOHCTBa (BEAYILUH/BEIOMBIH)

Benr. Wunukarop paboTel BEHTHISTOPOB

Bar. Wunukarop cocrosinust 6arapen (s RTT-A230-48T-4XG)

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu 26
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BII1, BIT2 Wnnukarop monyneit nutanus (s RTT-A230-48P-4XG)
Peseps WHunrkaTop pe3epBHOTO 3MEKTPOMUTAHUSL
2 | Koncons KoHconbHBIH NOPT AJIs JIOKAJIBHOTO yNpaBlIeHHs yCTPOHCTBOM

OyHKIMOHANBHAA KHOIIKA M Iepe3arpy3kd yCTpoiicTBa M cOpoca K
3aBOJICKMM HacTpoiikaM. Bo3Mo>KHbIE IEHCTBUSA:

3 Copoc - Ipu HakaThu MeHee 10 ¢ — mepes3arpyska ycTpoHCTBa;

- mpu Haxkatun Ha 10 ¢ u Oojee — mepesarpyska ycrpoiicTsa u copoc 10
3aBOZICKON KOHQUTYpaITuu

RTT-A230-48T-4XG

4 | {145 | RTT-A33048T4XG Toptst 10/100/1000BASE-T (RJ45)

RTT-A330-48F-4XG | Unatepdeiicer s yctaHOBKH TpaHcuBepoB SFP

5 | XG1, XG2, XG3, XG4 Wntepdeiicer misa ycranosku tpancusepos 10G SFP+/ 1G SFP

.m. '

o ——
Tr (==
® 7 P o, S5
macres O O O Chpoc o,oowoewoo
werus O O O ° oo, H
=) _ o T @
.10 10/100/1000RASET o 1008ASE X/ 3000BASE X 15 2 D g D S

1 2 3 45 6 7 8
Puc. 11 —Ilepennss nanens RTT-A230-8T-2G-AC
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Puc. 12 — Ilepennss nanens RTT-A230-8P-4G-AC

B Tabmuue 14 mpuBeneH mepedyeHb pPa3zbeMOB, CBETOAMOIHBIX WHIUKATOPOB U
OPTraHOB YMPABJICHHS, PACHOJIOKEHHBIX HA TMEpeaHed maHenau KoMmytaTtopoB RTT-
A230-8T-2G-AC, RTT-A230-8P-4G-AC.

Tabmuua 14 — Onucanue pa3beMOB, UHIMKATOPOB M OPraHOB YIIPaBJIEHUS MepeaHei
nanenu RTT-A230-8T-2G-AC, RTT-A230-8P-4G-AC

Ne JJieMeHT NepeTHel maneJm Onucanne
1 Kiemma 3a3eMiieHus @ Knemma a1 3a3emiieHust ycTpoiicTa
~110-250VAC., 60/50Hz max Pasbem ans moakitoYeHUs K UCTOYHHUKY DJIEKTPONUTAHUSL EPEMEHHOTO
2 2A ’ TOKa
Crexk MunuxaTop HOMepa yCTpOHCTBA B CTEKE
3 IIuranue MHaukaTop nuTaHus ycTpoiicTBa
Macrep Wupukatop pexxnMa paboTHl YCTpOicTBa (BEIyIIHIA/BEIOMBIN)
CocrostHue WuaukaTop cOCTOSHUS yCTPOUCTBA

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu 27
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IIpenynp. WNupukarop aBapuu PoE

4 | Koncoss KoHconbHBIH NOPT IS JIOKANBHOTO YIPaBJIEHUs yCTPOUCTBOM

OyHKIIMOHAIBHAS KHOIKA I Iepe3arpy3Kd YCTpoWcTBa M cOpoca K
3aBOJICKMM HacTpoiikaM. Bo3MoXKHbIE NEHCTBUS:

5 C6poc - Ipu HaxkaThX MeHee 10 ¢ — mepe3arpyska ycTpoiicTsa;

- mpu Haxxatuu Ha 10 ¢ u Oonee — mepe3arpy3ka yCTPOUCTBa U cOpoC 10
3aBOJICKOH KOH(pUrypauuu

[1-8] Toptst 10/100/1000BASE-T (RJ45) (st RTT-A230-8P-4G — ¢ PoE+)

6 RTT-A230-8P-4G | Iopter 10/100/1000BASE-T (RJ45)
[9-10]

RTT-A230-8T-2G | Kombunuporannsie noptsl 10/100/1000BASE-T (RJ45)

7 Coen. AkT./CropoCcTh CBeToBas MHAWKAINS COCTOSHUSI ONITHIECKUX HHTep(eiicoB

[9-10] Komburuposannsie noptel 1000BASE-X (SFP) (mns RTT-A230-8T-2G)
8

[11-12] Wnrepdeiice ans ycranoBku tpancuBepoB SFP (mist RTT-A230-8P-4G)

2.4.2 3aonaa nanenv ycmpoiicme

Bremnuii Bup 3anaent nanenu KoMMyTatopoB RTT-A420-24XG-4QXG npuBeneH
Ha Puc. 13.

~20 VA =
13 =
max 1A =
3 4

Puc. 13 — 3annsasa nanens RTT-A420-24XG-4QXG

B tabnuie 15 npuBeneH nepeueHb pa3beMOB, PACIIOIOKEHHBIX Ha 3a/IHEH MTaHeTn

kommyTtatopa RTT-A420-24XG-4QXG.

Tabmuma 15 — Onucanue pazpeMoB 3aaHel nmanenn kommyrtatopa RTT-A420-24XG-

4QXG
Ne DJIeMeHT 3a/IHel MaHeJn Onucanue
1 Knemma 3azemuenus @ Kiemma ni1s1 3a3emiieHust ycrpoicTaa
2 C'BeMHBIe BCHTI/IHSITOPI)I C’beMHBIe BCHTUWISIHIUOHHBIC MO}]yHI/I C BO3BMOXHOCTBIO FOpﬂ‘Ieﬁ 3aMCHBbI
3 48VDC Pa31)eM JUIA IIOAKIKYCHUS K I/ICTO‘-IHI/IKy 3HeKTpOHI/ITaHI/I${ IIOCTOSSTHHOT' O
TOKa
4 220 VAC 50 Hz max 1A TPg:eM JUI TIOJNKIFOYCHUS K HCTOYHHKY DJICKTPOIUTAHHS TEPEMEHHOTO

Buemnuii Bup 3aguei nanenu kommyTtatopoB cepun RTT-A330 npusenen Ha Puc.

14.

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu 28
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Puc. 14 — 3anguss nanens kommytaTopoB cepund RTT-A330

Tabmuua 16 — Onucanue ﬁaB’bCMOB 3aJIHEH ITaHEeIu KOMMiTaTOiOB ceim/l RTT-A330

1 e — KiieMMa 1St 3a3eMIIEHHS yCTPOMCTBA

2 CbeMHbIE BECHTHJIATOPHI CheMHBIC BECHTHJIATUOHHBIC MOAYJIN C BO3MOKHOCTBIO rop;meﬁ 3aMCHBbI

Paszpem UL TIOAKITIOYEHNUSA K HCTOYHHUKY DJJICKTPONUTAHUSA IOCTOAHHOIO

3 48VDC
TOKa

Pazbem g1 moakIOYEHHS K HNCTOYHUKY DJJICKTPONUTAHUA TICPEMEHHOTO
TOKa

4 ~220 VAC 50 Hz max 1A

Buemnnii Bug 3aaHei nanenu kommytatopos cepun RTT-A230 npusenen Ha Puc.

15 u Puc. 16.

®
LR LK 0! 0 s ? O
|
1
Puc. 15 — 3anuas nanens RTT-A230-24F-4XG, RTT-A230-24T-4XG, RTT-A230-

24F-4XG

Puc. 16 — 3aguasa magens RTT-A230-48T-4XG

Taomuna 17 — Onucanue iaS’beMOB 3aJIHEN TTaHEeIu KOMﬁTaTOEOB RTT-A230

1 KremMa 3a3eMIIeHIS @ Knemma aist 3a3eMileHHST yCTPOHCTBA
2 BenTtmisatopst
3 12VDC max 5A Krnemmbl U1 TOAKITIOUEHHS aKKYMYJIATOPHOM Oatapen 12V

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu 29
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~110-250VAC, 60/50Hz max | PazpeM 1 MOAKIIOUEHHS K MCTOYHHKY OJIEKTPOIIUTAHHS MEPEMEHHOTO
2A TOKa

Buemnnii Bua 3agHeidl manenn kommyTtaTopoB RTT-A230-8T-2G-AC u RTT-
A230-8P-4G-AC npuseneH Ha Puc. 17.

O@%%@%%%%%%H%? el M7 |y %F ?%????%&?@%@@g@@@o@oﬂ%@
OB S OOV ECE b, | (i ii B b T Y
SpbREODOLBavebroon| MMM [§28 s S s s et s

Puc. 17 — 3annasas nanens RTT-A230-8T-2G-AC, RTT-A230-8P-4G-AC

Bremnuii Bun 3agnen nanemm kommyrtatopa RTT-A230-48P-4XG npuBeneH Ha

PUCYHKE HUXKE.

® - @

=
Je .

2 3 3
Puc. 18 — 3agusas nanens RTT-A230-48P-4XG

B npuBeneH 1mepeueHb pa3zbeMOB, PACIOJOXKEHHBIX Ha 3aJHEW IaHeIu

kommyTaTopa RTT-A230-48P-4XG

Tabnuna 18 — Onucanue pazbeMoB 3aHel nanenu kommytaropa RTT-A230-48P-4XG

Ne DJIeMeHT 3aJHeH MaHeJ n Onucanme

CbeMHbIE BCHTUJIAIIMOHHBIC MOJYJINU C BO3MOKXHOCTBIO ropfmeﬁ

1 CheMHbIE BEHTHISTOPHI
3aMEHBI

2 Knemma 3azemnenus @ Knemma niis 3a3emiieHus ycrpoicraa

~100-240VAC, 60/50Hz max | Pa3zpem /i HOAKITIOYCHHS K UCTOYHUKY JICKTPOITUTAHUS
10A [IEPEMEHHOI0 TOKa

2.4.3 bokoevle naneau ycmpoiicmea

= v

®
OOO@@@@@%@@@@@OO (BED %@QED 000000C
Loooveon e oo
e goso® emEaY o
® o |G

Puc. 19 — IIpaBas 6okoBas nanens Ethernet-koMmmyTatopoB
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Puc. 20 — Jleas O6okoBas nanens Ethernet-kommyTaTopos

Ha 0GokoBBIX maHeIsx YCTpOﬁCTBa PaCIIONIOKCHbI BCHTHUIIIIIMOHHBIC PCIICTKH,
KOTOpPBIC CIYyKaT JIsI OTBOJA TCILIA. He 3aKpI>IBaI>'ITC BCHTUJLIIUOHHBIC OTBCPCTHUA
IMOCTOPOHHUMH TIIPCIAMCTAMU. DTO MOXKET IMPUBCCTH K IICPCIPCBY KOMIIOHCHTOB
YCTpOﬁCTBa N BBI3BATH HAPYUICHHUA B €TO pa60Te. PGKOMGHI[aHHH II0 YCTAHOBKC

YCTPOMCTBA PACIIONOKEHBI B paszzaeine 3.2.

2.4.4 Ceemosas unoukauus

Cocrosiune wuHTepdeiicoB Ethernet wHaunmMpyercs AByMsS CBETOIHWOIHBIMHU
nnnukatopamu, LINK/ACT 3enenoro 1mBera u SPEED sautapHoro 1Bera.

Pacrnionoxenue CBCTOJAMOAOB ITOKAa3aHO Ha PUCYHKAX HHIKC.

LINK/ACT SPEED

Puc. 21 — Buemnuii Buj pazpsema ¢ QSFP+-tpancusepamu
—

HVA VA

LINK/ACT  SPEED

Puc. 22 — Buemnwii Bun pazsema SFP/SFP+

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu 31
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LINK/ACT SPEED

Puc. 23 — Buewmnnii Bug pazpsema RJ45

Tabmuma 19 — CetoBast uaaukaius coctossaust QSFP+-noptor

BbikntoueH BbikntoueH MopT BbIKNOYEH AN COeANHEHWNE HE YCTaHOBAEHO
[opwnT nocToAHHO FopuT nocToAHHO YcTaHoOB/eHO coeAnHeHne Ha ckopocTu 40G6uT/c
[opuT nocToAHHO MwuraHune MaoeT nepegava gaHHbIX

Tabmuma 20 — CetoBast maaukaius coctossaust SFP+/SFP-nopTos

BbikntoueH BbikntoueH MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

YCcTaHOB/NIEHO COeANHEHNE HA CKOPOCTU:

BbikntoueH FopuT NnocToAHHO — 1T6ut/c ansa SFP+-nopTos;
— 100 M6wuTt/c ans SFP-noptos

YCcTaHOB/NIEHO COeANHEHNE HA CKOPOCTU:

[opuT nocToAHHO lopuT nocTofAHHO — 10T6ut/c gnra SFP+-nopTos;
— 1 I'but/c gna SFP-moptos

X Mwuranune MpoeT nepegava AaHHbIX

Taomuna 21 — CeeroBas naaukanusa cocrossausa Ethernet-mopros 10/100/1000BASE-T

BbikntoyeH BbikntoyeH MopT BbIKAOYEH AU COeAUHEHUNE He YCTaHOB/IEHO

YCTaHOB/IEHO coeamHeHmne Ha ckopocTu 10M6ut/c nnm
BbikntoueH [opuT NOCTOAHHO

100M6wuT/c
[opuT nocToAHHO [opuT nocToAHHO YCTaHOB/IEHO coeanHeHme Ha ckopocT 1000M6uT/c
X MwuraHue NpoeT nepepaya faHHbIX

Nupukarop Unit ID (1-8) ciyxuT nmst 0003HaueHUs HOMEpa yCTPOMCTBa B CTEKE.
Cucremusie nunaukaropsl (Ilutanue, Mactep, Bentunsauus, Peseps) cimyxat s

ONpeeeHHs] COCTOSIHUSA PaOdO0ThI Y3JI0B KOMMYTaTOPOB.

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu 32
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Ta6muma 22 — CBeToBass MHAMKAIIMS CUCTEMHBIX HHIUKATOPOB

HasBaHue DYHKLUA -
CoctoAaHMe MHAUKATOpA CocTtoAHMe ycTpoiicTBa
UHAWKaTopa UHAWKaTopa
BbikntoyeH MuTaHne BbIKAOYEHO
o MuTaHne BKAOYEHO, HOPMaJIbHanA
3eneHbll, rOpuUT NOCTOAHHO .
paboTa ycTpoiicTea
CocToaHue . CamoTecTMpOBaHMe yCTPOKCTBa Npu
3eneHbi, mepuaeT
MumaHue WCTOYHWKOB crapte (POST)
nuTaHuA OTcyTCcTBME NEePBMYHOrO NUTAaHUA OT
o OCHOBHOFO MCTOYHMKA (Npw
KpacHbIn, ropuT NOCTOAHHO .
NUTaHUW YCTPOMCTBA OT Pe3epPBHOrO
WCTOYHMKA)
. YCTPOMCTBO ABMAETCH «KMACTEPOM»
MpusHak 3eneHbl, ropuUT NOCTOAHHO
BeayLLero CTERd
Macmep y M YCTPOMCTBO He ABNAETCA «MacTepom»
YCTPOMCTBA Npwm
BbikntoyeH B CTEKe UM He 3a[aH pexum
paboTe B cTeKe
CTEeKMpOBaHMA
CoctosAHue 3eneHblii, rOpUT NOCTOAHHO Bce BEHTUAATOPbBI MCMpPaBHbI
BeHmunayua | BeHTUNATOpPA . OTKa3 ogHoro unun 6onee
KpacHbIn, ropnt NOCTOAHHO
oxXJlaxaeHusa BEHTU/IATOPOB
3eneHbli, FOPUT NOCTOAHHO HopmanbHasa paboTa ycTpoictsa
OTka3 ogHoro unu 6onee
KpacHbli1, ropuT NOCTOAHHO BEHTUNATOPOB, UK aBapuA PoE (RTT-
NHanKkaTop
A230-48P-4XG)
CocmosHue COCTOAHUA >
o 3arpyska ycTpouncTtea. He Ha3HayeH IP-
yCTpoOncTBa N
. . apec HX Ha 0aMH U3 nHTepdelicos,
MwraeT, KpacHblli-3e1eHbIN
nnbo B cTeKke He 0BHapyKeH macTtep
(RTT-A230-24T-4XG)
NHanKaTop . MoakntoyeH notpebutens PoE (roput
3eneHbli, ropuUT NOCTOAHHO .
PoE cocTosiHunsa PoE- WMHAMKATOP, COOTBETCTBYOLWMIA NOPTY)
nopTos BbikntoyeH Motpebutenun PoE He nogKatoYeHbl
o Pe3epBHbIN MCTOYHMK NOAKAIOYEH U
3eneHbli, ropuUT NOCTOAHHO
Pexkum paboTbl paboTaeT HopmasbHO
Pesens pe3epBHOro OTcyTCTBME NEPBUYHOIO NUTAHNUA
p WUCTOYHMKA KpacHblin, ropuMT NOCTOAHHO pe3epBHOro UCTOYHWUKA AN ero
nuTaHuA HEeNCNpaBHOCTb.
BbikntoyeH Pe3epBHbIN NCTOYHUK HE NOAKIOYEH
3eneHblii, ropuT NOCTOAHHO AKB nogxntoyeHa, nMTaHne B Hopme
3eneHblit, MUraHue AKB 3apaxkaeTtca
NHanKaTop . OcHoBHoe nuTaHue oTkAto4eHo, AKb
bamapesa OpaHKeBbli, FOPUT NOCTOAHHO
(RTT-A230 CcOCTOAHMA pa3paxaeTca
48T-4XG) AKKYMYNATOPHOM | MuraeT, KpacCHblli-3eneHbli HusKkuii yposeHb 3apsaga AKB
6aTapewu KpacHbli1, ropuUT NOCTOAHHO AKB oTKntoYeHa
o ABapusa PTB (pacuenutens Toka
KpacHbIn, muraHue
6aTtapewu)
. Bnok nuTaHWA yctaHoBAEH B CNOT,
3eneHbli, ropuUT NOCTOAHHO
nUTaHMe BKAOYEHO.
M1 BN2 NHaukaTop Bbnok nuTaHWA ycTaHOBAEH B CNOT, HO
(RTT ,A23O CcOCTOAHMA NUTaHWe OTKNOYEHO; 610K NUTaHMA
48P-4XG) Mmopaynem KpacHblin, ropuT NOCTOAHHO YCTaQHOB/IEH B CNOT, NUTaHUE
nuTaHuA BKJ/IIOYEHO, HO MMeeTcA
HencnpasHOCTb
BbIkntoyeH Bbnok nuTaHWA He ycTaHOBAEH B CNOT
CeeTtoBan o HarpysKa PoE Bbilwe HacTpoiKu usage-
lpeadynp. OpaH:KeBbli, rOPUT NOCTOAHHO
WHANKaUMA threshold

Ethernet-kommymamoput ceputi RTT-A230, RTT-330, RTT-A420
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CUCTEMHbIX
WHAMKATOPOB

KpacHbli, ropuT NOCTOAHHO

KpuTnyeckas owmnbka B paboTte POE,
npueeaLas K oTkAtodeHuto PoE Ha
BCeX nopTax siMbo 0TKas 04HOro nan
6onee BEHTUNATOPOB

BbikntoueH

HarpysKka PoE HMKe HacTpoliku usage-
threshold

2.5 KoMILuIeKT nmocTaBKu

B 6a30BBIi KOMIIJIEKT ITOCTABKH BXOIAT:

— Ethernet-kommyTaTop;

— MOJyJIb MUTAHUS (B 3aBUCUMOCTU OT MOJIEIM KOMMYTATOpa);

— IIHYP IIMTaHUA (B 3aBUCHUMOCTHU OT MOICIIN KOMMYTaTOpa);

— KOHCOJIbHBINA Ka0enb;

— KOMIIJICKT KPCIICKa B CTOﬁKy;

— JIOKYMEHTalHus (B 3aBUCUMOCTH OT MOJEJIM KOMMYTaTopa).

Mo 3aka3y noKynartensa B KOMMIEKT MOCTaBKM MOryT 6biTb BKAtoueHbl SFP/SFP+/QSFP+-

TpaHcuBepbI.
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3. YCTAHOBKA 1 ITIOAK/IIOYEHUE

B nanHoM paszznene onucaHbl IpOLEAyphl YCTAaHOBKM O0OpYJOBaHUSI B CTOMKY U

MOAKIIOYEHUS K MUTAOLEH CETH.
3.1. KpemnjieHue KpOHIITETHOB

B KOMIUIEKT ITOCTaBKM yCTPONCTBA BXOAAT KPOHIITEWHBI 111 YCTAHOBKYU B CTOMKY
W BUHTBI JUIA KPEIUICHHWS KPOHIUTEWHOB K KOpPIyCy ycTpoucTBa. Jlns yCTaHOBKH

KPOHIITENHOB:

Puc. 24 — KpenseHnue KpOHIITEHHOB

— COBMECTHUTE YETHIPE OTBEPCTHUS I BUHTOB HA KPOHIITEWHE C TAKUMHU K€
OTBEPCTUSIMU Ha OOKOBOM MaHEH YCTPOUCTBA,
— C MMOMOILBIO OTBEPTKU MPUKPENUTE KPOHIITEWH BUHTAMU K KOPITYCY.

— IMIOBTOPUTE ACUCTBUA NPEABIAYIINE AEUCTBUS JIJI1 BTOPOr0 KPOHIITEHHA.
3.2. YcTaHOBKA yCTPONHCTBA B CTOMKY

JI714 yCTaHOBKM yCTPOMCTBA B CTOMKY:
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— IPWIOKUTE YCTPOUCTBO K BEPTUKAIBHBIM HAMPABIISIONIUM CTONKH;

— COBMECTUTE OTBEPCTHUSI KPOHIITEHHOB C OTBEPCTUSIMU Ha HANPaBIISIOIINX
cToiku. Mcnonb3yiiTe OTBEPCTHS B HANIPABJISIONIMX HA OJJHOM YPOBHE ¢ 00€UX CTOPOH
CTOMKH, JI1 TOTO YTOOBI YCTPOMUCTBO PACIOIArajoch TOPU30HTAIBHO;

— C IIOMOUIBIO OTBCPTKHU IMPHUKPCIIUTC KOMMYTATOP K CTOMKE BUHTAMH.

Ve w/a ) a  u w

Puc. 25 — YcraHoBKa ycTpoiicTBa B CTOMKY

Ha Puc. 26 npuBenen npumep pasmenieHus kommytatopoB RTT-A420 B cToiike.
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RTT-A420

KabenbHblil opraHanaep

RTT-A420

KabenbHblil opraHaisep

RTT-A420

KabenbHblii opraHansep

RTT-A420

KabenbHbl opraHansep

o]

RTT-A420

o}

o

KabenbHblil opraHaiaep

o}

Puc. 26 — Pazmemenune kommyraropoB RTT-A420 B crolike

He 3aKpbiBaiiTe BEHTUNALMOHHDBIE OTBEPCTUA, a TaKKe BEHTUNATOPbI, Pacno/IoXKeHHbIe Ha
e 3agHeil naHenu, NOCTOPOHHMMU npegmeTamu BO M3berkaHue neperpeBa KOMMOHEHTOB
KOMMYyTaTopa U HapyLeHus ero paborbl.

3.3. YcranoBka MoayJieil MUTAHUSA

B 3aBucumoctu ot MOACIIM KOMMYTATOpPa BO3MOKHO HCIIOJIb30BAHUC CHCMHBIX

MoIyJiel muTanus. B Takom ciiydae KOMMYTaToOp MOXET padoTaTh C OJHUM WU ABYMS

MOOYJISIMU TIUTAaHUA. VYcranoBka BTOpPOro mMoayJjia IMHUTaHWUA H€O6XOI[I/IMa B Cliydac

UCIIOJIb30BAHUS YCTPOICTBA B YCIOBUSX, TPEOYIONTNX MOBHIIIICHHON HAJICKHOCTH.

CroTel 1 YCTAaHOBKM MOZYJIEW IHTAHUS C DJIEKTPUYECKOM TOYKH 3PEHUS

PaBHOLICHHBI. C Toukm 3pCHUA HCIIOJIb30BAHUA YCTpOﬁCTBa, MOJAYyJiIb IIUTAHUA,

HaXOJIAIIUNCSA ONFKE K Kparo, CAUTACTCS OCHOBHBIM, OJIMDKE K IEHTPY — PE3EPBHBIM.

MO,Z[y.]'H/I IMUTaHA MOI'yT YCTAaHABJIMBATHCA W H3BJICKATLCA 0e3 BBIKIIOUCHUSA

YCTpOﬁCTBa. HpI/I YCTAHOBKC WJIM H3BJICUCHHU JIOIIOJIHUTCIBHOIO MOAYJISA IMATAHWA

KOMMYTATOp MpoIokaeT paboTy 6e3 nepesamnycka.

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu
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Puc. 27 — YcranoBka Moyiel IMTaHUS

CocrostHue MojyJield NUTaHUS MOXET OBbITh MPOBEPEHO MO HUHAUKAUWUA Ha
NepeHeN naHean KOMMYyTaTopa Uii M0 AUArHOCTUKE, TOCTYIHON Yyepe3 HHTep(denchl

YIIPpaBJIICHUA KOMMYTAaTOPOM.

MHauKaumua asapum moayna NnUTaHUA MOXKeT 6bITb BbI3BaHA HE TO/IbKO OTKAa3oM moayna, HO
badt U OTCYyTCTBMEM NEPBUYHOIO NUTAHUA

3.4. Iloakarodyenune muUTAKOIIEH CeTH

[Ipexne, yeM K yCTpOWCTBY OyAeT MOAKIIOYEHA MUTAroUasi CeTb, HEOOXOIUMO
3a3eMJIUTh KOPITYyC YCTPOUCTBA. 3a3eMJIeHHE HEOOXOAMMO BBIIOJIHATH U30JMPOBAHHBIM
MHOTOXUJIBHBIM TIPOBOJAOM. YCTPOMCTBO 3a3€MIICHUS U CEUECHHUE 3a3€MIISIOLIETO
IPOBOJIA JIOJHKHBI COOTBETCTBOBATH TpeboBaHusiMu [1Y 3.

Ecnu npeanonaraeTcss moAKIIOUEHUE KOMIBIOTEpA WM MHOTO 000PYIOBAHUS K
KOHCOJIBHOMY MOPTY KOMMYTaTOpa, 3T0 000pyAOBaHUE TaK»Ke JOJIKHO ObITh HAJIEAKHO
3a3€MJICHO.

[ToaxmounTe K YCTPOUCTBY KaOeah MUTaHMs. B 3aBUCUMOCTH OT KOMIUIEKTAITUU
YCTPOMCTBA, MUTAHUE MOXXET OCYLIECTBISATHCA OT CETH MEPEMEHHOTO TOKa, JIUOO OT
CEeTH IIOCTOSTHHOIO ToOKa. [IpM IOAKIIIOYEHMH CETH NEPEMEHHOIO0 TOKa CIEayeT
MCIIOJIb30BaTh KalOesb, BXOASAIINNA B KOMIUIEKT yCTporcTBa. JlJis MOAKIIOUEHHUS K CETH

ITOCTOAHHOT'O TOKa I/ICHOJIBBYI\/IITG IMpOBOJ CCUCHHUEM HC MCHEC 1 MMZ.
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BxmtounTe nutanue ycTponcTBa U yOeIUTECh B OTCYTCTBUU aBapUi 11O COCTOSIHUIO

WHJIUKATOPOB Ha MEPEIHEHN maHeu.
3.5. Hoaknwuyenne AKb k koMmmyTaropy

Eciu monens koMmyTaTopa mnpeaycMarpuBaeTr wucnosibzoBaHue AKDB, To ero
HOAKIIOYEHHE OCYILECTBIISAETCS MEIHLIM IIPOBOAOM cedeHreM He Menee 1,5 mm2. Ilpu
noakatoueHn AKb Heo6xoauMo cobroaaTh NOJISIPHOCTD. Emrocts AKB e menee 20

amIiep 4acos.

3.6. YcranoBka u ynajgenue SFP-rpancuBeposn

YcTanoBka ONTHYECKUX MOAYJIeil MOKeT MPOU3BOANTHLCH KaK NMPH BBIKJIIOYEHHOM, TaK U
W NPH BKJIIOYEHHOM yCTPOIiCTBe

BcraBbre BepxHuii SFP-Moaynb B CIOT OTKpBITOM 4YacThiO pa3beMa BHU3, a

HWKHAN SFP-MOIyb OTKPBITOM 4acThiO pa3bemMa BBEPX.

Puc. 29 — Ycranoska SFP-tpancuBepoB
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HaIIaBI/ITC Ha MOAOYJIb. Korna OH BCTAHCT HAa MCCTO, BbI YCJIBIIIIUTC XapaKTeprlf/'I

IICI490K.

Puc. 30 — YcranoBnennsie SFP-TpancuBepsl

JInst ynaneHust TpaHCHBEpa:

OTKpoiiTe 3al1eNKy MOTYJIS.

Puc. 31 — OtkpeiTe 3amenku SFP-tpancuBepos

N3Biexknte MOyIb U3 CIIOTA.

Puc. 32 — N3Bneuenne SFP-TpancuBepos

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxoeodcmeo no skcniyamayuu 40



@) PYCLTENETEX

4. HAYAJIbHASI HACTPOMKA KOMMYTATOPA

4.1. Hacrpoiika TepMuHaJIA

Ha kommbroTepe 3amycTuth nporpammy smysisitinu tepmuHana (HyperTerminal,
TeraTerm, Minicom) 1 IpOU3BECTHU CIEAYIOIINE HACTPONKU:

— BBIOpATh COOTBETCTBYIOIINN MOCIEA0BATEIbHBIN MOPT;

— YCTaHOBHUTB CKOPOCThH Mepeaaun JanHbix — 115200 6o.;

— 3a1arh (popMar AaHHBIX: 8§ OWUT JMaHHBIX, 1 CTOMOBBIA OUT, O€3 KOHTPOJIS
YETHOCTH;

— OTKJIIOYUTH almnapaTHOE U MPOrPpaMMHOE YIIPABJICHUE MOTOKOM JIaHHBIX;

— 3amarth pexuM sMmyssinuu TepmuHana VT100 (MHOrue TepMUHANIBHBIC
MPOTPaMMBbI UCTIOIB3YIOT TAHHBIM PEKUM IMYJISIIUU TEPMUHAJIA B KAUYECTBE

pekuMa Mo YMOJTYaHUIO).
4.2. BriYeHHe YyCTPOHMCTBA

VY cTaHOBUTH COEIMHEHUE KOHCOJIM KOMMYyTaTopa (TmopTt «console») ¢ pazpeMoM
[OCIEIOBAaTEbHOIO  HMHTEpdeiica KOMIBbIOTEpPa, Ha KOTOPOM  YCTaHOBJIEHO
MpOrpaMMHOE 00ECrIeYeHHe IMYJIISIIUN TEPMUHAIIA.

Bxmrounts ycrporctBo. [Ipyn Kaxaom BKIIFOYEHMH KOMMYTATOpPA 3aITyCKAETCS
npoleaypa «recTupoBaHusi cuctemsl npu BkiatoueHun» (POST), koropas mo3Boisier
OMpeNenuTh PabOTOCIOCOOHOCTh YCTPOMCTBAa TMEpen 3arpy3Koid  HCIOIHSIEMOU
MporpaMMmbl B onepatuBHyo nmamsth (O3Y).

[Tpumep oToOpaxeHnus xona BeinosiHeHus npoueaypsl POST Ha kommyTaTopax:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0
High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB
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Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1

DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully

BootROM: Image checksum verification PASSED

Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2018.12 (Feb 01 2018 - 14:45:42) Rustel version: v2018.12 2018 Q3.0 4.0.1

Loading system/images/active-image. ..

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Cnyctss nBe cekyHAel mocie 3asepuieHuss npouenypbl POST HaumHaeTcs
aBTO3arpy3ka IporpaMMHOro obecrnedyeHus KommyTtaropa. [  BBINOTHEHUS
CIICIMATIBHBIX TPOUEAYP HCIOIB3YETCd MEHI0 Startup, BOWTH B KOTOPOE MOXKHO,
IIpEpBaB 3arpy3Ky HaxaTueM KiaBulu <Esc> wnu <Enter> B TE€UEHUE 3TOIO BPEMEHMU.

[locne ycnemHon 3arpy3kd KOMMYTaTOpa MOSIBUTCS CUCTEMHOE NPUTJIALIEHUE

uHTepdeiica komanaHou ctpoku CLI.

>1lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***x*x* (admin)

console#

/”l;? [na 6bicTporo Bbi30Ba CNPABKM O A0CTYNHbIX KOMaHAaX UCNO/b3yiiTe KOMBMHaLUIO KNaBuUL
<Shift>n <?>

4.3. 3arpy3o4Hoe MeHIO

Jlist BXoa B 3arpy304HOE MEHIO CIIEYET MOMKIIOUYHUTHCS K YCTPOMCTBY 4depes
untepdeiic RS-232, nepesarpy3uTh yCTpOMCTBO, U B TE€UEHHUE JIBYX CEKYH] MOCJE

3aBepuieHus npoueaypsl POST naxars “ESC” unu “ENTER™:
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U-Boot 2018.12 (Feb 01 2018 - 14:45:42) Rustel version: v2018.12 2018 Q3.0 4.0.1

Loading system/images/active-image...

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bun 3arpy304Horo MeHio:

Startup Menu
1] Restore Factory Defaults
2] Boot password
3] Password Recovery Procedure
4] Image menu
5] Back
Enter your choice or press 'ESC' to exit:

Tabnuna 23 — Oynkuuun uaTEpdeiica 3arpy304HOro MEHIO

DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HACTPOMKM
Boot password YcTaHoBUTL / yAaAUTL Napoab Ha bootrom
Image menu Bbl6bpaTb akTMBHbIN 06pasa cuctemHoro MO
Password Recovery Procedure C6poCUTb HAaCTPOMKK ayTeHTUUKALUN
Back MpoaoMKUTL 3arpysKy

4.4. Pexum padoTbl KOMMYyTaTOpa

KommyTatopsl padoTatoT B pexkume crekupoBaHus. CTek (QYHKIIMOHUPYET Kak
€IMHOE YCTPOMCTBO M MOXKET OOBEAUHSITH JI0 8 KOMMYTATOPOB OJTHOM U TOM e MOJICIIH,
HMMEIOLIUX CIIEAYIOIIUE POJIU, onpeeisieMble UX nopsakoBsiMu Homepamu (UID):

— Master (UID ycrtpoiictBa ot 1 10 8), Bemyuiee ycTpoWCTBO, C KOTOPOroO
MIPOUCXOJIUT YIpPaBJICHUE BCEMHU YCTPOHCTBaMU B cTeke. Poib MOXKHO
Ha3HAYUTh BCEM YCTPOUCTBAM, HO aKTUBHBIN master nmpu 3ToM OyJIeT OJuH,
ocTasibHbIE OyayT PyHKITMOHMPOBATH B posu Backup.

— Backup (UID yctpotictBa oT 1 10 8) — yCTpOWMCTBO, IMOMYUHSIOIICECS
master. JlyOnupyeT Bce HACTpOMKM M B Ciydae BbIXOJla YIPABJISIFOLIETO
YCTpOWCTBA U3 CTpOsi OepeT Ha ceOst PyHKIMU yHpaBJIeHUs] CTeKOM. Poib
MOYXHO Ha3HAYUTh MAKCUMYM CEMHU YCTPOMCTBAM.

— Slave (UID yctpoiictB ot 1 10 8) — ycTpoiicTBO, HOAUMHSIOLIEECS master.

He moxer paboTrath B aBTOHOMHOM pEXHMeE (€ClIH OTCYTCTBYET master).
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Ponp MOXHO Ha3HA4YUTH MAaKCMUMYM HICCTHU YCTpOﬁCTBaM. I[OHYCTI/IMa

KOppEKTHas paboTa cTeka 0e3 yCTpOHCTB ¢ JAHHOU POJIBIO.

' DOnAa KoppeKkTHOMU paboTbl cTeKa HeobxoaMm XoTA 6bl OAUH IOHUT C PO/blo master U OgUH
° IOHUT ¢ ponbto backup.
/' MHTepdeiicbl B pexknme CTEKMPOBAHUA PA6GOTAIOT TO/IbKO HA MAaKCMMAJbHOW CKOPOCTU
uHTepdeica.

[Io yMoiuaHHI0O KOMMYTaTop HaxoauTcs B poiu master, moptel XLG (XG)
Y4acTBYIOT B IiepeAave TaHHbIX.

Hnsa coenunenus B crek komMmyTatop RTT-A420-24XG-4QXG wucnonab3yer
XLG-noptel miia cuaxponuszanuu, moaenun RTT-A230-8T-2G u RTT-A230-8P-4G
UCTIONB3YIOT onTH4eckue mopThl 1G, ocTaabHbIE KOMMYTATOPhl MCIOJIB3YIOT MOPTHI
XG. Ilpu 3TOM HCTIONB30BAHHBIE ISl CTEKA MOPTHI HE YYACTBYIOT B M€pe/laue JaHHBIX.

Bo03MOXHBI JIB€ TOMOJIOTUY CUHXPOHU3ZUPYIOIMIUXCS YCTPOUCTB — KOJIbLIEBas
U JMHEWHas. [[ns TOBBIIEHHS OTKA30yCTOMYMBOCTH CTE€Ka PEKOMEHAYETCS
MCIIOJIB30BATh KOJIBLIEBYIO TOMOJOTHIO. [IpH NCOIb30BaHNN JTMHEWHOM TOIIOJIOTUH B
CXeMe M3 JIBYX IOHHUTOB CTEKOBbIE MOPTHI 00benuHATCs B LAG, 4uro mo3Bossier
MOBBICUTH MPOMYCKHYI0 CHOCOOHOCTHh KaHama. [IpyW WCHoJIb30BaHUU KOJIBIIEBOM
TOTIOJIOTUU OJIMH CTEKOBBIN JIMHK OJiokupyeTcs s Broadcast, Multicast, Unknown
Unicast-Tpaduka u He Onokupyercss misgs oOydenHoro Unicast-tpaduka, d9TO

IMO3BOJIACT IOBBICHUTD ITPOITYCKHYIO CITOCOOHOCTH CTEKOBBIX JINHKOB.

V Ona kommytatopos RTT-A230-48P-4XG, RTT-A230-48T-4XG, RTT-A330-48T-4XG, RTT-A330-
48F-4XG pna o6beaMHEHUA B INHEIHOW TONOM0rMK CTeKoBbix NopTtoB B LAG Heobxoaumo
ucnonb3osatb MHTepdeiichl tel-8/0/1, tel-8/0/4 nan tel-8/0/2, tel-8/0/3. Npu no6bIX
APYrMX KOM6MHaLMAX CTEKOBbIX MOPTOB OAUH U3 HUX ByAeT HAXOAUTbCA B pe3epBe U UMeTb

cratyc Standby.

KommyTaTopel Bcex cepuil noaaepxkuBaioT ¢yHkiuonan NSF (Non-Stop
Forwarding) B cteke. [lanHbIil (QyHKIIMOHAT MO3BOJIIET MUHUMHU3UPOBATH TIOTEPH IS
TPAH3UTHOTO HEMapUIPYTU3UPYEMOTO Tpauika B MOMEHT IEpelayd MacTepcTBa OT
master kK backup.

[Tpunuun padotel NSF: B MoMeHT, koraa backup Oeper ynpapienue Ha ceOst 1
3aIyCKaeT MPOIEcC JOMHUIMAIM3AINK 10 pOJIM master, 3amyckaercs: Taitmep NSF u

¢ukcupyrorca STP-crarycel moptoB, moptel B LACP, unenctBo moptoB Bo VLAN,
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CKOpPOCTh TOPTOB M T.A. OcTanbHble HACTPOWKH MPUMEHSIOTCS HAa KOMMYTATOpeE,
CTaBIIEM master, B peaJlbHOM BPEMEHHU.

[Ipu sToM Bo Bpems npouecca NSF n3menenue craryca noptoB B STP Ha cTeke
MOJIHOCTBIO UTHOpHUpYeTCs. Takke 3alpeliaeTcsl BHINOJHEHUE KOMaHJ MpOoCMOTpa
kKoH(purypamum (komaHabl «show running-config, show startup-config» B pexume
EXEC), usmeHnenue coctosinug mnopToB (komannbel «shutdown, no shutdown» B
KOHTEKCTHOM MEHI0 KoH(urypanuu unTepdeiica) 1 VLAN (komanma «vlan 2» B
KOHTEKCTHOM MeHI0 «vlan database»), ckopoctu mnoptoB (“negotiation, speed” B
KOHTEKCTHOM MEHIO KoH(uryparuu uarepdeiica), ounctka FDB («clear mac address-
table dynamic» B pexxume EXEC), nmepesarpyska ycrpoiictBa («reload» B pexume
EXEC), usmenenne wuMeHu yctpoiictBa («hostname» B pexuMme TII00ATbHON
KoH(purypanuu), BKItoueHue/BeikItodeHHe STP («no spanning-tree» B pexume
100aabHON KOHPUTYpaLIUHN ).

Korma wucrekaer taiitmep NSF, Bce paHee 3adUKCHUPOBAHHBIE HACTPONKHU

IIPUMEHSIOTCS K CTEKY B PEaJIbHOM BPEMEHH.

Tabnuna 24 — Marpuna crekupoBanus st RTT-A230

RTT-A230-
8T-2G-AC
RTT-A230-
8P-4G-AC
RTT-A230-
24T-4XG
RTT-A230-
24F-4XG
RTT-A230-
48T-4XG
RTT-A230-
24F-4XG
RTT-A230-
24P-4XG
RTT-A230-
48P-4XG

RTT-A230-8T-2G-
AC

RTT-A230-8P-4G-
AC

RTT-A230-24T- ] ] + . ] + ] ]
4XG

RTT-A230-24F- ) ) + + ) + ) )
4XG

RTT-A230-48T- ) ) ) } + ) ) )
4xXG

RTT-A230-24F- ] ] + . ] + ] ]
4XG

RTT-A230-24P- ) ) ) + +
4XG
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RTT-A230-48P- ] ) ] ) ) ) . +
4XG

Ta6mmma 25 — Matpuna crekupoBanus Juist RTT-A330 u RTT-A420-24XG-4QXG

1 1 1 1 1 1 1 w
S0 S = =) S0 S QS
28 38 ¢ | 3% | 8% | B% | §%
I e S ud Iy I 4 I L S ud e
u
E% ES ES £S E& ES ES
> & & e ™ [ « « 3
RTT-A330-24T-4XG + + + + - - -
RTT-A330-24F-4XG + + + + - - -
RTT-A330-8F-4XG + + + + - - -
RTT-A330-16F-4XG + + + + - - -
RTT-A330-48T-4XG - - - - + + -
RTT-A330-48F-4XG - - - - + + -
RTT-A420-24XG- ) ) ) ) ) ) +
4QXG
HCICI‘HDOUKG CMeKuUpoB8aHUA KoMmmymamopos
3anpoc KOMaHIHOM CTPOKU UMEET CIIETYIOIIMNM BUI:
console (confiqg) #
Tabnuna 26 — KomaHap! 1U1sl HACTPOMKU CTEKa
3Ha4yeHue/3HayeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro
stack configuration links HasHaunTb nHTEpPdENChI AN1A CUHXPOHM3ALLMMU PaboTbl
{fol-4| tel-4 | gi9-12} — KOMMYyTaTopa B cTeke. MMHMManbHoOe Koanyectso — 1,
MaKCumanbHoe — 2.
stack configuration unit-id HasHauaeT Homep ycTpoicTBa «unit-id» nokanbHoOMy
unit_id unit_id: (1..8, YCTPOMCTBY (Ha KOTOPOM BbINONHEHA KOMaHAa). CMeHa Homepa
auto)/auto YCTPOWCTBA NPOU3OMAET NOC/e Nepesarpy3skm KOMmMyTaTopa.
no stack configuration YAanuTb HAaCTPOMKM CTeka.
stack configuration master MpUHYANTENBHO HA3HAYUTL YCTPOMCTBO MacTepoMm (MacTepcTBo
unit unit_id 6yAeT Bceraa COXpaHeHO 3a FOHUTOM B C/ly4ae HanyuA ero B
cTeKe). ECIM B KOMaHAE YKasaTb HOMep YCTPOMCTBA, OTANYHbBIN
it id: (1.8)/ OT TOrO, Ha KOTOPOM BbINOJIHAEM €€, TO TEKYLLMI macTep
unit_id: (1..8)/— NPUHYAUTENbHO Nepe3arpysnTca Aaa OTAa4M MacTepcTaa.
no stack configuration BepHyTb BbIGOP MacTepa K CTaHAAPTHOMY anropuTmy (nocne
master nepesarpysku mactepom byaeT BbIGPaHO YCTPOMCTBO C
HambonbLwum uptime).
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stack configuration fec
{off| cl74}

—/off

HactpouTb pexxum Forward Error Correction (FEC) Ha
nHTepdericax cTeka.
V Tonbko gna RTT-A420-24XG-4QXG.

stack nsf

no stack nsf

— /BbIKOYEHO

PaspelwunTb HenpepbiBHYO Nepegady gaHHbIX (NSF) Bo Bpems
0TA3a4Yun macTepcTsa.

3anpeTuTb HeNpepbIBHYIO Nepegady AaHHbix (NSF) Bo Bpems
oTAauu macTepcTBa.

stack nsf timer value

value: 3agatb Bpems, B TedeHune Kotoporo anmtca NSF.
no stack nsf timer (60..600) c/120 c YCTaHOBUTb 3HaUYEHME MO YMONYAHMIO.
stack unit unit_id unit_id: (1..8) MepeiTn K KOHGUTYPUPOBAHMIO IOHWUTA B CTEKE.

KomaHObI pexcuma KoHgu2ypayuu roHUma

Bun 3anpoca KoMaHIHOW CTPOKHU B PEKUME KOH(PUTYpaIUU IOHUTA:

console (unit) #

Tabmmma 27 — KoMaH bl 1151 HAICTPOMKH OTACJIBHOTO IOHUTA

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

stack configuration role
{slave | master}

no stack configuration role

role: (master, backup,
slave)/1 — master, 2 —
backup, 3-8 — slave

Ha3HaunTb ponb KOMMYTaTOpPa B CTEKE.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

stack configuration links
{fo1-4 | te1-4 | gi9-12}

Ha3HauuTb MHTepdeichbl ANa CUHXPOHU3aLMK paboTsl
KOMMYTaTOpa B CTEKe.

stack configuration unit-id

HasHaunTb Homep ycTpoicTBa «unit-id» KoHdUrypupyemomy

unit_id unit_id: (1..8, toHuTy. CMeHa Homepa ycTpoicTBa npounsoinaert nocne
auto)/auto nepesarpysku KoMmyTaTopa.
no stack configuration YAanuTb HAaCTPOMKM CTeka.
' Ona npumeHeHUA HaCTPOeK cTeKa HeobxoaMma nepesarpysKa yCTpoucTBa.
BT

lTpumep

= Hactpoutb RTT-A420-24XG-4QXG ana paboTbl B pexuMme CTeKMpOBaHWUA. HasHaumTb BTOPbIM

FOHUTOM, UCNO/Ib30BaTb MHTepdeichbl fol-2 B KaYecTBe CTEKMPYIOLWMUX.

consolefconfig

console (config) #stack configuration unit-id 2 links fol-2

console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHHOM CTPOKU UMEET CIICTYIOIIUI BU/I;

console#
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Ta6numa 28 — bazoBbie kKOMaH Ibl, JOCTYMHBIC B pexkume EXEC

3HayeHue/3Ha4eHue "
KomaHoa / Aelicmeue
no yMmon4aHuro
show stack - OTobparkaeT MHbopmaLmio 06 YCTPOMCTBAX, BXOLALMX B CTEK.
show stack configuration OTobparkaeT wuHOOPMALMIO O CTEKUpyOWUX UHTepdeicax
IOHUTOB B CTEKeE.
show stack links [details] ) PaclwmpeHHoe oTobpaxKeHne WHPOPMALUU O CTEKMPYIOWMX
MHTepdercax.
=  [lpumep MCNOABb30BAHMNA KOMAHAbI show stack links:
console# show stack links
Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 fo2/0/2 40G fol/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1

.‘

YcTpoiicTBa € O4MHAKOBbIMU MaeHTUPMKaTopamu «Unit ID» He moryT pabotatb B
OAHOM CTeKe.

4.5. Hacrtpoiika pyHKIMA KOMMYTaTOpa

OyHKIIMY 110 HAYaJbHOMY KOH(UTYPUPOBAHHUIO YCTPONCTBA MOKHO Pa3eianTh
Ha JiBa THIIA.
— ba3zoBas HacTpoiika — BKIItoUaeT B ceds onpeneneHne 0a30BbIX (QYyHKIIHIMA
KOH(Urypaluu U HacTpoKy nuHamuueckux [P-agpecos.
— Hacrpoiika mnapamMerpoB cucTeMbl 0€30IIACHOCTH — BKIIIOYAET
yOpaBlieHHE CUCTEeMOW O0e30macHOCTM Ha OCHOBe MexaHusma AAA

(Authentication, Authorization, Accounting).

/ Mpu nepesarpysKke YyCTPOWACTBA BCe HECOXPaHEHHble AaHHble 6yAyT yTepaHbl. Ona
coXpaHeHUA o6biIX BHECEHHbIX U3MEHEeHWA B HACTPOMKY KOMMYyTaTopa MCNoJib3yetca
cneayowan KOMaHaa:

console# write
4.5.1. bazosasa nacmpoiika Kommymamopa

Jns Havana koH(UTypauyu yCTporucTBa HEOOXO0IUMO TOAKIIOUYUTh YCTPOHCTBO
K KOMIIBIOTEPY YepE3 MOCIIEI0BATENbHBIN MOPT. 3aMyCTUTh Ha KOMITBIOTEPE MPOTPAMMY

AMYJISILIUM T€pMUHANA coriacHo MyHKTY 4.1 «HacTpolika TepmuHanay.
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Bo Bpemsi HauagpbHON HACTPONKHM MOXKHO ONpPEACIUTh HMHTEphEc, KOTOphIH
OyIIeT UCTIOJIb30BAaThCS IS MMOAKIIOYEHUS K YCTPONUCTBY yIaJIeHHO.
ba3oBas HacTpoiiKa BKJIIOYAET CIIEIYIOIIEE:

1. 3aganue maposst ajs mosib3oBaTess «adminy (¢ ypoBHeM npuBmiIeruid — 15).

Co3aaHue HOBBIX MOJIb30BATEIICH.

. Hactpoiika cratmueckoro IP-aagpeca, Macku TOACETH W 1UIKO3a IO
YMOJIYAHHUIO.

4. Tlonyuenue IP-anpeca ot cepepa DHCP.

. Hactpoiika mapametpoB npotokona SNMP.

W N

)

4.5.1.1. 3aoanue napons 01 noavzosamens «adminy u c030aHUe HOBbIX
nonvzosameinet

Ona obecneyeHusa 3alULEHHOrO BXOA4A B CUCTEMY HeO6XOAMMO HA3HauUTb Naposib
e npuBMAErMpoBaHHOMY NoJsb3osartesnto «admin»,

Nwms nosp30Bartens v mapoiib BBOJUTCS IIPU BXOJIE B CUCTEMY BO BPEMsI CEAHCOB
aIMUHUCTPUPOBAHUS yCTPOUCTBA. {11 CO3MaHUsI HOBOTO MOJIB30BATENS CUCTEMBI WIIN
HACTPOMKHM JI0OOOTO M3 TMapamMeTpoB — HMMEHHU TMOJb30BaTeNs, Mapojs, YPOBHS

HpHBHHeFHﬁ, HCIIOJIB3YIOTCA KOMAHAbI:

console# configure
console (config) # username name password password privilege {1-15}

V' YpoBeHb npuBuieruii 1 paspewsaer AOCTYNn K YCTPOMCTBY, HO 3amnpelyaeT HACTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak A0CTyN, TaK M HACTPOIKY YCTPOICTBa.

[Ipumep kOMaHI I 3aJaHUS MOJB30BaTeNO «admin» mapons «ruste» u

CO3/IaHHUSI TI0JIB30BATENSL «Operator» C MapojaeM «pass» U YpOBHEM MPUBUIIETHI 1:

console# configure

console (config) # username admin password rustel privilege 15
console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2. PacwupenHnas Hacmpouxa yposHs 00Cmyna
Ha ycTpoiicTBe CylecTByeT BO3MOKHOCTD PACIPEAEICHUs IIPaB 0JIb30BaTeeH
B 3aBHCUMOCTH OT YPOBHSI PUBUJIETHI, HA KOTOPOM KaK/IbIi M3 MOJb30BaTeNel ObLI

co3naH. KoHKpeTHOMY ypOBHIO MPUBWIETHUI MPUCBANBACTCS HAOOP KOMaH]I, KOTOPhIE

MOT'YT BBIIOJHATHCA MMOJB30BATCIIAIMU C YPOBHEM HC HHMIKC 3a1JaHHOTIO.
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KommyTatop nopaep:KuBaer cUCTeMy HacnegoBaHUA Habopa KomaHp, oT 6onee HU3KUX
YPOBHeii npusunerun.

L1

MpuBunernn BbICTPaMBAIOTCA TO/MIbKO AJ1IA KOHKPETHO 33a4aHHOro ysna. Kaxpyio KomaHay
Heo6X0AMMO NPONUCbIBaTb ABHO, HE UCMONb3yA COKPaLLeHHble GopMbl.

© oy,

KomaHObI pexcuma 2106asa6H020 KOHU2YPUPOBAHUS

Bun 3anpoca koMaHHOM CTPOKHU peKUMa II100aIbHOTO KOH(PUTYPUPOBAHMUS:

console (config) #

Tabnuua 29 — KomaHas! 1u1sl HACTPONKH PaCIIMPEHHOIO JOCTYyIa

3HayeHue/3HayeHUe »
Komanga 110 yMOAYAHUIO Aeucmeue
privilege context level MpuceanBaeT yKazaHHOMY YPOBHIO NMPUBUIETMIA 3aA4aHHYIO
command level: (1..15); KOMaHay
/ypoBeHb npusunernit - context — pexXnm paboTbl KOMaHAHOM CTPOKM;
KOMaHZ, pexxmma - level — ypoBeHb NpuBMAErnii, Ha KOTopom byaeT AOCTyNHa
EXEC-1, HacTpanBaemasa KOMaHA3;
BCEX OCTa/IbHbIX - command — KomaHaa.
No privilege context level KomaHg — 15 Yaanaer goctyn K KOMaHAe C YPOBHA, Ha KOTOPOM KOMaHZAA
command 6bina paspeleHa.

= [lpumep HAcTpPOWMKKM Habopa KoMaHA AnA nonb3oBatena «admin» ¢ 4 ypoBHEM NPUBUAETUI U
Habopa KomaHZ Ans nosib3oBatenn «user» ¢ 10 ypoBHEM NPUBUAETUIA
console#configure
console (config) #username admin password passl privilege 4
console (config) #username user password passZ privilege 10
console (config) #privilege exec 4 configure terminal
console (config) #privilege exec 4 show running-config
( )
( )

console (config) #privilege config 10 vlan database
console (config) #privilege config-vlan 10 vlan

Temnepp s JOKaJbHBIX MOJIB30BATEICH, Y€ YPOBEHb NPUBWIIETUN BBILIE WIIU
paBeH 4, cTaHET JOCTYNEH BBIBOJ KOMaHIbl show rumning-config, HO HE Oyner
JOCTyIIHA HacTpoiika vian. [{ns momp3oBaTeneil, ypoBEHb NPUBHIECTUH KOTOPBIX
cootBeTcTBYET 10 U BbIIIE, OYIET JOCTYIIHA U HACTPOIKA v/an, U BEIBOJ KOMaH/bI show
running-config.

4.5.1.3. Hacmpouxa cmamuyeckoco IP-adpeca, macku noocemu u uino3a no
VYMOUAHUIO
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J171s1 BO3MOKHOCTH YIIPaBICHUSI KOMMYTaTOPOM U3 CETH HEOOXOAMMO HA3HAYUTh
ycrporctBy [P-anpec, macky moacetu u, B cliydae YNIpaBJICHHS U3 APYTOW CETH, LITI03
no ymomyanuto. [P-ampec MoxHO HazHauuTh moO6oMmy wuHTEepdeiicy — VLAN,
¢usznueckoMy MOpTy, rpynne moptoB (Mo ymondanuio Ha uHTepdeiice VLAN 1
HazHaueH [P-agpec 192.168.1.239, macka 255.255.255.0). [P-agpec nmuiro3a T0JKEH

pUHAJJICSKATh K TOU %Ke MOJACETH, YTO U oAuH u3 [P-unTepdeiicoB ycTpoiicTaa.

/ B cayuae ecam IP-agpec HacTpauBaetca ansa uHtepdeinca pusmyeckoro nopra uam rpynnbl
nopTos., 3TOT HTepdeic yaanaetca us rpynnbl VLAN, KOTOpoii OH NpuHagaexan.

V IP-agpec 192.168.1.239 cyuwiecTByeT A0 TeX NOp, NOKA Ha Nobom uHTepdeiice ctaTuuecku
- nau no DHCP He co3aaH gpyroii IP-agpec.

V Mpu yaanenuun scex IP-agpecos KommyTaTopa A0CTyn K HeMy 6yaet ocywecrsnatbea no IP-
appecy 192.168.1.239/24.

=  [lpumep KoOMaHpg HacTponkm IP-agpeca ana uHtepoeiica VLAN 1.

MapameTpbl NHTEpPPEca:

IP-adpec, HasHavyaembili 0a5 uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no ymonvaHuro —192.168.16.1

console# configure

console (config)# interface vlan 1

console (config-if)# ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#

Jns Toro 4toObl yOemuThCs, 4TO aapec ObUT HazHaueH WHTepdeicy, BBeaUTE

KOMaH/y:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4. Ilonyuenue IP-adpeca om cepsepa DHCP

Jns nonmyuenust [P-anpeca moxker ucnonb3oBaThest npotokona DHCP, B cinydae
ecnu B cetu npucyrctByer cepep DHCP. IP-agpec ot cepsepa DHCP moxHO

noytyuathb uepes aoboi narepdeiic — VLAN, pusnueckuit mopt, rpynmny nopTos.
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V Mo ymonuyaHuio DHCP-KnAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

[IpuMep HACTPOMKH, NPEAHA3HAYEHHOW I NOJIydyeHus auHamuyeckoro [P-

aapeca or DHCP-cepBepa Ha untepdeiice vlan 1:

console# configure

console (config)# interface vlan I
console (config-if)# ip address dhcp
console (config-if)# exit

console#

Jnst Toro 4toObl yOenuThes, YTO ajpec ObUT Ha3HayeH HHTep(deiicy, BBEAUTE

KOMaHAy:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5. Hacmpoiixa napamempos npomokoaa SNMP ons docmyna k ycmpoticmey

YcerpoiicTBO coaepkUT BeTpoeHHbI areHT SNMP u noanepkuBaeT Bepcuu
nporokona v1/v2e/v3. Arenr SNMP noanep:xuBaer HaOOp CTaHIAPTHBIX EPEMEHHBIX
MIB.

JIns BO3MOXXHOCTH aIMUHUCTPUPOBAHUS YCTPOUCTBA MOCPEICTBOM ITPOTOKOJIA
SNMP, HeoOxoaumo co3aarh XOTS Obl OJHY CTpOKy cooOmectBa. KommyTtatopsl
HNOJJEPKUBAIOT TPU TUIIA CTPOK COOOIIECTBA:

— T0 — ONpPEIENSIET IOCTYM TOJBKO Ha YTEHUE;
— I'W — OIpelesseT J0CTyN Ha YUTEHUE U 3aIHCh;
— su — onpegensietr gocryn SNMP-aamunuctparopa.

Haubonee pacnpocTpaHeHO HCHOJB30BaHUE CTPOK coodiiecTBa public — ¢
JIOCTYTIOM TOJIBKO i uTeHHsi 00bekToB MIB U private — ¢ noctynmoMm Ha 4YTeHHE U
u3MeHeHue oObekToB MIB. [ns kaxgoro cooOimiecTBa MOXHO 3anaTh [P-aapec
CTaHLIMH YIIPABIICHMUS.

[Tpumep cozmanusi coodIecTBa private ¢ TOCTYIIOM Ha YTEHWE W 3anmuch u [P-

agpecoM ctaHuuu ynpasienust 192.168.16.44:
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console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

Jl1st mpocMoTpa co3AaHHbIX CTPOK coodmiecTBa U HacTpoek SNMP ucnonbzyercs

KOMaH/aa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:

4.5.2. Hacmpoiika napamempoe cucmemul 6€30nacHocmu

s obecrnieueHust O€30MACHOCTH CHUCTEMbl HCHOJB3yeTCd MexaHusm AAA
(ayrentudukanus, aBropuzarms, yder). s mmdpoBaHUsS MTaHHBIX HCIOIB3YETCS
mexanuzm SSH.

— Authentication  (ayteHTudukamusi) —  COINOCTABJICHHE  3ampoca
CYIIECTBYIOIIEH YIETHON 3aIMMCH B CHCTEME 0€301MacCHOCTH.

— Authorization  (aBTOpHW3aius, TpoOBEepKa ypOBHS  JocCTyma) —
COTNOCTaBJeHWEe  Y4€THOM  3amucu B cucteme  (Tpolieamiei

ayTeHTH(PUKAIIAIO) W ONIPEACTIEHHBIX TTOJTHOMOYHA.
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— Accounting (y4€T) — CIEXEHHE 3a TOTPeOJEHUEM PECypCoB
MIOJIb30BATEIIEM.

[Ipu MCcHOaB30BaHNH HACTPOEK YCTPOICTBA MO YMOJIYAHUIO UMS MTOJIH30BATENS —
admin, naposb — admin. [lapons Ha3Ha4aeTCs NMOJIb30BaTeNeM. Eciy naposb yTpadeH,
TO MOKHO II€pe3arpy3uTh YCTPOMCTBO M 4Y€pe3 CEPUUHBIA NOPT IIPEPBATH 3arpys3Ky,
HaxaB knaBuily <Esc> wnu <Enter>. B TedueHuM NEPBBIX ABYX CEKYHJ IIOCIE
MOSIBJICHUSI COOOIIEHUSI aBTO3arpy3Kd OTKPOETCS MEHIO Starfup, B KOTOPOM HYKHO

3alyCTUTH MpoLeypy BoccTaHOBIeHUS napodis ([2] Password Recovery Procedure).

/” Monb3oBatenb no ymonyaHuio (admin/admin) cywecreyetr go Tex nop, NoKa He co3AaH
noboit apyroi nonb3oBaTtesib C ypoBHEM npuBuaerui 15.

/ Mpu ypganeHuu Bcex CO3AAHHbIX NoJsb3oBaTeneit ¢ 15 ypoBHemM npusuaernii gocryn K
KommyTaTopy byaer ocywecTBaaTbecA Nog nosb3osartenem no ymonyauuio (admin/admin).

Jlia obecriedeHusl epBOHAYaIbHONM O€30MaCHOCTH Mapojb B CUCTEME MOKHO
3a]1aTh JJIs1 CEPBHUCOB:
— KoHcoub (moakiItoYeHue yepe3 CepuiiHbIi mopT);
— Telnet;
— SSH.

4.5.2.1. Yemanoexa napons 0151 KoHcou

console
console
console
console
console
console

config)# aaa authentication login authorization default line
config)# aaa authentication enable default line

config)# line console

config-line)# login authentication default

config-line)# enable authentication default

config-line)# password console

~ o~ o~~~ —~

B oTBeT Ha npuriaiieHue BBECTU NApOJib BO BpEMs PETUCTPALIMU B YCTPOMCTBE

4epe3 CCaHC KOHCOJIM BBCAUTC I1APOJIb — console.

4.5.2.2. Yemanoexa napons ons Telnet
console (config)# aaa authentication login authorization default line
console (config)# aaa authentication enable default line
console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password telnet
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B oTBeT Ha IMpUIriIalicHUC BBCCTU I1apOJIb BO BPCMI PCTUCTPALIU B YCTpOI‘/’ICTBe

yepes ceanc Telnet BBequTe mapons — telnet.

4.5.2.3. Yemanosxka napons ona SSH

aaa authentication login authorization default line
aaa authentication enable default line

console (confiqg)

console (confiqg)

console (config) # ip ssh server
console (config)# line ssh
(
(
(

#
#

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

B oTBeT Ha npurnamnieHue BBECTU NApOJIb BO BpEMS PETUCTPALIMU B YCTPOMCTBE

yepes ceanc SSH BBenute nmapons — ssh.

4.5.3. Hacmpoiika 6annepa

Jlnst ynoOcTBa SKCIUTyaTalliu YCTPOUCTBA MOKHO 33aTh OaHHEP — COOOIIICHHE,

cojepkaiiee o0y nHdpopmanuio. Hanpumep:

console (config) # banner exec;

Role: Core switch
Location: Ordzhonikidze 11, str. 40
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5. YIIPABJIEHUE YCTPOHUCTBOM. HHTEP®EVC KOMAHJIHOU
CTPOKH

Jl1st kKoH(uUrypanumu HacTpOeK KOMMYTaTOpa UCIIOJIb3YETCs] HECKOJIBKO PEKUMOB.
B kaxxnoMm pexxkume IOCTyNeH OmpeleieHHbId CIHCOK KoMaHa. BBoa cumBoma «?»
CITYKUT JJI POCMOTpa Habopa KOMaH/I, TOCTYIMHBIX B KKIOM U3 PEKUMOB.

Jlns mepexojia M3 OIHOTO PEKHUMA B JPYrol HCIOJB3YIOTCS CHEIUaIbHbIC
koMmaHbl. [lepeueHb CylecTBYIOIUX PEKUMOB U KOMaH]T BXOJIa B PEKUM:

Komanonwtit pesscum (EXEC) — nOCTyIieH cpasy IOCJE YCIEUTHOW 3arpy3Ku
KOMMYTAaTOpa U BBOJa UMEHU IOJIb30BATENS U Mapois (I HEMPUBUIETHPOBAHHOTO
nosb3oBatess). [[purnaiienue CucTeMbl B 3TOM PEKUME COCTOUT U3 UMEHU YCTPOICTBA

(host name) u cumBona “>".

console>

Ilpusunezuposannsiii komanonwtit pexcum (privileged EXEC) — nocryneH
cpa3y IMocCJIe YCTEIIHON 3arpy3KH KOMMYTaTopa, BBOJIa IMEHH TTOJIH30BATENS U TTAPOJIs.
[Ipurnamenue CUCTEMBI B 3TOM PEKHUME COCTOUT M3 UMEHHU ycTpoicTBa (host name) u

CUMBOJIA “#”.

console#

Pesxcum z2novanvnoint kongueypayuu (global configuration) — nipenHazHayeH
JUIsT  3a7aHusl OOIIMX HACTpoeK KommyTtaropa. KomaHawsl pexuma TiI00aTbHON
KOH(HUrypamuu AOCTYIMHBI U3 JIFOOOTO Tojpexuma KoHpurypamuu. Bxog B pexum

OCYULIECTBIISIETCS KOMaHI0U configure.

console# configure
console (config) #

Pesrcum kongpuzypayuu mepmunana (line configuration) — nipeiHazHaveH JJIs
KOH(pUrypamuu, cBI3aHHON ¢ paboTo# TepMuHaia. BXoa B peKUM OCYIIECTBIISICTCS U3

pexuma rio0anbHON KOH(GUTYpaIuu.

console (config)# line {console | telnet | ssh}
console (config-line) #
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5.1. ba3oBble KOMaHILI

KomaHOwb! pexcuma EXEC

3arnpoc komaHIHOU cTpoku B pexkuMe EXEC uMeeT cieayrommii BUa:

console>

Tabsmua 30 — ba3oBble KOMaH/Ibl, TOCTYIHbIE B pexxume EXEC
3HayeHue/3HayeH ue
KomaHoa no Aelicmeue
YMOAYAHUIO

enable [priv] MepekNoUnTLCA B MPUBUAETUPOBAHHDBIN PEXUM (ecnmn 3Have- Hue

priv: (1..15)/15 He yKa3aHo — TO ypoBeHb npusunernii 15).
login — 3aBeplUeHUE TEKYLLEN CECCUM U CMEHA NOJ/Ib30BATENSA.
exit — 3aKpbITb aKTUBHYIO TEPMUHANBHYIO CECCUIO.
help 3anpoc cnpasoyHoli HGopMaLmm o paboTe nHTepdelica Ko-
B MaHAHOW CTPOKM.
show history MoKas3aTb UCTOPUID KOMaHA, BBEAEHHbIX B TEKYLLEN TEPMU-
B Ha/IbHOW ceccum.
show privilege — Moka3aTb ypoBeHb NPUBMAETUI TEKYLLErO NOb30BaTENA.
terminal history —/dyHKumA BKNOUUTDL PYHKLMIO COXPAaHEHMA UCTOPUM BBEAEHHDBIX KO- MaHA,
BKJ/IIOYEHA ONA TEKYLWEN TEPMUHANIbHOMW Ceccun.
terminal no history OTKNOUYNUTD QYHKLMIO COXPAaHEHWUA UCTOPUN BBEAEHHDbIX KO- MaHA,

ONA TEKyLEeN TePMUHANbHOMN CECCUM.
N3meHuUTb pasmep bydepa nctopnn BBeLEHHbIX KOMaHA, ANA
TEKYLLEN TEPMUHANBHOW CeCCUM.

terminal history size size size: (10..207)/10

terminal no history size — YCTaHOBUTb 3HAYE€HME N0 YMOJIYaHUIO.
terminal datadump OTo6pasnTb BbLIBOA KOMaHg 6e3 pasgeneHus Ha CTpaHuLbl
—/BbIBOA, KOMAHS, (pasmeneHve BbiIBOAA CNPaBKM MO CTPAHMLLAM OCYLLECTBAA- €TCA
pasgenserca no cTpoKow: More: <space>, Quit: q or CTRL+Z, One line:
CTpaHULam <return>).
terminal no datadump YCTaHOBWTb 3HaYeHME NO YMOYAHUIO.
terminal prompt BKAtOUNTL NOATBEPKAEHUE Nepes, BbINONHEHUEM HEKOTOPbIX
—/dyHKUMA KOMaHa,
BKNIOYEHA
terminal no prompt OTKNIOYUTL NOATBEPHKAEHUE NEPES, BbINONHEHUEM HEKOTO- PbIX
KOMaHa,
show banner [login | exec] — Otobparkaet KoHbUrypaumio 6aHHepos.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHIHOM CTPOKU UMEET CJICTYIOIIHI BU/I;

console#

Tabnuna 31 — basoBble KOMaH/ b1, ToCcTymHbBIE B pexkume privileged EXEC

3HayeHue/3HayeH ue
KomaHda no Aelicmeue
yMOAYaHUIo
disable [priv] priv: (1, 7, 15)/1 BepHyTbCs B HOPMa/bHbIM PEXUM M3 NPUBUIETMPOBAHHOTO.
configure[terminal] — MepeiTn B peXKMm KOHUrypaumu.
debug-mode — MepeinTn B peXKMm OTNagKN.
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set system mode {acl-sqinq
| acl-sqing-udb}

acl-sqing

YCTaHOBUTb PEXUM HACTPONKKN PuabTpaLmm Tpaduka.
- acl-sqing — pexunm No ymon4aHuio;

npasun SQIinQ; pob6aBneHa BO3MOXHOCTb GUABTPALUK
TpuHaauatn odpdcetam (B pexkMMe No yMONYaHUIO —
naTb).

- acl-sqing-udb — BABOE yMEHbLUIEHO KOJIMYECTBO BO3MOMXK- HbIX|

no

KomaHObI, docmynHbie 80 8CeX PeXUMAX KOHguU2ypayuu

3ar[poc KOM&HI[HOfI CTPOKH UMCCT OAWH U3 CICAYIOININX BUI0B:

console#
console (config) #
console (config-line) #

Tabsuua 32 — ba3oBble KOMaH/Ibl, TOCTYIIHbBIE BO BCEX PEXUMaxX KOH(UTypaluu

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMoa4YaHuto
exit ) BbIliTM 13 n06Oro pexkrma KOHPUrypaLmMm Ha ypoBeHb Bbllle B
nepapxumn komaHg, CLI.

end BbITK 13 Ntoboro pexknma KoOHOUrypaLmm B KOMaHAHbIA PeXum
) (Privileged EXEC).

do BbINONHWUTL KOMaHAy KomaHaHoro yposHA (EXEC) u3 nwboro
i peXxnma KoHpurypaumu.

help - BbIBOAMT cnpaBKy MO UCMOIb3yeMbIM KOMaHAaM.

KomaHObI pexcuma 2n106anabHol KoOHpuU2ypayuu

console (config) #

Tabnuna 33 — ba3oBble KOMaH/Ibl, TIOCTYIIHbBIE B PEKUME KOH(GUTYpAITUU

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

banner exec d message_text d

no banner exec

3apaTb TeKCT coobLieHUn exec (Mpumep: NoNb3oBaTe b YCNewHo
BOLLEN B CUCTEMY) U BKIIOUYUTL BbIBOA, Ha IKPaH.

- d — pasgenvtens;

- message_text — TeKcT coobueHua (B cTpoke go 510 cumBonOoB,
obuiee 2000 cnmBosios).

YpanuTb TeKCT cooblueHuns exec.

banner login d message_text d

no banner login

3apaTb TeKcT coobuieHun login (MHPopmaumoHHoe coobuyeHme,
KoTopoe oTobparkaeTcs nepes BBOAOM UMEHM Mo/b30BaTens u
Napons), U BKAOYUTb BbIBOA, HA 3KPaH.

- d — pasgenutens;

- message_text — TeKcT coobuieHun (B cTpoke 4o 510 cumBoiosB,
ob6uiee 2000 cnmBosioB).

Yaanutb TekcT coobuieHun login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

3anpoc KOMaHJHOW CTPOKM B peXuMe KOH(PUTypaluu TepMHUHAla UMEET

CJICIYIOLINM BUL:

console (config-line) #
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Tabnuua 34 — ba3oBble KOMaH/Ibl, IOCTYIHbBIE B peXKUME KOHGUTYpallMK TEpMUHAIA

3HayeHue/3Ha4eHue "
KomaHoa / Aelicmeue
o0 ymMon4yaHuto
history BKNOUUTL PYHKLMIO COXPAaHEHUA UCTOPUM BBEAEHHBIX KOMAHA,
- -/dyHKUMA BKAKOYEHa
no history BbIKNt0UNTL PYHKLMIO COXPAaHEHMA NCTOPUMN BBEAEHHbBIX KOMAHA,.

history size size

no history size

size: (10..207)/10

N3meHnTb pasmep Bydepa UCTOPUM BBEAEHHbBIX KOMaHA,

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afatb TaliM-ayT TeKyLlei TePMUHAIbHOM CECCUN B MUHYTaX.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

5.2. ®uabTpanus cO0O0IEHN KOMAHIHON CTPOKH

dunpTpanys cooOLEHUN TO3BOJIAET YMEHBIIUTh 00bEM 0TOOPAKAEMBbIX TaHHBIX
B OTBET HAa 3aIIPOCHI MOJI30BATENSI U OOJIErYuTh MOUCK HEOOXOAUMOM MH(pOpManuu.
Jna ¢unsTpanuu uHpopmanuu TpeGyeTrcss NoOaBUTh B KOHEL KOMaHAHOM CTPOKHU
CHUMBOJI ““|” ¥ UCTOJB30BaTh OJIHY U3 OMIUI (PUIbTpAIlUU, MEPEUUCICHHBIX B TaOIUIIE

HMIXKE.

Tabnuua 35 — Komansl pexxrma rio00anbHoi KoHGUTYypaluu
3HayeHue/3HayeHue
110 yMOAYAHUIO

Memoo Aelicmeue

begin pattern MNokasbiBaet CTPOKU, nepsble CMMBObI KOTOPbIX COOTBETCTBYHOT

wabnoHy pattern.

include pattern BbIBOAMT BCE CTPOKM, copeprKaLyme WwabnoH.

exclude pattern

BbIBOAMT BCE CTPOKM, He cogeprKalme WwabioH.

5.3. Ilepenanpasiienue BbiBOAa komMaHA CLI B npousBoJibHBIN (aiia Ha

3y

WuTepdeiic KoMaHIHON CTPOKU MPEAOCTABIISET BO3MOKHOCTD IIEPEHANPABIICHUS
BBIBOJIa KOMaH i B TPOU3BOJIbHBIN (paitn Ha 113V,

J171st Toro uTOOBI KOMUPOBATH BHIBOJ KOMaH IbI B (haiin (repe3anucath dai, ecim
TaKOM yXe CYIIEeCTBYeT), TpeOyercss Imocie Habopa KOMaHIbl OTOOpakKeHUs
uHdopmalmu A00aBUTh CHUMBOJI «>» M yKa3aTb uMsa (Qaina. Jns Toro, yToObl
KOIMUPOBATh BBIBOJI KOMaHbI B KOHEI (haiina, mociae Habopa KOMaHAbl OTOOPaKECHHUS

uH(popMaIuu 100aBUTh CUMBOJ «>>» U yKa3aTh uMs (aiina. [Tpumep ncnonab30BaHus:

console#show system >> flash://directory/filename

' ‘ MepeHanpaBnATb BbiBOA KOMaHA B ¢aiin MOXKeT To/NbKO NoJsib3oBaTtesb ¢ 15 ypoBHem
b npuBunerui.
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5.4. Hacrpoiika MAKPOKOMAH

Jannast QyHKIMS MO3BOJSIET CO3/1aBaTh YHU(DUIIMPOBAHHBIE HAOOPHI KOMaH] —

MaKpOCBhI, KOTOPBIC MOKHO BITIOCJICACTBUU IIPUMCHATH B IIPOLICCCC KOH(i)I/IpraHI/II/I.

KomaHObI pexcuma 2106aabHOU KOHPU2ypayuu

Tabnua 36 — Komanel pexxuma rinodanbHOi KOHUTypauu

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

macro name word [track object
[state activation_state]]

no macro name word

word: (1..32) cumsonos
object: (1..64);

activation_state: (any,
up, down)/any

Co3paeT HOBbIM Habop KOMaHA, ecan Habop € TaKMM MMEHeMm
cywecTsyeT — nepesanucbiBaet ero. Habop KomaHz BBOAUTCA
NOCTPOYHO. 3aKOHYMTb MAKPOC MOXKHO C MOMOLLBI CMMBOAA
“@”. MakcumanbHas aavHa makpoca — 510 cumBonos. B Tene
MaKpOCa MOXHO MCNOMb30BaTb A0 TPEX MNEepemMeHHbIX B
KoHourypauumn. Ecnm 3apaH napametp track, makpoc 6yaer
aKTMBMpPOBaH Npu n3ameHeHmn TRACK o6beKkTa c Homepom object,
B COOTBETCTBUM C MapameTpom state (Uup — aKTMBauusa npwu
nepexoge u3 coctoaHua DOWN B coctosHue UP, down —
aKTMBaumA npu nepexoge u3 coctoaHma UP B coctoaHne DOWN,
any — aKTuBauma npu niobom M3MeHeHUnU cocToaHuA). Makpoc
He MOXeT 6biTb aKTUBUPOBaAH M3ameHeHnem TRACK obbekTa npwm
HaIMYMM NepeMeHHbIX B Tene.

YpanseT ykasaHHbIM Makpoc.

macro global apply word

word: (1..32) cumsonos

MpymeHAeT yKa3aHHbIM MaKpoc.

macro global trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.

macro global description word

no macro global description

word: (1..160)
CUMBOJI0B

Co3paert CTpoKy-Aeckpuntop rnobasbHOro makpoca.

YpanseT cTpoKy-4ecKkpmnTop.

KomaHOowbi pexcuma EXEC

Ta6mmma 37 — Komanasl pesxkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no yMmoa4aHuio

Aeiicmeue

macro apply word [pattern1
valuel] [pattern2 value2]
[pattern3 value3]

macro trace word

word: (1..32) cumeonos

MpymeHAeT yKasaHHbIN MaKpoc.

pattern - WwabnoH, cocToAWMN M3 0OBABNEHUA, Hanpumep
cumBona "'$", M nepemeHHOM, HanMCcaHHbIX CIMTHO

value — nepemeHHas KOHOUrypauum

MpoBepseT yKasaHHbI1 MaKpOC Ha BaNUAHOCTb.

show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}] | name
word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
word: (1..32) cumBosioB

OTO6parkaeT NnapameTpbl HACTPOEHHbIX MAaKPOCOB Ha YCTPOICTBeE.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Ta6muma 38 — Komanapl pexxuMa KoHGUTryparuu uarepdeiica

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

macro apply word [patterni

valuel] [pattern2 value2]
[pattern3 value3]

word: (1..32) cumBonos

MpumeHAET yKasaHHbI MaKpoc.

pattern - wWabnoH, cocToAwWMA M3 06BABNEHMA, Hanpumep
cumsona "$", n nepemeHHOM, HanMCaHHbIX CANTHO

value — nepemeHHan KoHGUTypauum

macro trace word

word: (1..32) cumBonos

MpoBepseT yKasaHHbI MaKpOC Ha BaAMAHOCTb.

macro description word

word: (1..160)

no macro description

CMMBOJ10B

YcTaHaBAMBAET CTPOKY-AECKPUNTOP MaKpoca.

YpanseT CTpOKy-4eCcKpmnTop.

5.5.

KomaHOwb! pexcuma EXEC

Komanabl ynpasjieHusI CHCTEMOM

Tabnuua 39 — Komans! ynpasienust cuctemoit B pexume EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host}
[vrf vrf-name] [size size]
[count count] [timeout
timeout] [source
A.B.C.D] [df]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6aiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cnyxut gns nepeaaum 3anpocos (ICMP Echo-Request)
npoTokona ICMP yKkazaHHOMY y3/y CETU, a TaKXKe AN KOHTPOAA
noctynatowmx oteeTtos (ICMP Echo-Reply).

- vrf-name — “ms BMpTyanbHoM 061acTU MmapLwpyTU3aLmm;

- A.B.C.D — IPv4-appec y3na cetu;

- host — nomeHHoe nms y3na cetu;

- Size — pa3mep nakeTa A4 OTNPABKM, KOANYECTBO HanT B
nakeTe;

- count — KO/IMYeCTBO NAKeTOB A/1A Nepesayu;

- timeout — Bpemsa 0XWAaHWA 0TBETA Ha 3anpoc;

- df — oTmeHUTb pparmeHTaLMIO NaKeTOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumB0/108B;
size: (68..1518)/68 6aitr;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgaa cnyuTt ana nepesayn 3anpocos (ICMP Echo-Request)
npoTokona ICMP yKkasaHHOMY Y31y CeTU, a TaKXKe AN KOHTPOANA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na ceTy;

- host — noMmeHHOe nms y3na cetu;

- Size — pa3mep nakeTa A4 OTNPABKM, KOANYECTBO HalT B
nakerte;

- count — KOJIMYeCTBO MAaKeTOoB A/1A Nepefayn;

- timeout — Bpemsa 0XWAaHuA 0TBETa Ha 3anpoc.

traceroute ip {A.B.C.D |
host} [vrf vrf-name] [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

vrf-name: (1..32)
CMMBO/IA;
host: (1..158) cumsonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

Onpeaenutb mapwpyT TpadurKa 40 y3na HasHaAYeHus.
- vrf-name — “ms BMpTyanbHOM 061acTV MapLpyTU3aLmm;
- A.B.C.D — IPv4-appec y3na cetu;
- host — noMeHHoe nmA y3na cetu;
- Size — pa3mep NaKkeTa A4/1A OTNPABKM, KOANYECTBO HalT B
nakeTe;
- ttl — MaKcMMmaibHOe KOMYEeCTBO Y4acTKOB B MapLUpYyTe;
- count — KONMYECTBO NONbITOK Nepeaayn Nnaketa Ha Kaxkaom
yyacTke;
- timeout — Bpems OXKWAAHWA OTBETA HA 3anpogc;
- IP_address — |P-apgpec uHtepdelica KommyTaTopa,
MNCNONb3yeMbli ANA nepesaym nakeTos.

1 OnucaHue oWMBOK NPU BbINOIHEHMM KOMAHA 1
V pe3ynbTaToB NpuBeAeHo B Tabauuax 41, 42,
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traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonos;
size: (66..1518)/66 Bairr;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 c;

Onpeaenvtb MmapLpyT TpadurKa 40 y3na HazHayYeHua.
- A.B.C.D.E.F — IPv6-agpec y3na ceTy;
- host — nomeHHoOe MMA y3na ceTu;
- Size — pa3mep nakeTa A41a OTNPaBKM, KOMYecTBO 6alT B
nakerte;
- tt/ — maKkcMMaibHOE KOIMYECTBO YHACTKOB B MApLLPYTE;
- count — KO/IMYECTBO MONbITOK Nepeaayun naketa Ha Kaxgom
yyacTke;
- timeout — BpemaA OXKMAAHWA OTBETA Ha 3anpoc;
- IP_address — |P-apgpec uHtepdelica KommyTaTopa,
MCMNONb3yeMblil ANA nepefaym nakeTos.

V OnucaHne owKn60K NPU BbINOHEHUN KOMaHA U

pe3ynbTaToB NpuBeAeHo B Tabnuuax 41, 42.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonOB;
port: (1..65535)/23

OTKpbITb TELNET-ceccuto ana y3na cetw.

- A.B.C.D — IPv4-apgpec y3na ceTu;

- host — noMeHHoe nmA y3na cetu;

- port — TCP-nopT, No KoTopomy paboTtaeT cny:ba Telnet;

- keyword — kntoueBoe €n0BO.
OnucaHue cneuuanbHbiX KomaHg, Telnet wu
K/IlOYEBbIX C/I0B NpUBeAeHo B Tabauue 43.

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBoNOB;
port: (1..65535)/22;

OTKpbITb SSH-ceccuto ana y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — noMeHHOe uMs y3na ceTu;
- port — TCP-nopT, No KoTopomy paboTtaeT cny»ba SSH;
- keyword — knto4eBoe cnoBo.
V' OnucaHue KAueBbiX C/I0B NpuBeaeHo B Tabnauue
44,

resume [connection]

connection:
(1..5)/nocnegHss
yCTaHOBJ/IEHHanA ceccus

MNepeKkntounTbCa Ha APYryHo YCTaHOBIEHHYO telnet-ceccuto.
- connection — Homep ycTaHoB/IeHHOM telnet-ceccuu.

show users [accounts]

0T06pasnTb MHGOPMALMIO O NOJIb30BATENAX, MCMO/b3YHOLLMX
pecypcbl ycTpoicTBa.

clear line line

3aKpbITb BXOAALLYIO CECCUI0 YAANEHHOTO yNpaBaeHUs

line: (0..5) (SSH/Telnet).

- line — Homep ceccumn yaaneHHoro ynpasneHus.

show sessions OT106paznTb MHPOPMaLMIO 06 OTKPLITLIX CECCUAX K YANEHHbIM
- yCTpPOMCTBaM.

show system — BbIBECTU CUCTEMHYIO MHPOPMALMLO.
show system battery . OT06pa3nTb nHGopmaumio o baTapee.
[unit unit] unit: (1..8)/— - Uhit — HOMep YCTPOMCTBA B CTEKe.
show system id [unit OT106pa3nTb CEPUNHBIN HOMEpP YCTPOMCTBA, PEBU3UIO NAATbI U
unit] unit: (1..8)/— 6a3osbli MAC-agpec.

- Unit — HOMep YCTPOMCTBA B CTEKe.
show system [unit unit] unit: (1..8)/— OT106pasunTb cucTeMHy0 MHGOPMALMIO KOMMYTaTOpPA.

- Unit — HOMep YCTPOWCTBA B CTEKe.
show system fans [unit . OT06pa3nTb MHGOPMALMIO O COCTOAHUN BEHTUNATOPOB.
unit) unit: (1..8)/— - Unit — HoMep YCTPOWCTBA B CTEKE.
show system power-
supply - OT106paznTb MHPOPMALMIO O COCTOAHUM UCTOYHWUKOB NMUTAHUA.
show system sensors — OT06pasnTb MHPOPMaLMIO TEMNEPATYPHbIX AATYUKOB.
show version OT06pa3smnTb TEKYLLYIO BEPCUIO CUCTEMHOTO NPOrPaMMHOro

- obecneyeHus ycTpoicTaa.

show system router OT106pa3nTb pasmep 1 3aHATOCTb annapaTHbIX Tabauny,
resources yCTpoicTBa (MapwpyTusaumm, coceaen, nHtepdeicos).
show system tcam OTo6pasunTb 3arpysky pecypcos namatu TCAM (onpegeneHHo
utilization unit: (1..8)/— aapecyemasn namaTb).
[unit unit] - unit — Homep YCTPOICTBaA B CTEKE.

show tasks utilization

OTO6pa3sunTb ypOBEHb 3arPy3KM PECYPCOB LLEHTPabHOro
npoLeccopa KOMMYTaTOpa A/ KaxA0oro CUCTEMHOrO npoLiecca.
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show tech-support
[config | memory]

OT06pasunTb MHPOpMaumio 06 ycTporicTee, Heobxogumyto AnA
HayaNbHOM AMArHOCTUKM Npobnem.
BbiBO4 KOMaHAbI NpeacTaBafAeT coboit KombuHauuo
V BbIBOAOB NEPeUYMCNIEHHbIX HUXKe KOMaHA:
e  show clock
e show system
e  show version
show bootvar
show running-config
show ip interface
show ipv6 interface
show spanning-tree active
show stack
show stack configuration
show stack links details
show interfaces status
show interfaces counters
show interfaces utilization
show interfaces te1/0/xx
show fiber-ports optical-transceiver
show interfaces channel-group
show cpu utilization
show cpu input-rate detailed
show tasks utilization
show mac address-table count
show arp
show errdisable interfaces
e showvlan
e show ip igmp snooping groups
e show ip igmp snooping mrouter
e show ipv6 mld snooping groups
e  show ipv6 mid snooping mrouter
e show logging file
e show logging
e show users
e show sessions
e show system router resource
e  show system tcam utilization

show storage devices

OT06pa3mnTb 3HaYeHUa obbema n ceoboaHoM namaTn MN3Y.

' ' KomaHpa «show sessions» oTtobpakaeT Bce yaaneHHbie coeAUHEHUA TONbKO U3 TeKyLei
- ceccum. [laHHaA KOMaHAA UCNOoNb3yeTcA caeaylowmm obpasom:

1. BbINONHUTL MOAK/AIOYEHME K YAANEHHOMY YCTPOMCTBY C KOMMYTATOpa C MOMOLLbIO

TELNET nnum SSH;

2. BepHyTbCA B pOAUTENDCKYIO ceccuio (Ha KommyTaTop). N8 3TOro HaXKaTb KOM6UHaUUIO
Knasuw <Ctrl+Shift+6>, ornyctutb M Haxatb <x> (uKc). Mpousoiiaét nepexos B
POAUTENBLCKYIO CECCUIO;

3. BbINonHUTb KomaHAay «show sessions». B Tabnuue AOAXKHbI NPUCYTCTBOBaTb Bce
ncxopAwWMe coeANHEHUA B TEKYLLLEM ceccuu;

[Ona Toro yto6bl BEPHYTLCA K CECCUM YAANEHHOrO YCTPOMUCTBA, HEO6XOAUMO BbINONHUTD

KomaHpay «resume N», rae N — Homep coeguHeHUA U3 BbIBOAA KOMaHAbl «show sessions».
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KomaHObI pexcuma privileged EXEC

Tabnuua 40 — Komans! ynpasienust cuctemoid B pexume privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4YaHuro

reload [unit unit_id]

MepesanycTuTb yCTPOMCTBO.

it_id: (1..8)/— . o
unit_id: (1..8)/ - unit_id — HoMep yCTPOICTBa B CTEKe.

reload in {minutes |

minutes: (1..999); . N
YCTaHOBUTb MPOMEXKYTOK BPEMEHMU, Hepes KOTOPbI npomsonaeT

hh:mm} hh: (0..23), mm: .
OT/I0KEeHHas nepesarpysKa ycTpoicTaa.
(0..59).
reload at hh:mm hh: (0..23), mm: .
(0.59). YCcTaHOBUTb BpeMs nepesarpysku ycTpoicTsa.

boot password password

YcTaHoBWTb Naposib Ha bootrom.

no boot password

Ypanute naponb Ha bootrom.

reload cancel

— OTMEHWTb OT/IOKEHHDBIN Nepesanyck.

show cpu utilization

OTO6pasunTb CTAaTUCTMKY MO YPOBHIO 3arpy3Ku pecypcos
LLeHTpasibHOro npoueccopa.

show cpu input rate

OTO6pa3snTb CTAaTUCTUKY MO CKOPOCTU BXOAALLMX KaLpoB,
06pabaTbiBaeMbiX NPOLLECCOPOM.

show cpu input-rate
detailed

OT06pasmnTb CTaTUCTMKY MO CKOPOCTU BXOAALLMX Kagpos,
obpabaTbiBaeMbix NPOLLECCOPOM MO TUNY TpaduKa.

show cpu thresholds

— OTO6pa3nTb CNNCOK HAacTPOeHHbIX noporos aas CPU.

show memory thresholds

— OTO6pa3nTb CNUCOK HAacTPOEHHbIX Noporos ans RAM.

show sensor thresholds

- OTO6pPa3snTL CNMCOK NOPOroB AN1A AaTYNKOB.

show storage thresholds

— OTO6pasunTb CNINCOK NOPOroB ANA PAa3AE/OoB YCTPOWCTB.

show system mode

— OT1o6pa3nTb MHPopmauumio o napameTpax GuabTpaumm Tpaduka.

= [lpumep MCNONb30BaHWA KOMaHAbI traceroute:

console# traceroute ip rusteletech.ru

Tracing the route to rusteletech.ru (148.21.11.69) form, 30 hops max, 18 byte
packets
Type Esc to abort.

1 gateway.rusteletech (192.168.1.101) 0 msec 0 msec 0 msec

2 rttsrv (192.168.0.1) O msec 0 msec O msec

3***

Tabnuua 41 — Onucanue pe3yJibTaToOB BHIIOJIHEHUsI KOMaHbl fraceroute

lMone OnucaHue

1 MopsAAKoBbI HOMEP MapLIPYTM3aTopa B MYTU K YKa3aHHOMY Y371y CEeTH.

gateway.rusteletech

CeTeBoe MMA 3TOro MapLipyTM3aTopa.

192.168.1.101

IP-agpec aToro mapuwpyTtmsaTtopa.

0 msec 0 msec 0 msec

Bpems, 3a KOTopoe nakeT 6bl1 nepesaH M BEPHYACA OT MaplupyTusaTopa. YKasbieaeTcs
ONS KaXKAO0M NOMbITKM Nepeaayn naketa.

[Ipu BBINOJIHEHUH KOMaHBI fraceroute MOTYT MPOU30UTH omMOKU. Onucanue

OIMOOK MPHUBEICHO B TaOIUIE HIKE.

Tabnuna 42 — OumOKy Npu BRIMOJHEHUH KOMaH/IbI traceroute

Cumeon owubku OnucaHue

* TalimayT Npu NonbITKe Nepesayn nakeTa.

? HeunsBecTHbIM TUN NakeTa.
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A AZLMUHUCTPATUBHO HepocTyneH. O6bIYHO NponcxoanT npu 6J10KMPOBAHUN UCXOAALLEFO
Tpaduka no npasuaam B Tabanue goctyna ACL.

F TpebyeTcs pparmeHTaums n yctaHoBka 6umTos DF.

H Y3en cetm HeaoCTyNneH.

N CeTb HegOCTyNHa.

P MpoToKon HeJoCTyNeH.

Q NcTouHMK nogasneH.

R NcTekno Bpemsa NOBTOpPHOM cbopKM PparmeHTa.

S OwnbKa ncxoaallero mapLupyTa.

U MopT HepocTyneH.

[Iporpammuoe obecnieuenue Telnet kKoOMMyTaTOPOB NOIEPKUBAET CIICIIUATIBHBIC
KOMaH/IbI — (DYHKIIMHM KOHTPOJISl TepMUHaia. i BXo/1a B pexKUM CIIeIIMAIbHBIX KOMaH]T

BO BpeMs akTuBHOM Telnet-ceccum ncnonb3yercss KOMOMHALMS KIaBULI <Ctrl+shift+6>.

Taomuna 43 — Crnenuansaele KoMaHasl 1elnet

CneyuanbHaa KOMaHOd Ha3HayeHue
AN b Mepepatb no telnet paspbiB coeguHeHUs.
AR C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatb no telnet yaaneHme cumsona (EC).
AN o Mepepatb no telnet npeKkpauieHune sbisoga (AO).
ANt Mepeaatb no telnet coobuweHne «Are You There?» (AYT) ANA KOHTPONA NOAKNIOYEHMSA.
ANy Mepeaatb no telnet ctupanue ctpoku (EL).
AN X Bo3BpaT B peKMM KOMaHAHOM CTPOKMK.

Taxxe BO3MOKHO MCIIOJIL30BaHUE JOITIOJIHUTCIIBbHBIX OHL[I/Iﬁ IIpHU OTKPBITHU

Telnet- u SSH-ceccuii:

Tabnuua 44 — KiroueBble Cl0Ba, UCTIONIb3yeMble pu oTKpbITUU Telnet- 1 SSH-ceccuit

Onyus OnucaHue
/echo NokanbHo BKAOYaeT GyHKLMIO echo (noAasneHVe BbIBOAA HA KOHCO/b).
/password Onpeaenset naponb gna Bxoga Ha SSH-cepsep.
/quiet He gonycKkaet BblBOA BCex coobuieHnin nporpammHoro obecneveHns Telnet.
/source-interface OnpeaensieT UHTEPHENC-UCTOUHMK.

BkntouyaeT 06paboTKy NOTOKa, KOTOPbIN paspelsaeT He3sawuleHHoe TCP-coeanHeHne
6e3 KoHTpoAA nocnenoBaTenbHocTel Telnet. MoToKkoBoe coeanHeHne He obpabaTbiBaeT
/stream Telnet-onumMmM n MoOXKeT UCMONBL30BaTbCA ANA MOAKAOYEHMA K NOPTaM, Ha KOTOPbIX
3anyuweHbl nporpammbl KonnposaHus UNIX-to-UNIX (UUCP) nnbo apyrve npoToKobI, He
Asnamowmeca Telnet-npoTokonamum.

Juser Onpepenset mA Nonb3oBaTena AnAa Bxoga Ha SSH-cepsep.

KomaHObI pexcuma 2n06as1bHoU KoOHpuU2ypayuu

Tabnuna 45 — Komanipl yripaBiaeHus: CHCTEMOU B peXXHME TI100aIbHON KOH(PUTYpaIuu

3HayeHue/3HayeHue
10 yMOAYAHUIO
hostname name 3agaTh ceTeBoe UMA YCTPOICTBaA.

KomaHoa Aelicmesue
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no hostname

name: (1..160)
cMmBON0OB/—

BepHyTb ceTeBoe UMA YCTPOMCTBA B 3HAUEHUE MO YMOYAHHIO.

service tasks-utilization

no service tasks-utilization

—/BKAIOYEHO

Pa3peLlunTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPaNbHOro NPOoLEeccopa KOMMYTaTOpa A/1A Kax4oro
CUCTeMHOro npouecca.

3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MEPATL YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NPOoLEeccopa KOMMYTaToOpa A/1A Kax4oro
CUCTeMHOro npouecca.

service cpu-utilization

no service cpu-utilization

—/BKAIOYEHO

Pa3pelunTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcos LLeHTPanbHOro Npoueccopa KoMmyTaTopa.

3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MEPATL YPOBEHb 3arpy3Ku
PecypcoB LLeHTPaAbHOro NpoLeccopa KOMMyTaTopa.

service cpu-input-rate

no service cpu-input-rate

—/BKAKOYEHO

Pa3pelunTb yCTPOMCTBY NPOrpaMMHO U3MEPATb CKOPOCTb
BXOAALLMX KaapoB, 06pabaTbiBaemMbiX LEHTPabHbIM
NpPOLEeCcCOpOM KOMMyTaTopa.

3anpeTuTb YCTPOMCTBY NPOrPamMmMHO M3MePATb CKOPOCTb
BXOAALLMX KaapoB, 06pabaTbiBaeMbIX LEHTPAIbHbIM
NpPOLECCOPOM KOMMYTaTOpa.

service cpu-rate-limits
traffic pps

no service cpu-rate-limits
traffic

traffic: (http, telnet,
ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

YctaHoBuTb Ha CPU orpaHMyeHuA CKOpOCTU BXOAALWMX KagapoB Ana
onpeaeneHHoro TMna Tpadpuka.
- pps — NaKeTOB B CEKYHAY.

V Peanusyet ¢pyHKuuio CoPP (Control Plane Protection).

BoccTaHOBWTL 3HaUeHMe pps N0 YMOHAHUIO AN OnpeaeNeHHoro
Tpaduka.

syn);
pps: 8..2048
service password-recovery PaspelunTtb BOoccTaHOB/IEHME NAPONA YEPES 3arpy304HHOE MEHIO
Jenabled «password recovery procedure» ¢ coxpaHeHrem KOHOUrypaumu.

no service enavie Pa3pelunTb BOCCTaHOB/IEHME NAPONA YEPES 3arPy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHmem KoHoUrypauuu.
link-flapping enable Jenabled BkntounTtb npepoTepalleHre dbnannuHra AMHKa.
link-flapping disable enabie OTKNOYUTL NpeaoTBpaLleHne GaannmHra MHKa.
service mirror- Co3paBaTb pe3epBHYO KOMUIO TeKyLel KoHdurypauuu.
configuration

- —/enabled
no service o
mirror-configuration OTKNHOUYUTB KOMMPOBaHME TEKYLLLEW KOHOUTYpaLuun.
system router resources ip_entries: YCcTaHOBUTb pazmep TabnLbl MapLLpyTU3aLMU.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmv6-entries ipm_entries:

ipmv6_entries]

(8..8024)/512;
ipmv6_entries:
(32..8048)/512
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cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,

3apatb nopor gns 3arpysku CPU.

- index — NpPoun3BO/IbHbLIV MHAEKC NOPOra;

- interval — wHTepBan mnamepeHusa 3arpyskn CPU. 3HauyeHue
3arpyskn CPU 3a 3ToT uMHTepBan OyaeT cpaBHMBaTbCA C
NoporoBsbIM;

- relation — oTHoweHWe mexay 3arpy3kor CPU n noporosbim
3HayeHuem, Heobxogumoe ans cpabaTbliBaHMA NOPOra;
- value — 3HauyeHue nopora;

- flap_interval — 3HauyeHuwe, onpegenswwee
BOCCTaHOB/IEHWA Nopora nocse cpabaTbiBaHUSA;

- severity — ypOBeHb Ba)*KHOCTU TPanoB A/a 3TOro nopora;

- notify — BK/AOYaeT/OTKNKOYAET OTNPaBKy TpPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BK/l04aeT/OTKAOYAET OTNPaBKY TPanos o
BOCCTaHOBJ/IEHUW NOPOTra.

MOMEHT

no cpu threshold index notice, info, YaanuTb nopor ¢ 3agaHHbIM UHAEKCOM.
index debug)/alert
memory threshold index index: 3agatb nopor ans obvema ceobogHoM namaTv RAM.

index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

- index — Nnpon3BONbHbBII UHAEKC NOpOra;

- relation — oTHOLWeEHME MeXAY 06BeMOM CBOOOAHON NamMATU U
NMoporosbiM 3Ha4YeHUEM, Heobxoaumoe a1 cpabaTbiBaHUA
nopora;

- value — 3HayeHWe Nopora;

- flap_interval — 3HayeHune, onpegensaiolLee MOMEHT
BOCCTAHOB/IEHUSA Nopora nocse cpabaTbiBaHUS;

- severity — ypOBeHb BaXHOCTW TPanoB A/ 3TOro Nnopora;

- notify — BKAloYaeT/oTK/OYaEeT OTNPABKY TPAMNoB 0
cpabaTbiBaHUM Nopora;

- recovery-notify — BK/l04aeT/oTKAOYAET OTNPABKY TPanos o
BOCCTAaHOB/IEHUW NOpOra.

Y4anuTb Nopor ¢ 3afaHHbIM UHAEKCOM.

sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060p0OTOB/MUH;
flap_interval:
(0..1000000000)/0
060pOTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apaTb NOpor ANA AaTYMKa CKOPOCTU BpaLLEHUA BEHTUAATOPA.
- fan_num — Homep BEHTUNATOPA;

- unit_id — Homep IOHUTA, HA KOTOPOM HaX0AMUTCA BEHTUNATOP;
- index — Npon3BONbHbIA MHAEKC NOPOra;

- relation — OTHOLIEHME MEXKAY CKOPOCTbIO BpaLLEeHUs
BEHTUIATOPA M NOPOroBbIM 3HAYEHNEM, Heobxoanmoe ans
cpabaTbiBaHWA NOpPoOra;

- value — 3Ha4yeHuWe Nopora;

- flap_interval — 3HayeHWe, onpegensaoLLee MOMEHT
BOCCTaHOB/IEHWA Nopora nocse cpabaTbiBaHUA;

- severity — ypOBeHb Ba)*XHOCTU TPANoB A/1a 3TOro nopora;

- notify — BKAto4aeT/oTK/IO4aeT OTNPaBKy TPanos o
cpabaTtbiBaHWMM NOpPOra;

- recovery-notify — BkalouYaeT/oTKOUaeT OTNpPaBKy TPanos o
BOCCTaHOB/IEHUW NoOpora.

YAanuTb Nopor ¢ 3aiaHHbIM UHAEKCOM NS BeHTUAATOpa fan_num
Ha loHUTe unit_id.
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sensor threshold
unit-id unit_id index index

flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

thermal-sensor sensor_num

relation value [flap-interval

no sensor threshold

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,

3apaTb Nopor 4NA gaTyMKa TemnepaTypbl.

- sensor_num — HOMep TepPMOAATUNKa;

- unit_id — Homep IOHUTA, HA KOTOPOM HAXOAUTCA TEPMOAATUMK;
- index — npou3BO/bHbLIN MHAEKC NOPOra;

- relation — OTHOLWEHWE MeXAy TeMnepaTypol U NOPOroBbIM
3HauyeHuem, Heobxogumoe ans cpabaTbliBaHMA NOPOra;

- value — 3Ha4yeHue nopora;

- flap_interval — 3HayeHue, onpegensatoLLee MOMEHT
BOCCTAHOB/IEHWA NOpOra nocse cpabaTbiBaHUsA;

- severity — ypOBeHb Ba’*KHOCTU TPanoB A/a 3TOro nopora;

- notify — BKAtoYaeT/oTK/IKOYaEeT OTNPaBKy TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKAtoYaeT/oTKAOUaeT OTNPaBKy TPanos o
BOCCTaHOB/IEHUW NOpoOra.

Y4anuTb NOpor ¢ 3a4aHHbIM MHAEKCOM ANA TePMOAaTYMKa

[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

index interval relation value
[flap-interval flap_interval]

index

no storage threshold index

(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

thermal-sensor sensor_num notice, info, sensor_num Ha oHuTe unit_id.
unit-id unit_id index index debug)/alert
storage threshold index index: 3agatb nopor ans obvema cBobogHOM NamaTh Ha M3Y.

- index — Nnpon3BONbHbBII UHAEKC NOpOra;

- relation — oTHOWeEHME mexKay 06bema cBOOOAHOM NAamMATU U
NoporoBbiM 3HaYeHem, Heobxogumoe ans cpabaTbiBaHUSA
nopora;

- value — 3HayeHWe Nopora;

- flap_interval — 3HayeHune, onpegensaiolLee MOMEHT
BOCCTAHOB/IEHUSA Nopora nocse cpabaTbiBaHUS;

- severity — ypOBeHb BaXHOCTW TPanoB A/ 3TOro Nnopora;

- notify — BKAloYaeT/oTK/OYaEeT OTNPABKY TPAMNoB 0
cpabaTbiBaHUM Nopora;

- recovery-notify — BK/l04aeT/oTKAOYAET OTNPABKY TPanos o
BOCCTAaHOB/IEHUW NOpOra.

Y4anuTb Nopor ¢ 3afaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpouTb peakLmio KOMMYTaTOpPa Ha HaKaTue KHOMKM F.

- enable — npu HaxaTUK Ha KHOMKY AnAnTenbHOCTbIO MeHee 10 c,
NPOVCXOAMT Nepesarpyska yCTPOMCTBA; MPU HAXKaTUM HA KHOMKY
anvtenbHocTblo 6onee 10 ¢, nponcxoauT cbpoc ycTpoicTea A0
3aBO/CKOMN KOHOUIypaumm;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — TobKO Nepesarpyska.

5.6. KomaHabl 1J151 HACTPOWKH NapaMeTPOB ISl 3aaHHsl MapoJiel

JlaHHBI KOMIUIEKC KOMAaHJ NpPEIHA3HAYeH [JId 3aJaHusl MHUHUMAaJbHON

CJIOKHOCTH IIapOJIid, a TAKXKC I 3aJlaHUd BPCMCHU ,HGfICTBHﬂ ImapoJ.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Tabnuna 46 — Koman bl yripaBiaeHus: CACTEMOU B peXXUMe TI100aabHON KOHPUTYpaIuu

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 aHeit

3afaTb Bpems KusHu naponeit. Mo uctedeHmmn 3a4aHHOMO cpoka
6yseT nNpeanoXKeHo CMeHWTb napob. 3HaveHne O roBopuT O
TOM, YTO BPEMS XKM3HM Naposelt He 3a4aHo.

BocctaHOBUTL 3Ha4YeHMe no YMONYaHUIO.
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passwords complexity
enable

no passwords complexity
enable

— /BbIKOYEHO

BK/ItOUMTL OrpaHMyeHne Ha popmaT napons.

BbIKNOUMTL OrpaHMyeHue Ha GopmaT Napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKNIIOYUTb OrpaHUYeHe, 3a4at0LLee MUHUMANbHOE KOIMYECTBO
KN1accoB CMMBOMOB (CTpO4Hble 6yKBbl, 3arnasHble 6yKBbl,
Undpbl, CUMBObI).

BoccTtaHOBUTb 3HaYEHWE NO YMOSYAHMUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IOUMTb OrpaHMYEHNE Ha MUHUMAJIbHYIO AJIMHY Napons.

BoccTaHOBUTL 3HAYeHME No YMON4YaHUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/IlOUUTD orpaHuueHme, 3agatouee MaKcMmasnbHoe
KO/IMYECTBO MOC/eA0BaTE/IbHO MOBTOPAIOLWMXCA CUMBOJIOB B
HOBOM MapoJie.

BocctaHOBUTL 3Ha4YeHMe No YMON4YaHUIO.

passwords complexity
not-current

3anpeTuTb NPU CMEHe Napo/iA UCNOJb30BaTb B KAYECTBE HOBOTO
CTapbli.

- —/enabled —
no passwords complexity Pa3speLlunTb MCNO/Ib30BaTh CTapbIi Naposib NPU CMEHE.
not-current
passwords complexity 3anpetTTb  UCMOSIb30BaTb B KA4yecTBe Maponsa  uMms
not-username nonb3osaTens.

- —/enabled
no passwords complexity PaspewnTb Mcnosib3oBaTb B  KayecTBe Maponsa  uma
not-username nonb3oBaTens.
password lockout value YCTaHOBWUTb KO/IMYECTBO WMAYLWMX NOAPAL NOMbITOK BBOAA

napons c ownbKon A0 6OKMPOBKM IOKANbHOM YHETHOM 3anucu
value: (1..5)/—

no password lockout

nonb3osBaTenA.

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

passwords time block
seconds

no passwords time block

seconds: (0..7200)/0

YcTaHOBUTL Bpemsi B/IOKMPOBKM NIOKA/IbHOW YYETHOM 3anucu
nonb3osaTens.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

Tabnuua 47 — Komanael ynpasnenust cuctemoid B pexume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show passwords configuration

OT06pa3nTb MHGOPMaALMIO 06 OrpaHNYEHMAX HA MAPOSIU.

set username username active

Pa36/10KMpoBaTb nonb3osartena, 3a6ﬂOKVIpOBaHHOFO no npunynHe
HEBEPHOro BBOAa NapoaA.

5.7. Pabora ¢ paitiamu

5.7.1. Onucanue apcymenmoe KOMaHo

[Ipu ocyiecTBieHuu onepaiuii Haj (aitiaMu, B KauecTBe apryMEHTOB KOMAaH/

BbicTynaoT aapeca URL — ompenenurtenn mecToHaxoxaeHUs: pecypca. Onucanue

KIIFOYCBBIX CJIOB, MCIIOJB3YCMBIX B OIICpAlNAX, IIPUBCACHO B Ta6JII/IH€ 48.
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Tabmnia 48 — CIIMCOK KIIFOUEBBIX CJIOB U MX OIMCAaHUE

Knroueesoe cno06o0 OnucaHue

McxoaHbI afipec Unm agpec Mecta HasHaueHWs 419 SHeproHe3aBUCUMON NaMATH.
flash:// IHeproHesaBncUman NamaATb UCMOb3YETCA NO yMoNYaHuio, ecam agpec URL onpepeneH 6es
npedukca (npedurcamu asnatotcsa: flash:, tftp:, scp:...).

running-config dain TekyLel KoHoUrypaumm.
mirror-config Konua daitna Tekyluen koHpuUrypaumm.
startup-config daitn nepBoHaYaibHON KOHUTypaLuum.
active-image daiin c akTUBHBIM 06pasom.
inactive-image dain c HeakTUBHbIM 06pasom.

UcxopHbIV aapec nam agpec mecta HasHavyeHusa ana FTP-cepsepa.
Cuntakcuc: ftp://[username[:password]@host/[directory/] filename
- username — WUMA NONb30BaTeNs;

ftp:// - password — napo/b No/ib30BaTeNs;

- host — IPv4-agpec nnu ceteBoe UMA YCTPOMCTBA;

- directory — KaTanor;

- filename — vimsa daiina.

McxopHbIV agpec nam agpec mecta HasHavyeHusa ansa TFTP-cepsepa.
Cuntakcuc: tftp://host[:port]/[directory/] filename.

- host — IPv4-agpec unm ceteBoe UM YCTPOMCTBA;

- port — nNopT Ha3Ha4yeHus;

- directory — KaTanor;

- filename — wma darina.

tftp://

NcxogHbl agpec nav agpec mecta HasHadyeHua ana SSH-cepsepa.
Cuntakcuc: scp://[username[:password]@]host[:port]/[directory/] filename
- username — UMsa NONb30BaTeNs;

- password — napo/b Nonb30oBaTens;

- host — IPv4-agpec nnm ceteBoe UM YCTPOMCTBA;

- port — NopT Ha3Ha4YeHus;

- directory — KaTanor;

- filename — uma daina.

scp://

McxogHbIV agpec nav agpec mecta HasHavyeHua ana SSH-cepsepa.

Cuntakcuc: sftp://[username[:password]@]host[:port]/[directory/] filename
- username — UMA NOJIb30BaTeNs;

- password — napo/b Nonb30oBaTens;

- host — IPv4-agpec nnmn ceteBoe UM YCTPOMNCTBA;

- port — NopT Ha3Ha4YeHus;

- directory — KaTanor;

- filename — uma dalina.

sftp://

logging daiin c uctopuelt KomaHa,

5.7.2. Komanowt 015 pabomowt ¢ gaiiramu

KomaHObI pexcuma 2106aa6HolU KOHpuU2ypayuu

Tabmuna 49 — Komauawsl AJis HACTPOWKHU IMApaMETPOB KOMHPOBAHUS B PEKHUME
r100aabpHON KOH(PUTYpaluu
3HaveHue/3Ha4yeHue
KomaHda / Aelicmeue
no ymon4yaHuro

ip tftp source-interface fo_port: (1..4);

{fortygigabitethernet fo_port | te_port: (1..24);

tengigabitethernet te_port | gi_port: (1..24); i .

gigabitethernet gi port | lb_port: (1..64); I(')):ze,u,enmb IP-uHTEpdENC MCTOYHUKA Ana nakeToB TFTP

loopback /b_port | tunnel tn_port: (1..16); '

tn_port | port-channel group | group: (1..48);

vlan vian_id} vlan_id: (1..4094)
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no ip tftp source-interface

/BbIKNOYEHO

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ip sftp source-interface
{fortygigabitethernet fo_port |
tengigabitethernet te_port |
gigabitethernet gi_port |
loopback /b_port | tunnel
tn_port | port-channel group |
vlan vian_id}

no ip sftp source-interface

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIKNIOYEHO

Onpegenutsb IP-uHTEpdENC NCTOUYHMKA AnA nakeTos SFTP
IPv4.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHWUIO.

KomaHObI pexcuma privileged EXEC

Tabsauua 50 — Komanas! 1uist pabotsl ¢ dainamu B pexxume Privileged EXEC

copy source_url running-config

copy running-config
destination_url [exclude | include-
encrypted | include-plaintext]

copy startup-config destination_url

3HayeHue/
KomaHoa 3HayeHue no Aelicmesue
YMOAYAHUIO
copy source_url destination_url KonupoBsatb ¢aiin n3 MectonosoxKeHns NCTOYHMKA B
[exclude | include-encrypted | MECTOMNOJIOXKEHWNE Ha3HAYeHMA.
include-plaintext] - source_url — mectononoxeHune Konnpyemoro danna;
- destination_url — appec mecTa HasHauyeHus, Kyaa ¢ainn byaet
CKOMMPOBAH.
Cneaytolime onuymn JOCTYMNHbI TOIbKO NPY KONUPOBAHUN U3
daitna KoHpUrypaumm:
- exclude — nHdpopmaums, KputTMuHan ans 6esonacHoCTH, He
6yaeT BK/AOYEHa B KOHEYHbIN daiin;
- include-encrypted — nHpopmauma, KpUTMYHanA gna
source_url: 6e30nacHoOCTH, ByaeT BKIOYEeHa B KOHEUHbIN paiin B
(1..160) 3awndpoBaHHOM BUAE;
CMMBO/IOB; - include-plaintext — nHpopmauma, KpUTUUHasA ans
destination_url: | gesonacHocTi, Gyaet BrAIOYEHa B KOHEUHbIN daiin B
(1..160) He3awundpoBaHHOM BUAE.
CUMBO/IOB;

KonupoBsaTtb ¢aiin KoHpUrypaLmm c cepsepa B TEKYLLYHO
KOHOUrypaumto.

CoXpaHWUTb TEKYLLYIO KOHUrypaLmio Ha cepBepe.

- exclude — MCKNOYUTL M3 KONUPYEMbIX AaHHbIX UHGOPMALLMIO O
KNKYax, Nnaponax n . n.

- include-encrypted — coxpaHATb AaHHbIE O K/AlOYax, MapoAx B
WnppoBaHHOM BUAE;

- include-plaintext — coxpaHATb AaHHble 0 KAkoYax, Naponsx B
ABHOM BUAE.

CoxpaHuTb NepBOHAYaAbHYI0 KOHdUrypaumio Ha cepsepe.

copy running-config startup-config

COXpaHWUTb TEKYLLYI KOHOUIypaLMIo B NepBOHAYaAbHYHO.

copy running-config file

COXpaHWUTb TEKYLLYIO KOHGUIypaLMIo B 3aAaHHbINA pe3epBHbIi
dain KoHduUrypauum.

copy startup-config file

CoxpaHUTb NepBOHAYaAbHYIO0 KOHUIYpaLmIo B 3a4aHHbIN
pesepBHbIi Gpain KoHPUrypaumu.

boot config source_url

KonupoBsatb ¢aiin KoHpurypaumm c cepsepa B pain
nepBoHaYaabHOM KoOHdUrypaumm.

dir [flash:path | dir_name]

OT06pa3nTb CNUCOK palinoB B yKasaHHOM KaTasore.
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more {flash:file | startup-config |
running-config | mirror-config |
active-image | inactive-image |
logging | file}

OT06pasunTb coaepkmmoe daiina.

- startup-config — oTtobpaaet cogepkumoe daiina
nepBoOHaYaibHOW KOHUTypauuuy;

- running-config — oTobparkaeT cogeprumoe daiina Tekywemn
KoHbUIrypauuu;

- flash: — oTobparkaeT dainbl ¢ dneww-namaTi ycTponcTea;

- mirror-config — oTob6paaeT cogeprmumoe daiina TekyLlen

file: (1..160) KOHbUIypauum c 3epKana;
CMMBO/IOB - active-image — oTobpakaeT Bepcuio Tekyliero ¢paiina obpasa
no.
- inactive-image — oTobparkaeT Bepcuto HeakTUBHOro daina
obpaza Nno.
- logging — oTobparkaeT cogepknmoe daina KypHana.
- file — vms daina.
’ ®daiinbl otobparkatorca B popmare ASCII.
o
delete ur/ — Yaanutb daiin.
delete startup-config — Yaanutb ¢dann nepBoHavanbHON KoHOUTypauuu.
boot system source_url KonupoBsatb daiin MO c cepsepa B HEAaKTUBHYIO 06/1aCTb NaMATH
- Ha mecTo pesepsHoro MM0.
boot system inactive-image — 3arpy3uTb ¢ HeakTMBHoOro obpasa MO.
show {startup-config | running- ip_addr: A.B.C.D, | Otob6pa3uTb cogepknmoe daina nepeoHavanbHo (startup-
config} interface {ip ip_addr | all); config) nnau Tekywei (running-config) KoHpurypauum.
gigabitethernet gi_port | gi_port: - interfaces — KoHUrypauma nHtepdeiicos kKommyTtatopa — IP-
tengigabitethernet te_port | (1..8/0/1..48); nHTepdeiicos, pranueckux nHTepdencos, rpynn MHTepdencos
fortygigabitethernet fo_port | oob te_port: (port-channel), VLAN-uHTepdeliicos, OOB-nopTa, loopback-
| port-channel group | vlan (1..8/0/1..24); nHTepdeincos, TyHHeei.
vlan_id | tunnel tunnel_id | fo_port: Cnepytrolime onuumn AOCTYMNHbI NPY BbIBOAE TEKYLLEHN
loopback loopback_id} ipvé (1..8/0/1..4) KoHbUrypauum:
{router ospf process_id} router group: (1..48); - ipv6 router ospf — KoHduMrypaums IPv6 OSPF npoueccos.
{ospf process_id} [brief | detailed] vlan_id: - router ospf — KoHourypauma IPv4 OSPF npoueccos.
(1..4094); - brief — BbIBOA, KOHOUIYpaLMK 6E3 ABOUYHDBIX SAHHBIX,
tunnel_id: Hanpumep, SSH- 1 SSL-kntoueit;
(1..16); - detailed — BbIBOA, KOHUIYpaLUK C BKAKOYEHNEM ABOMYHbIX
loopback_id: OaHHbIX.
(1..64); BbiBOA, KOHTEKCTOB KOHdUrypauum IP-uHTepdeiicos n
process_id: npoueccoB OSPF goctyneH Tonbko ana ¢paina Tekywen

(1..65535)/1, all

KoHourypauuum (running-config).

show bootvar

MokasaTb aKTMBHbIN dalin cuctemHoro MO, KOTOPbIW YCTPOMUCTBO
3arpyyKaert npwu 3anycke.

write [memory]

COXpaHUTb TEKYLLYO KOHdUrypaLuuio B ¢alin nepBoHa4aNbHOM
KOHdUrypaLmu.

boot license source_url

3arpysuTb Ha YCTPOMCTBO daii IULLEH3IUMN.

delete license [word]

YAanuTb € yCTPOMCTBA BCe YCTaHOBNEHHbIE Gai/ibl IULLEH3UA.
- word — vms daiina MMLEH3UM, KOTOPbLIV LOMKEH ObITb YAANEH.

rename url new_url

url, new_url:
(1..160)
CMMBO/0OB

N3meHnTb msa daiina.
- url — TekyLwwee nms paiina;
- new-url — HoBoe umsa daina.

CepBep TFTP He moeT 6biTb aapecom MCTOMHMKA U aApecoM HasHauyeHuA JNA O[HOM
< KOMaHAbl KONMUPOBaHMA.

[pumepbl UC1016308AHUA KOMAHO

=  Yaanutb daiin test 3 saHeproHe3aBUCUMO NAMATH:

console# delete flash:test

Delete flash:test?

[confirm]
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PGSYJILTaT BBIIIOJIHCHUSA KOMAaHIbI: ITOCJIC ITIOATBCPIKIACHNA (baﬁn 6y,Z[€T YOAJICH.

CymiecTByeT BO3MOXKHOCTh NPOCMOTpa KOHGUTYypauuu [UJIsi  TEKYIIEro

MCCTOITIOJIOKCHUA HJIA CIACAYIOINX PCKUMOB KOH(i)HpraHI/II/II

= +vlan database

* interface { gigabitethernet gi port| tengigabitethernet te port |
fortygigabitethernet fo port| port-channel group | loopback
loopback id | vlan vlan id | ip ip_ addr}

* interface range { gigabitethernetgi port | tengigabitethernet te port |
fortygigabitethernet fo port| port-channel group | vlan vlan id}

Tabsuua 51 — Komanasl mpocMoTpa KOHGUTYpallMy U3 TEKYIIEr0 MECTONOJIOKEHHS
3HayeHue/3HayeHue
no ymosn4aHuro

show -

KomaHda Aeiicmeue

OT106pa3nTb HaCTPOMKM 1A TEKYLLErO pexmMma KoHdUrypauum

5.7.3. Komanowt 01s pezepsuposanus KoHpuzypayuu

B nmanHOM pazjene omnucaHbl KOMaH[bI, MPEIHA3HAYEHHbIC ISl HACTPOUKU
pe3epBUPOBaHUS KOH(PUTYpalluu IO TallMepy WM TPU COXPAHEHUU TEKyIeh

koH(purypauuu Ha flash-nakonurene.

KomaHObI pexcuma 2n10bas1bHoU KOHpuU2ypayuu

Tabauua 52 — Koman bl yripaBiaeHusi CUCTEMON B pexXHMe I1100ajJbHON KOHPUTYpaluu

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

backup server server port

port

server: (1..22)
CMMBOJI0B
port: (0..65535)/nopt
no ymonyauuto (tftp —

YKasaTb cepBep, Ha KOTOPbIi
pesepBMpoOBaHNE KOHOUTYpaLUun.

- server — ctpoka B ¢opmate «tftp://XXX XXX XXX XXX» nam
«scp://username:password @XXX. XXX.XXX.XX»

- port — nopT HasHayeHWA cepeepa, Ha KoTopbih bypeT

6yaeT Mpou3BOAWUTLCA

69, scp — 22) NpouCXoAnNTb pe3epBauua KoHOUrypauum.
no backup server Yoanutb cepsep na pe3epBupoBaHus.
backup path path YKazaTtb NyTb pacnonoxeHusa ¢daiia Ha cepeepe M npedpuKca
path: (1..128) darina. MNpu coxpaHeHun K npedukcy 6ypetr pobaBnaATbCA
CMMBOJIOB TeKyLwas gaTta v Bpema B popmate rrrrmmasy4mmcc.
no backup path YpanuTb Nyt ANna pe3epsMpoBaHus.

backup history enable

no backup history enable

— /BbIK/OYEHO

Bkatountb COXpaHeHne NCTopun pesepBHbIX KOMWN.

OTKNOUUTD COXpaHeHNe NCTopUn pesepBHbIX KOMWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKasaTb MPOMEXYTOK BpeMeHM, No UcTeyeHmnmn Kotoporo byaet
OCYLLLeCTBNATLCA aBTOMaTUyeckoe pesepBMpoOBaHMe
KOHbUIrypauuu.

BoccTtaHOBUTL 3HaYeHMe no YMON4YaHUIO.

backup auto

no backup auto

— /BbIK/OYEHO

BK/IIOYUMTbL aBTOMATMYECKOE pe3epBHpOBaHmMe KOHUTypaLmu.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

backup write-memory

no backup write-memory

— /BbIK/OYEHO

BKNIOUUTL pe3epBMpPOBaHME KOHOUIypaLuU NpU COXpaHeHUU
nonb3osaTtenem KoHdurypaumum Ha flash-Hakonurens.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.
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backup reachability-check
tftp

no backup reachability-
check tftp

—/BK/IOYEHO

BKIOUMTL OTNpaBKy NYCTOro naketa A/A NPOBEPKM Hanuuus
TFTP-cepBepa (3HaYeHne No ymoa4aHuio).

OTKNOYNUTbL OTMNPABKY MYCTOro NakeTa A/1A MPOBEPKU HANNYMA
TFTP-cepBepa.

Tabmuma 53 — Komane! ynpasnenus cuctemoit B pexume Privileged EXEC
3HayeHue/3HayeHue
no ymos4vaHurw

KomaHoa Aelicmeue

show backup OTobparkaeT MHPOpPMALMIO O HACTPOMKax pesepBMPOBaHMA

KOHbUrypauum

show backup history OTobparkaeT WCTOPUIO  YCMELWHO COXPaHEHHbIX Ha cepsep

KOHPUrypaumi.

5.7.4. Komanowt 011 agmomamuueckozo 00H061eHUA U KOHuzypayuu

[pouyecc asmomamu4ecko2o 0b6Ho8AEHUA

KommyTtarop ~ 3amyckaeT — mpouecc ~— aBTOMATUYECKOTO  OOHOBIIEHUS,
6azupytromuiics Ha DHCP, ecinu oH BkitoueH u ums TekctoBoro (daitna (DHCP-onus
43, 125), congepxkatero umsa oopasza [10, Ob110 npenocrasieno cepsepom DHCP.

[Tpouecc aBTOMaTu4ecKOro OOHOBJIEHHSI COCTOUT U3 CJIEIYIOIINX 3TAIOB!

1. KommyTtarop 3arpykaer TEKCTOBbIM (ail1 U 4YuUTaeT M3 Hero ums (daiina
obpa3a [10 na TFTP-cepBepe;

2. Kommyrtarop ckaumBaer mepBblii 00k (512 0Oaiit) o6paza I[IO c¢ TFTP-
cepBepa, B KOTopoM coaepxkutcs Bepcus 110;

3. KommyTarop cpaBHHBaeT Bepcuto ¢aiina obpasa 10, momyyennoro ¢ TFTP-
cepBepa, ¢ Bepcued aktuBHoro ooOpaza IIO kommytatopa. Ecniu oHmM
OTJIMYAIOTCA, KoMMyTatop 3arpyxaetr obopa3 110 ¢ TFTP-cepsepa BmMecTo
HeakTHBHOTO oOpa3a [10 koMMmyTaTopa 1 JenaeT JaHHbIi 00pa3 aKTUBHBIM;

4. Ecnu o6pa3 [1O Obu1 3arpykeH, To KOMMYTaTOp Mepe3arpykaercs.

[lpoyecc asmomMmamu4ecko20 KOH@U2ypuUposaHUs

KommyTaTop  3amyckaer  Mmpolecc  aBTOMAaTHYECKOro  KoH(urypaiuu,

6azupyromuiics Ha DHCP, npu BBIOTHEHNN CIASAYIOMNUX YCIOBUM:

— B KOH(UTypaluu pa3penieHo aBTOMaTHYECKOe KOH(DUTypUpOBaHUE;
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— oteer DHCP-cepBepa conepxur [P-anpec TFTP-cepsepa (DHCP-onus 66) n
ums (aitna koudurypamuu (DHCP-onmus 67) B hopmate ASCIL.

MonyueHHbl ¢aitn  KoHUrypauum 3arpyKaeTcA B NepBOHauyanbHylo  (startup)
ol KoHourypauumio. Nocne 3arpysku KoOHGUrypauum KommyTtaTop nepesarpyraerca.

KomaHObI pexcuma 2106aabHOU KOHGpU2ypayuu

Tabsuna 54 — KomaH bl yripaBiaeHUsl CACTEMOM B peXXUME I1100ajJbHON KOHPUTYpaluu

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmesue
no yMoa4YaHUuto

boot host auto-config BkntoyeHne aBTomaTtuyeckon KoHburypauum, 6asmpytoweiica Ha

DHCP.
. -/BKAKOYEHO " -

no boot host auto-config BbIkntoueHMe aBTOMaTUUECKOM KoOHOUrypaumm, basupytolieinca Ha
DHCP.

boot host auto-update BKnloyeHMe aBTOMaTMyeckoro obHosneHua MO, basupylowerocs
Ha DHCP.

-/BKAOYEHO

no boot host auto-update BbikntoueHne aBTomaTuyeckoro obHoeneHua MO, basumpytowerocs

Ha DHCP.

KomaHObI pexcuma privileged EXEC

Tabnuna 55 — Komansl ynpasienust cuctemoii B pexume privileged EXEC
3HayeHue/3HayeHue
no ymosn4aHurw

show boot MNpocmoTp HacTpoek aBTOMaTUYECKOro obHoBNEHUA 7
KOHdUrypaLmu.

KomaHda Aeiicmeue

=  [pumep KoHourypauymm ISC DHCP Server:

option image-filename code 125 = {
unsigned integer 32, #enterprise-number. MmeHTuduKaTOP NPOMIBOAUTENISI, BCEerIa pPaBeH
37293 (Rusteletech)

unsigned integer 8, #data-len. [nmHa BCex HAHHBIX ONUMM. PaBHA IJIMHE CTPOKM sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Konm nomomnumyu, BcCerma paBeH 1

unsigned integer 8, {#sub-option-len. [nuHa cTpoku sub-option-data

text #sub-option-data. Umsa TekcToBOTO Odaryia, comepxXxamero uMS
obpasa IIO

i

host rusteld20-test {

hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec KoMMyTaTopa

filename " Rustel-XXX-test.cfg"; #1Msa KOHOUTYpaLUM KOMMYyTaTOpa

option image-filename 37293 18 1 16 " rustel-x.ros"; #1MsT TEKCTOBOTO
damna, comepxaumero mMmsa obpasa IO

next-server 192.168.1.3; #IP-ampec TFTP cepeepa

fixed-address 192.168.1.36; #IP-ampec kOoMMyTaTOpa

5.8. Hacrpoiika CHCTEMHOI'0 BpeMeHH

/ Mo ymonuyaHMIO aBTOMATMYECKUIA Nepexops HA JsieTHee BpPeMA OCyLLecTBAAeTCA B
CcoOoTBeTCTBUM cO cTaHgapTamu CLLUA un EBponbl. B KoHUrypaumm moryt 6biTb 3agaHbl t06ble
[aTa U BpemsA ANA nepexoa Ha eTHee BpemsA U obpaTHo.
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KomaHObi pexcuma Privileged EXEC

Tabnuna 56 — Komanasl HACTpOWKHU cucTeMHOro BpemeHu B pexkume Privileged EXEC

month: (Jan..Dec);
year: (2000..2037)

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
clock set hh:mm:ss day hh: (0..23); Py4yHan ycTaHOBKa CUCTEMHOIO BpeMeHU (KomaHaa A0CTyMnHa
month year mm: (0..59); TONbKO ANS NPUBUNETMPOBAHHOIO NONb30BaTeNA).
clock set hh:mm:ss month ss: (0..59); - hh — Yyacbl, MM — MWHYTbI, SS — CEKYyHAbl;
day year day: (1..31); - day — peHb; month — mecsw; year — rog,

show sntp configuration
[vrf {vrf_name | all}]

vrf_name: (1..32)
CMMBOJI0B

MokasaTb KoHbUrypaumio npoTokona SNTP.
- vrf_name — nmsa BMPTyanbHOW 061aCTM MapLLpyTM3aLmu.

show sntp status [vrf
{vrf_name | all}]

vrf_name: (1..32)
CUMBOJI0B

MokasaTb cTaTyc NPOTOKONa CUHXPOHM3aunn spemerHn SNTP no
cetu.
- vrf_name — vima BMPTyanbHOW 061aCcTM MapLupyTM3aumu.

show ntp

Moka3aTb TeKyLlee COCTOAHME U CTAaTUCTUKY CNyKObl NTP.

show ntp status

[MoKasaTb CTaTyC NPOTOKO/1A CUHXPOHM3auum spemeHn NTP no
ceTu.

show ntp associations
[detail]

MNokasaTb MHPOpPMaLMIo 0 cornacoBaHmm ycTpolictea ¢ NTP-
cepBepamu 1 04HOPAHTOBLIMU y31aMU.

show ntp statistics

Moka3aTb CTaTUCTMKY PaboTbl NMPOTOKOAA.

KomaHOwb! pexcuma EXEC

Tabnuua 57 — KoMaH1pl HACTpOMKHU CUCTEMHOTO BpeMeHU B pexkume «kEXECy

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

show clock

show clock detail

lNoKa3blBaeT cuctemHoe Bpema u gaty.

[ononHutensHo oTo6pakaeT napameTpsbl
nepexoaa Ha NeTHee Bpems.

4aCcoBOro nodAca w

KomaHObI pexcuma 2n10bas1bHoU KOHpuU2ypayuu

Tabmuua 58 — Crniucoxk KomaHa il HAaCTPOMKM CHUCTEMHOIO BPEMEHH B PEXHME
rJ100aIbHON KOH(UTyparmu

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp
| browser}

—/BHELIHWUIA UCTOYHUK
He ucnonb3yerca

Mcnonb30BaTh BHELWHWIA UCTOYHMK 419 YCTaHOBKM CUCTEMHOTO
BpeMeHMU.
B cnyyae HasHauyeHUA UCTOYHUKOM ntp, YCTPOICTBO
V 6yAeT No yMoN4aHUIO BbINOJIHATbL POJb ntp-server,
OTBeuasn Ha 3anpocbl KAMEHTOB.

3aI'IpeTMTb MCNonb3oBaHNE BHELWWHEro NCTOYHNKa ANA YCTAaHOBKU
CUCTEMHOIO BpeMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT onmncaHua 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YCTaHOBWTb 3HaY€HME YacoBOrO MNosAca.

- zone — cNoBo, CPOPMMPOBAHHOE U3 NepBbIX BYKB
CNI0BOCOYETAHUA, KOTOPOE OHO 3aMeHseT (onMcaHue 30HbI);

- hours-offset — yacoBoe cmelLeHNe OTHOCUTENbHO HYNEBOTO
mepuanaHa UTC;

- minutes-offset — MUHYTHOE CMeLL,eHNe OTHOCUTENIbHO HY/IEBOTO
mepuanara UTC.

YCTaHOBUTb 3HAYeHWe no YMOI4aHUIO.
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clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HeT OnMncaHus 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;
Mo ymon4yaHuo
nepexog, Ha feTHee
BPEMSA BbIKNOYEH

3apaTb AaTy M BpemMa 415 aBTOMaTUYECKOro Nepexoaa Ha feTHee
Bpemsa 1 Bo3BpaTa 06paTHO (a1a onpeaeneHHoro roga).

MNepBbiM B KOMaHAE YKa3bliBaeTCcA ONMCaHME 30HbI, BTOPbIM BPEMS
AN1A Nepexoaa Ha NeTHee Bpems v TPeTbUM BpemMa AN BO3BpaTa.
- zone — cn0BO, CPOPMMUPOBAHHOE U3 NEPBbIX BYKB
CNOBOCOYETAHMA, KOTOPOE OHO 3aMeHAET (ONMCcaHNe 30HbI);

- date — uucno;

- month — mecau;

- year — rog;

- hh — yacbl, mm — MUHYTbI;

- offset — KONNYECTBO MUHYT, 06ABAAEMbIX NPU NEPEXOAE Ha
NeTHee Bpems.

3apaTh AaTy M BPeMA A5 aBTOMATUYECKOTo Nepexoa Ha NeTHee
BpPEMA 1 BO3BpaTa 06paTHO B PEKMME eXKEerogHo.

- zone — cnoBo, CGOpPMMPOBaAHHOE U3 NepBbIX OYKB
C/I0BOCOYETAHUA, KOTOPOE OHO 3aMeHseT (onMcaHue 30HbI);

- usa — YCTaHOBWUTb NPABW/IA Nepexosa Ha NeTHee Bpems,
ncnonbsyemble B CLUA (nepexom, Bo BTOPOE BOCKpeCeHbe MapTa,
06paTHO B NepBOe BOCKpeCceHbe HOAGPSA, B 2 Yaca yTpa no
MECTHOMY BPEMEHM);

- eu — YyCTaHOBWTb NpaBMa Nepexosa Ha NeTHee Bpems,
ncnosbayemble EBpocoto3om (nepexos B nocnesHee BOCKpECEHbE
MmapTa, 0bpaTHO B nocnesHee BOCKpeceHbe OKTAbpA, B 1 vac yTpa
no FpuHBMYY);

- hh — yacbl, mm — MUHYTbI;

- week — Hepens mecaua;

- day — peHb Hepenu;

- month — mecau,;

- offset — KonuuecTBo f06aBAAEMbBIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTKNOUYUTL AaBTOMATUYECKU I nepexo Ha NneTHee Bpema.

sntp

YCTaHOBUTb KJIOY MPOBEPKM MOAJNHHOCTU A npoTokona SNTP.

. . number:
authentication-key ) - number — Homep KNtoYa;
(1..4294967295);
number md5 value value: (1.32) - value — 3HaueHwe KNtoYa;
encrypted sntp CUMBOIOB: - encrypted — 3a4aTb 3Ha4YeHWe KoYa B 3aWIMPPOBAHHOM BUE.
authentication-key n ¢
number md5 value 0 ymoAnaHuio
npoBepKa
no sntp YAanuTb KN4 NPOBEPKM NOANMHHOCTM ANA npoToKkona SNTP.
authentication-key NOASIMHHOCTA
number OTK/IlOYeHa
sntp authenticate —/npoBepka TpeboBaTb NPOBEPKY NOAJAMHHOCTU ANA NOAYYEHUA UHPOpMaLUm
NOANIMHHOCTU He ot NTP-cepsepos.
no sntp authenticate Tpebyetca YCTaHOBWTb 3HaY€HME NO YMOYAHUIO.

sntp source-interface
{fortygigabitethernet
fo_port |
tengigabitethernet te_port
| gigabitEthernet gi_port |
loopback /b_port | tunnel
tn_port | port-channel
group | oob | vlan vian_id}
[vrf {vrf_name | all}]

no sntp source-interface

fo_port: (1..4);
te_port: (1..24);
gi_port: (1..24);
Ib_port: (1..64);
tn_port: (1..16);

group: (1..48);

vlan_id: (1..4094);
vrf_name: (1..32)
CUMBOJI0B
/BbIKNIOYEHO

Onpeaenntsb IP-uHTepdeinc uctouHrnka ansa naketos NTP IPv4.
- vrf_name — nmsa BMPTyanbHOW 061aCTM MapLLpyTM3aLmu.

YCTaHOBUTb 3HAYeHne no YMOI4YaHUIO.

sntp source-interface-ipvé
{fortygigabitethernet
fo_port |
tengigabitethernet te_port
| gigabitEthernet gi_port |
loopback /b_port | tunnel
tn_port | port-channel
group | oob

| vlan vian_id}

fo_port: (1..4);
te_port: (1..24);
gi_port: (1..24);
Ib_port: (1..64);
tn_port: (1..16);

group: (1..48);

vlan_id: (1..4094)

/BbIKNIOYEHO

Onpegaenntb IPVv6-uHTEPdENC NCTOYHUKA anA nakeTos NTP IPv6.
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no sntp source-interface-
ipv6

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMONHaHMIO
ncnonbsyetca
CNy4YanHbIi NopT

YctaHosuntb SRC UDP-nopt ana naketos NTP.
Mpwu ncnonbzosaHum UDP-nopToB 13 gnanasoHa 1-1024
V npeABapUTeNIbHO HYXXHO Y6eAUTbCA, YTO AaHHbIM NopT
cB0604EH U He UCNOJIb3YETCA APYTMMU CEPBUCAMMU.
MopT 50000 siBAAETCA NOPTOM MO YMOYAHUIO ANA
dyHKUMOHana peer detection ipaddr.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

sntp trusted-key
key_number

key_number:
(1..4294967295);
Mo ymon4yaHuo

OcyLuecTBUTb NPOBEPKY NOAJMHHOCTU CUCTEMBI, OT KOTOPOW
CUHXPOHU3MpyeTca ¢ nomoLbto SNTP no 3agaHHOMY Ktouy.
- key_number — Homep KAntoYa.

no sntp trusted-key nposepka YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
key_number Noa/IMHHOCTMN
OTK/IKOYEeHa
sntp broadcast client PaspewnTb paboTy WwnpokoselLatenbHbix SNTP-KAneHToB.
enable {both | ipv4 | ipv6}
no sntp broadcast client —/3anpewero YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
enable
sntp anycast client enable Paspewntb paboTy SNTP-KAMEHTaM, NOAAEPHKMUBAOLWMM METOS,
{both | ipv4 | ipv6} PacCbI/IKM NAKeTOB, NO3BOAIOLLMIA NOCLINATL AAHHblE
—/3anpelueHo b6anKariwemMy yCTPOMCTBY U3 rpynnbl NoayyaTenen.
no sntp anycast client YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
enable
sntp client poll timer seconds: YctaHoBUTb Bpema onpoca gnasa SNTP-cepsepa.

seconds

no sntp client poll timer

(60...86400)/1024

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

sntp client enable
{fortygigabitethernet fo_po
rt | tengigabitethernet
te_port | port-channel
group | oob | vlan vian_id}

fo_port: (1..4);
te_port: (1..24);

Paspewntb paboTy SNTP-KAMeHTaM, NO4AEPKUBAOLWUM METOS,
PacCcblIKM NaKeToB, NO3BONAIOLWMIA NOCLIIATL AAHHbIE
6ankaviemMy yCTPOMCTBY U3 rpynMbl NOyYaTenen, a Takxke
LWwMpoKoBeLlaTesibHbiM SNTP-KAneHTam a1 BblI6paHHOro
nHTepoelica.

- noapobHoe onucaHne UHTephENCoB U3N0XKEHO B pasaene
«KoHdurypaums nHtepdelicos».

- group: (1..48);
no sntp client K YCTaHOBUTb 3HAYEHME MO YMOJIYaHUIO.
enable vlan_id (1..4094)
{fortygigabitethernet /sanpeiueno
fo_port |
tengigabitethernet te_port
| port-channel group | oob
| vlan vian_id}
sntp unicast client enable Paspewntb paboTy ogHoagpecHbix SNTP-KAneHTOB.
no sntp unicast client —/3anpelleHo YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.
enable
sntp unicast client poll Pa3pewnTb nocnenoBaTebHbIN ONPOC 3a4aHHbIX 04HOAAPECHbIX
— /3anpewero SNTP-cepsepos.

no sntp unicast client poll

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.
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sntp server
{ipv4_address |
ipv6_address |
ipv6_link_local_address%{v
lan {integer} | ch {integer}
| isatap {integer} |
{physical_port_name}} |
hostname} [poll]
[priority priority]
[key keyid] [vrf
{vrf_name | all}]

no sntp server
{ipv4_address |
ipv6_address |
ipv6_link_local_address%{v
lan {integer} | ch {integer}

| isatap {integer} |
{physical_port_name}} |
hostname} [vrf

{vrf name | all}]

priority: (0..255)/0
hostname: (1..158)
CUMBOJI0B;
keyid:
(1..4294967295);
vrf_name: (1..32)
CMMBOJI0B

3apatb agpec SNTP-cepsepa.

- priority — npuopwuTeT cepsepa: NPU YCAOBUN PaBHbIX 3HAYEHU
CTPaTYMOB CMHXPOHU3ALMA BpemeHM ByaeT BbINOJHATLCA C
cepBepom, y KOTOPOro Hambosibliee 3HaYeHne NPUOPUTETa;
- ipv4_address — IPv4-aapec y3na cety;

- ipv6_address — IPv6-agpec y3na cety;

- ipvbz-address — IPv6z-aapec y3na cetv ans ping.

dopmart agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbIl IPv6-aapec KaHana;
interface_name — nma ncxogawero nHtepdelica sagaetca 8
cnepyouem dpopmare: vlan {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOE UMA y3na ceTu;

- poll — BKntouaeT onpoc;

- keyid — naeHTUOUKATOP KAtoYa;

- vrf_name — vmsa BUPTyanbHOM 061acTU MmappyTU3aLmm.

Ypanutb cepsep 13 cnmncka SNTP-cepsepos.

ntp {server | peer}
{ipv4_address |
ipv6_address |
hostname} [version
version]

version: (1..4)/4
hostname: (1..158)

3apatb agpec NTP-cepBepa nan og4HOPaHroBoro ysna.
- ipv4_address — IPv4-agpec y3na cety;

- ipv6_address — IPv6-agpec y3na cety;

- hostname — pomMeHHOE UMA y3na ceTu;

- version — onpeaenvTb BEPCUIO MPOTOKOAA ntp.

no ntp {server | CMMBON0OB Ypanutb cepsep us cnucka NTP-cepsepos.

peer} {ipv4_address

| ipv6_address |

hostname}

clock dhcp timezone Pa3pelunTb nonyyeHne Taknx AaHHbIX KaKk YaCOBOM NoAC U fieTHee
— /3anpetueHo Bpemsa ot DHCP-cepsepa.

no clock dhcp
timezone

3anpeTuTb NOAyYeHME TaKUX AaHHbIX KaK YaCcOBOWM NOAC U neTHee
Bpemsa otr DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepageltica

Tabmuna 59 — Cnucoxk KomaHA Jii HAaCTPOMKK CHUCTEMHOTO BPEMEHH B PEXKHUME

KOH(uUrypauuu uarepdeiica
3Ha4yeHue/3HayeHue
no ymon4yaHuro

KomaHoa HAelicmeue

PaspewaeT paboty SNTP-KnMeHTy, KOTOpbIV NOAAEPKUBAET METOS,
PacCcblIKM NaKeToB, NO3BONAIOLWMI NOCbINATL AAHHbIE YCTPOMCTBY
banKanwemy n3 rpynnbi nonydyatenen, a TaKkKe
lwnpokoselatenbHomy  SNTP-kAMeHTY Ha  HacTpavBaemom
nHtepoeiice (Ethernet, port-channel, VLAN).

sntp client enable

-/3anpeweHo

no sntp client enable YCTaHaBAMBAET 3HaYeHWeE N0 YMOAYAHMUIO.

[Mpumepbl 8bINOAHEHUA KOMAHO

. OTO6p33MTb CNCTeMHoOE Bpema, AaTty U AaHHble No 4acoBOWM 30He:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP
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Time zone:
Acronym 1is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyc nmponecca CHUHXPOHHU3AIIMHM BPCMCHU 0T06pa>1<aeTc;1 C IIOMOIIBIO

AOIIOJIHUTCIIBHO CUMBOJIA IICPC/] 3HAYCHNECM BPCMCHU.

lpumep:

‘*15:29:08 PDT (UTC-7) Jun 17 2009

Hcnonp3yrores cnenyromue 0003HaueHUsL:

— Touka (.) O3HayaeT, 4YTO BpPEMsSl JOCTOBEPHO, HO HET CUHXPOHM3ALUU C
cepsepom SNTP;

— OTCYTCTBHE CHMMBOJIa O3HAYaeT, YTO BPEMs JOCTOBEPHO M CHHXPOHM3AITUS
€CTh;

— 3Be3nodYka (*) o3HayaeT, YTO BpEeMs HEIOCTOBEPHO.

= 3apaTb AATy M BpeMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009
= OTtobpasunTb cTaTyc NpoToKkona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast
Unicast servers:
Server : 10.10.10.1
Source : Static
Stratum : 3
Status oup
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec
Anycast server:
Broadcast:

B npumepe BbIIE CUCTEMHOE BpeEMSI CHHXPOHU3HpOoBaHo ot cepeepa 10.10.10.1,
nocinenqHuii orBer mojiydeH B 10:37:38, HecoBmajeHWE CHUCTEMHOTO BPEMEHH C

BpeMeHEM Ha cepBepe coctaBuio 1.04 c.
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=  YKasatb ntp-server:

console (config) #clock source ntp
console (confiqg) #ntp server 10.10.10.1

YKasaTb ntp-peer:

console (config) #clock source ntp
console (config) #ntp peer 10.10.10.1

YKa3zaTtb sntp-server 4na unicast-pexkuma:

console (config) #clock source sntp

console (config) #sntp client poll timer 60
console (config) #sntp unicast client enable
console (config) #sntp unicast client poll
console (config) #sntp server 10.10.10.1 poll

Ona NTP-knuneHTa B Bepcuax Huxe 4.0.23.1 gonycTMma cieaytowasn KoHourypauyma:

console (config) #clock source ntp
console (config) #sntp server <IP-azmpec> poll

HauunHasa c Bepcun 4.0.23.1 KoHOUrypaumna NTP-kaneHTa M3meHeHa B CBA3W C MOJIHOM NOALEPKKON
npotokona NTP:

console (config) #clock source ntp
console (config) #ntp server <IP-azmpec> poll

5.9. Koundurypauus BpeMeHHBIX MHTEPBaJIOB time-range

KomaHObI pexcuma KoHu2ypayuu 8pemMeHHbIX UHMEP8asn08

console# configure
console (config)# time-range range_name, rae

range_name — cUMBOJIbHbIN (1...32) ngeHTUPUKATOP BPEMEHHOIO MHTEpBana
console (config-time-range) #

Tabmauna 60 — Komanasl pexxriMa KOHGUTYpallid BpEMEHHOTO HHTEpBajia

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o YyMOAYAHUIO
absolute {end | start} hh:mm hh: (0..23); 3apaTb Havyano U (MAK) KoHew, BpeMeHHOro MHTepsana B ¢popmare:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecsL, rof.
no absolute {end | start} date: (1..31); YanuTb BPEMEHHO MHTEpBaN.

month: (jan..dec);
year: (2000..2097);

periodic list hh:mm to hh:mm hh: (0..23): 3a4aTb BpeMeHHOM MHTepPBa B TEYEHUE OAHOTO U3 AHEW Heaenun unm
{all | weekday} +(0..23); KaXKA0ro AHA Heaenu.

:(0..59);
no periodic list hh:mm to mm: ( )

Y4anutb BpeMeHHOM HTepBa.
weekday: (mon...sun
hh:mm {all | weekday} vil )

periodic weekday hh:mm to 3apaTb BpEMEHHOM MHTepBan B TeYEHUE Heaenu.

weekday hh:mm hh: (0..23);
mm: (0..59);

no periodic weekday hh:mm to
weekday hh:mm

YAanutb BpeMeHHOM MHTepBa.
weekday: (mon...sun) A P p
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5.10. Kondurypanus unrepdeiicoB u VLAN

5.10.1.

Hapamempuvr Ethernet-unmepdgheiicos, Port-Channel u Loopback-
unmepdgheiicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos)

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..} | loopback lIloopback id }

console (config-if) #

JlaHHBI peXUM JOCTYNEH W3 peXHMa KOH(UrypalMu W NpeaHa3HayeH IS

3a/laHusl MapaMeTpoB KoHpurypauuu uarepderica (mopra KOMMYTaTOpa WK TPYIIIBI

MOPTOB,

UHTEP(EHCOB.

paboTaronMX B peXHUME pa3leleHHs Harpysku),

00 Juara3zoHa

Bri6op wuHTepdeiica OCyHIeCTBISETCS MPU IMOMOIIM KOMaH/, yKa3aHHBIX B

Ta0nuIe HIKE (B 3aBUCUMOCTH OT MOJIEJIM KOMMYTAaTOPA).

Tabnuna 61 — Komanel BeiOOpa nHTEpdEiica B 3aBUCUMOCTH OT MOJISITH KOMMYTaTopa

KomaHoa

HasHaveHue

Modenb Kommymamopa

interface fortygigabitethernet fo_port

Ana Hactpoikm 40G-uHTepdelicos

RTT-A420-24XG-4QXG

interface tengigabitethernet te_port

Ana HacTpoirku 10G-uHTepdelicos

RTT-A420-24XG-4QXG,

Bce mogenu cepmumn RTT-A330,

Bce mogenn cepun RTT-A230, Kpome
RTT-A230-8T-2G, RTT-A230-8P-4G

interface gigabitethernet gi_port

Ana HacTponku 1G-mHTepdencos

BCE MOAenu

interface port-channel group

ONA HAaCTPOMKM rpynn KaHanos

BCE MOAeNu

interface oob

ANA HAaCTPOWKM MHTepdelica ynpasneHus

RTT-A420-24XG-4QXG,
RTT-A330-24F-4XG,
RTT-A330-24T-4XG

interface loopback loopback_id

ONA HAaCTPOMKM BUPTYasibHbIX MHTepdelicos

BCE MOAeNu

roe:

— group — NopAAKoBbIA HOMep rpynnbl, obuwee KoanyecTso Tabavue 9 (CTpoka «Arperauus KaHanos

(LAG));

— fo_port — nopagkosblii Homep 40G-nHTepdeliica, 3agaetca B suge: 1..

8/0/1..N;

— te_port — nopsaaxosblit Homep 10G-uHTepdelica, 3apaetca 8 suge: 1..8/0/1..N;

— gi_port—nopaaKkosbiit Homep 1G-nHTepdeiica, 3agaerca 8 suae: 1..8/0/1..N;

— loopback_id —nopaakoBbiit HOMep BUPTyanbHoro nHTepdelica, obuiee Konmyectso Tabamue 9 (cTpoKa
«Konuuyecteo BMpTyanbHbIx Loopback-uHtepdelicos»).

3anuck uHTEpPeiica

HOMEp YCTPOICTBA B CTEKE

1..8/0/1..N

HOMep CN0oTa

Homep UHTepdeica
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KoMman b1, BBeIeHHBIE B pekuMe KOHpUrypamuu unrepderica, IpuMeHsI0TCs K

BBIOpaHHOMY HHTEp]EIiCy.

Hixe IMPpUBCACHBI KOMAHJAbBI JIsI BXOJa B PCKUM HaCTpOﬁKH ACCATOIO

Ethernet-untepdetica (s RTT-A420-2XGF-4QXG) nepBoro ycTpoicTBa B CTEKE U

BXOJla B PEKUM HACTPOMKH TPYIIIBI KAHAJIOB 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel 1

console (config-if) #

Br16op auanazona nHTEpPEcoB OCYIECTBISIETCS IPH MOMOIIM KOMaHI:

interface range fortygigabitethernet portlist — panAa  HacTpoMKM  AManasoHa
fortygigabitethernet-untepdelicos;

interface range tengigabitethernet portlist — pns HacTpoikn guanasoHa tengigabitethernet-
nHTepdelcos;

interface range gigabitethernet portlist — gna HacTponkm gmanasoHa gigabitethernet-
nHTepdelcos;

interface range port-channel grouplist — nna HacTpolikun grManasoHa rpynn NopTos..

KoMaH/bl, BBEJICHHBIE B JaHHOM pPEXHME, MPUMEHSIOTCS K BBIOpaAaHHOMY

Jara3oHy UHTepQencoB.

[Tpumep kKoMaHABI JAJI1 BXOJa B PEKUM HACTPOWKH JTuarna3oHa uHTepdeicon c 1

o 10:

console# configure

console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-8

console (config-if) #

Tabmuna 62 — Komanawel pexuma koHburypanuu uHTepdeiicoB Ethernet u Port-

Channel

KomaHoa

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

shutdown

BbIKNtOUMTL KOHUTYpUpyembln MHTepdelic (Ethernet, port-
—/BKNtOYEH channel).

no shutdown

BKAtOUUTL KOHOUTYpUpPYembIii MHTepdeitc.

description descr descr: (1..64) [Oo6asuTb onncaHne nHtepoeiica (Ethernet, port-channel).

no description

CMMBONOB/HET

onuUCaHns Ypanutb onvcaHue uHtepdeiica.

speed mode

mode: (10, 100, 1000, 3afaTb CKOpPOCTb Nepesayn gaHHbix (Ethernet).

no speed

10000) YCTaHOBUTbL 3HAYEHME N0 YMONYaHMIO.

duplex mode

3afaTh pexxum gynnekca uHtepdeiica (NnoaHogynnekcHoe

mode: (full, half)/full
coeanHeHue, NONyaynaeKkcHoe coeamHeHune, Ethernet).
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no duplex

no unidirectional

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

YCTaHOBWTb 3HaYeHMe N0 YMOJYAHUIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/1OUMTb aBTOCOrIaCOBaHMWE A/ CKOPOCTU U AynieKca Ha
HacTpanBaemom uHTepoderice. MoXKHO yKasaTb onpeaeneHHble
COBMECTUMOCTM NapameTpa aBTOCOr/1aCoBaHMWA, eCv NapameTpbl
He 3a4aHbl, TO NoaAepKuBatoTca Bce coemectumoctu (Ethernet,
port-channel).

BbIK/NHOYMTL aBTOCOMNACOBaHME 4/19 CKOPOCTU U AynaeKca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKAIOYEHO

BbIKNOUMTL NPONYCK NpoLLeAypbl aBTOCOINAaCOBAHMSA, €Cn
napTHep Ha BCTPEYHOWN CTOPOHE He OTBeYaeT.

BK/IOUMTb NpONYCK NpoLeAypbl aBTOCOrNAaCoOBaHUA, €CIM NApTHEP
Ha BCTPEYHOM CTOPOHE He OTBEYaeT.

flowcontrol mode

mode: (on, off,

3afatb pexum ynpasneHus notokom flowcontrol (sknrounts,
OTK/IIOYUTb MW aBTOCOIIacOBaHNe). ABTOCOr1acoBaHue
flowcontrol paboTaeT ToNbKO B CAyyae, ecn pexrmm

auto)/off aBTOCOrNacoBaHMA negotiation BK/IOYEH HA HacTPaMBaemMom
nHTepodeiice (Ethernet, port-channel).
no flowcontrol OTKNIOYUTD PEXUM YNpaBaeHUA NOTOKOM.
back-pressure BkntounTtb GyHKLMIO «06PaTHOrO AaBNEHUA» HA HACTPaMBaeMOM
nHtepdeiice (Ethernet).
—/BbIKIOYEH

no back-pressure

BbIKNIOUUTL GYHKLUMIO «06PATHOrO AaBNEHUA» HA HAacTpanBaemom
nHTepoelice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBUTb Neprog, B TeYEHME KOTOPOro cobupaeTca CTaTUCTMKA
0 Harpyske Ha uHTepodeiice.
V MNpn 3TOM MHTepBan pacyéta CYETUMKOB He
M3MeHseTcs.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

Bbi6paTb TMN KOMBO-NOPTa B KaYeCTBE OCHOBHOMO HOCUTENA.
-force-fiber — paspelueHa akTMBHOCTb TOIbKO ONTUYECKOW YacTu
KOMb0-nopTa;

-force-copper — paspelleHa aKTUBHOCTb TO/IbKO MeZHOM YacTu
KOMb0-MnopTa;

-prefer-fiber — npenmyLLecTBo onNTMYECKOro NIMHKa.

YCTaHOBWTb 3HaYeHue no YMO4YaHUIO.

mtu size YCTaHOBUTb 3HaUeHMe maximum transmission unit (MTU)
V Hactpoiika MTU He paboTaeT ana TpaH3UTHOro TpaduKa.
Hactpoiika npumeHseTca nocae nepesarpysku
size: (128..1500)/1500 V ycTpoiictea.
6anT
’ | 3HaueHue mtu He BKAloyaeT B ceba 18 6aur,
o npuxoaALwmMeca Ha 3aronosokK Ethernet u KOHTpoONbHYIO
cymmy (FCS).
no mtu YCTaHOBUTb 3HAYeHMe N0 YMOIYaHUIO.
snmp trap link-status BKkntounTb otnpaBky SNMP trap-coobLuieHunii 0 cocTosiHUM
—/BKAtOYEHO NHTEPdENCHBIX IMHKOB.
no snmp trap link-status OTKNtoYUTL oTNPaBKy SNMP trap-coobueHuii.
hardware profile portmode MepeKkntounTb pexkum noptos XLG1-XLG4.
{1x40g | 4x10g} | KomaHpga AocTynHa To/IbKO ANS NOPTOB
—/1x40g V fortygigabitethernet ycrpoiictea RTT-A420-24XG-4QXG.

V HacTpoiika npumeHsaeTca nocne nepesarpysku
ycTpoiicTBa.
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feccl74

—/BbIK/IOYEH

fec off

BKOUNTL peXKMM NPAMOI KoppeKLmm owmnbok cl74 Ha
HacTpanBaemom uHTepoerice (XLG1-XLG4).

Y

V KomaHaa Hef,0CTyNHA ANA CTEKOBbIX JIMHKOB.

KomaHaa AocTynHa ToNbKO ANA NOpToB
fortygigabitethernet ycTpoiictBa RTT-A420-24XG-4QXG.

OTKNIOUNUTD PEXKMM NPSMOI KOPPEKLMUN OLINBOK.

ip tcp adjust-mss value

value:
(500..1460)/1460 6aint

no ip tcp adjust-mss

HasHauutb pusunyeckomy nHtepoeiicy Ethernet pasmep TCP
Maximum segment size.
' Ucnonb3ayetca npu Hanuuum IP address Ha untepdeiice.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Tabmuna 63 — Komanapl pexxuma oOmux Hactpoek uHTepdeiica Ethernet m Port-

Channel

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

port jumbo-frame

Pa3spewntb KoMmmyTaTOpy paboTaTb € Kagpamu 601bLWOro
pa3smepa.

V’ 3HaueHne maximum transmission unit (MTU) no
ymonyaHuio 1500 6aitT.

Hacrtpoiika BCTYNUT B CUAY TONbKO MoOC/ie nepesarpysku

flapping/paspelueHo

—/3anpewero V yCTpOWCTBa.
V 3HaueHne maximum transmission unit (MTU) npu
HacTpoiike port jumbo-frame 10240 6aiit.

no port jumbo-frame 3anpetTnTb KOMMyTaTOPy PaboTaTh C Kagpamm 60NbLIOTO

pa3smepa.
errdisable recovery cause BKtOUNTL aBTOMATMUYECKYIO aKTMBALMIO MHTepdeiica nocae ero
{all | loopack-detection | OTK/OUYEHUA B CNEAYHOLLNX CAyYanX:
port-security | dotlx-src- - loopback-detection — obHapyxeHue netenb;
address | acl-deny | stp- - port-security — HapylweHune 6e3onacHocTv Ana port security;
bpdu-guard | stp-loopback- - dotlx-src-address — HenpoxoxaeHune ayTeHTUPUKALUH,
guard | unidirectional-link OCHOBaHHoOM Ha MAC-agpecax nosb3osaTenei;
| storm-control | link- - acl-deny — HecooTBeTcTBME cnmcKam goctyna (ACL);
flapping | 12pt-guard | pvst - stp-bpdu-guard — aktuBauwmsa 3awmTel BPDU Guard (nepesaya
| vpc | arp-inspection | HecaHKLMOHNPOBaHHOro naketa BPDU yepes nHtepdeiic);
dhcp-rate-limit} —/3anpelueHo - stp-loopback-guard — o6Hapy:keHune netenb npotokonom STP;

link- - udld — akTvBaumsa 3awmTel UDLD;

- storm-control — 3awWwmTa OT «WTOPMa» A4 PA3ANYHOTO
Tpaduka;

- link-flapping — dnannuHr nnHKa;

- |2pt-guard — npeBblleHME KONNYECTBA BXOAALLMX NMAKETOB
byHKuum L2PT;

— pvst — owwunbKkM npotokona PVST;

— vpc — owunbkm npotokona VPC;

— arp-inspection — owWWHKKM KOHTPOA NpoTOKoa ARP;

— dhcp-rate-limit — npesbilweHne KonnyecTsa NPUHATLIX DHCP-
MaKeToB Ha MOPTY.
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no errdisable recovery
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |
link-flapping}

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

errdisable recovery interval
seconds

no errdisable recovery
interval

seconds:
(30..86400)/300 ¢

YCTaHOBUTb BPEMEHHOW MHTepBas 418 aBTOMAaTUYECKOro
NOBTOPHOTO BK/AOYEHUA HTepdeica.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

C6poCcuTb HACTPOMKK MHTepdeca uam rpynnol UHTEPPENCOB Ha
3HaYeHWA, YCTaHOB/IEHHbIE MO YMOYAHUIO.

KomaHOwb! pexcuma EXEC

Ta6mmma 64 — Komanasl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

clear counters

CObpocCuTb CTAaTUCTMKY AN BCEX MHTepdeiicoB.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

C6pocuTb CTaTUCTUKY ANA nHTepdeica.

set interface active
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

AKTUBMPOBATb MOPT AW FPYMNY NOPTOB, BbIKAOUYEHHbIX KOMaHA0M
shutdown.

show interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb CBOAHYI0 MHGOPMALLMIO O COCTOAHUM, HACTPOIKE U
CTaTMUCTUKe nopTa.

show interfaces
configuration {oob |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNMoKas3aTb KOHGUrypaLmto MHTEePHENCOB.

show interfaces status

MoKasaTb cOCTOAHME BCEX MHTEPOECOoB.

show interfaces status {oob
| gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3saTb cocTosHue Ethernet-nopTa, rpynnsl NopToB.
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show interfaces advertise

MoKasaTb NapameTpbl aBTOCOI/1IAacOBaHNA, 06bABIEHHbIE /1A BCEX
MHTepdencos.

show interfaces advertise
{oob | gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb NapameTpbl aBTOCOr/1acoBaHNA, 06bABAEHHbIE AN1A
Ethernet-nopTa, rpynnbl nopTos.

show interfaces description

MoKasaTb onucaHua Bcex MHTephencos.

show interfaces description
{oob | gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNokasaTtb onucaHue Ethernet-nopTta, rpynnbl nopTos.

show interfaces counters

MokasaTb CTaTUCTUKY ANA BCeX MHTepdencoB.

show interfaces counters
{oob | gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id |
detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY Ana uHTepdeiica.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HarpysKke s Bcex MHTepdeicos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb cTaTUCTUKY MO HarpysKke ansa Ethernet-untepdeliica.

show interfaces mtu
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id |
loopback loopback_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTpoliky MTU ansa uHtepdeiica.

show ports jumbo-frame

MokasaTb HacTpoliky jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HaCTPOWMKKM ANA aBTOMATUYECKO NOBTOPHOM aKTUBALLMM
nopra.

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb NPUUYMHY OTKAKOYEHWA NOPTa, FPYNNbl NOPTOB U
COCTOAIHME aBTOMAaTUYECKOM aKTUBaLMM.

show hardware profile
portmode

MNMoka3aTtb pexxum noptos XLG1-XLG4.

V KomaHga aocrtynHa tonbKo ana RTT-A420-24XG-4QXG.

[pumepebl 8bIM0AHEHUS KOMAHO.

= [lokasaTb COCTOAHUE MHTEePdENCOB:

console# show interfaces status
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Port Type Duplex
Mode

gil/0/1 1G-Copper -=
gil/0/2 1G-Copper -
gil/0/3 1G-Copper -
gil/0/4 1G-Copper -
gil/0/5 1G-Copper -
gil/0/6 1G-Copper -
gil/0/7 1G-Copper -
gil/0/8 1G-Copper -
gil/0/9 1G-Copper -
gil/0/10 1G-Copper -
gil/0/11 1G-Copper -=
gil/0/12 1G-Copper -
gil/0/13 1G-Copper -
gil/0/14 1G-Copper -
gil/0/15 1G-Copper -
gil/0/16 1G-Copper -
gil/0/17 1G-Copper -
gil/0/18 1G-Copper -
gil/0/19 1G-Copper -
gil/0/20 1G-Copper -
gil/0/21 1G-Copper -=
gil/0/22 1G-Copper -
gil/0/23 1G-Copper -
gil/0/24 1G-Copper -
tel/0/1 10G-Fiber Full
tel/0/2 10G-Fiber Full
tel/0/3 10G-Fiber -
tel/0/4 10G-Fiber -

Ch Type Duplex Speed
Pol -= - -
Po2 -- -= -=
Po3 - - -
Po4 -= - -
Po5 -- -= -=
Po6 - - -
Po7 -- -= -=
Pos8 - - -
Po9 -- -= -=
Pol0 -- -= -=
Poll -= - -
Pol2 -- -= -=
Pol3 - - -
Pol4d -- -= -=
Polb -- -= -=
Pol6 - - -

Flow Link Uptime Back Mdix
Speed Neg ctrl State (d,h:m:s) Pressure Mode Port
-= == -- Down -= -= == Access
- -= —-- Down - -= -- Access
-= == -- Down -= -= == Access
- -= —-- Down - -= -- Access
-= == -- Down -= -= == Access
-= == -- Down -= -= == Access
- -= —-- Down - -= -- Access
-= == -- Down -= -= == Access
- -= —-— Down - -= -- Access
-= == -- Down -= -= == Access
-= == -- Down -= -= == Access
- -= —-— Down - -= -- Access
-= == -- Down -= -= == Access
- -= —-- Down - -= -- Access
-= -= -- Down == -= == Access
-= -= -- Down == -= == Access
- - —-— Down - -= - Access
-= -= -- Down == -= == Access
- - —-— Down - -= - Access
-= -= -- Down == -= == Access
-= -= -- Down == -= == Access
- - —-— Down - -= - Access
-= -= -- Down == -= == Access
- - —-— Down - -= - Access
10000 Disabled Off Up 00,04:37:36 Disabled Off Trunk
10000 Disabled Off Up 00,04:37:10 Disabled Off Trunk
- - —-— Down - -= - Access
-= -= -- Down == -= == Access
Flow Link
Neg control State
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present
- - Not Present

MoKasaTb CBOAHYH MHPOPMALMIO O COCTOAHWUKM, HAcTpoliKe n cTaTucTuKe Ethernet-nopra (peskmum

0oTOBpaKEHUA CTAaTUCTUKM KnaccudurKaumm TpaduKa):

consolef#show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl1/0/1 1
Interface index is 1
Hardware is tengigabite
Description: RTT-A230-2
Interface MTU is 9000
Link is down for 0 days
Flow control is off, MD
15 second input rate is
15 second output rate 1

0 packets input,
broadcasts, 0 mul

input errors, 0 F

oversize, 0 inter

pause frames rece

packets output, 0

broadcasts, 0 mul

[oNeoNeoNeoNoNe)

s down (not connected)
thernet, MAC address is a8:£9:4b:fd:00:41
4T-4XG te 0/0/1

, 0 hours, 3 minutes and 28 seconds
IX mode is off

0 Kbit/s
s 0 Kbit/s

0 bytes received

ticasts

CS, 0 alignment
nal MAC

ived

bytes sent
ticasts
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0 output errors, 0 collisions
0 excessive collisions, 0 late collisions
0 pause frames transmitted
0 symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O J o Ul WwN

= [loKa3aTb NapameTpbl aBTOCOrNaCoOBaHUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled -- --
tel/0/2 10G-Fiber Disabled —— —=
tel/0/3 10G-Fiber Disabled -— --
tel/0/4 10G-Fiber Disabled —— —=
fol/0/3 40G-Fiber Disabled —— —=
fol/0/4 40G-Fiber Disabled -= -=
gil/0/1 1G-Copper Enabled Slave —=
Pol -- Enabled Slave -=
Po2 -— Enabled Slave -=
Po8 -= Enabled Slave -=
Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h

MoKasaTb CTaTUCTUKY MO UHTepdelicam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0
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OOB InUcastPkts InMcastPkts InBcastPkts InOctets
e o 13 o 1300
[0]6)=] OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
b s 616 o 39616

= [loKasaTb CTAaTUCTUKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
el 1o o o007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ o1 o & 3 ez

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: O

MoKasaTb HacTpoliKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled

Jumbo frames will be disabled after reset

Taomuna 65 — Onucanue CYETUYNKOB

Cyemyuk OnucaHue
InOctets Konnuyectso NpuHATLIX 6akToB.
InUcastPkts KonnuyectBo NpPUMHATLIX O4HOAAPECHbIX NAKETOB.
InMcastPkts KonnyectBo NPMHATbIX MHOTOAAPECHbIX NAaKeToB.
InBcastPkts KonnyectBo NpUMHATBIX LUMPOKOBELLATE/IbHbIX NAKETOB.
OutOctets Konnuectso nepesaHHbIX 6anTOB.
OutUcastPkts Konnyectso nepeaHHbIX 04HOAAPECHbIX NAKeTOB.
OutMcastPkts Konunyectso nepegaHHbIX MHOroaApecHbIX NAaKeToB.
OutBcastPkts Konnyectso nepefaHHbIX LWUMPOKOBELLATE/IbHbIX MAKETOB.
Alignment Errors KoiMyecTBo NPUHATLIX KagpoB C HAapPYLUEHHOM LLEeNOCTHOCTLIO (C KoanYecTBOM BanT
He COOTBETCTBYIOLLMM ASIMHE) U HE NPOLLIEALLMX NPOBEPKY KOHTPONBHON CYMMbI
(FCS).
FCS Errors KoiMyecTBO NPUHATLIX KaApoB C KOMYECTBOM BaMT, COOTBETCTBYIOLWUM AJINHE, HO
He npoLeaLmnx NPOBEPKY KOHTPOJIbHOM cymmbl (FCS).
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Single Collision

Konunyectso KaApos, BOBNEYEHHbIX B eAUHUYHYIO KO/IU3UIO, HO BNOCNeaCTBUN

Frames nepefaHHbIX yCneLwHo.
Multiple Collision Konnuyectso KagpoBs, BOBMEYEHHbIX 60onee YeM B OZHY KO/I/IM3UIO, HO BNOC/eACTBUM
Frames nepefaHHbIX yCreLwHo.
Deferred Konnuectso KagpoBs, Ansa KOTOPbIX MepBas NomnbITKa Nepesayn oTNoXKeHa n3-3a
Transmissions 3aHATOCTU cpeapl nepeaayn.

Late Collisions

KosimyecTBo cnyyaes, Koraa Konnmnsma 3aduMKcMpoBaHa Nocsie Toro, Kak B KaHan
CBA3M yKe bbln NepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Ko/nyecTBo KaapoB, KOTopble He Bbinn nepedaHbl U3-3a U36LITOYHOrO KOIMYECTBA
KONNU3NN.

Carrier Sense Errors

Konnuectso cnyyaes, KOrAa COCTOAHME KOHTPOAS HecyLwen bblao NoTepAaHo, IM60 He
YTBEPXKAEHO NPY NOMNbITKE Nepenayn Kaapa.

Oversize Packets

KonnuyecTso NPUHATLIX NAKETOB, Pa3mMep KOTOPbIX NPEBbILAET MaKCUMa bHbIN
paspeLleHHbI pasmep Kaapa.

Internal MAC Rx
Errors

Konunuectso Kagpos, KoTopble He BblIM MPUHATLI YCNELHO M3-3a BHYTPEHHeN
OWKN6KM Nprema Ha yposHe MAC.

Symbol Errors

[na nutepdelica, pabotatolero B pexkume 100 M6UT/c — KONMYECTBO C/yYaes,
KOrza nmenca HeAonyCTUMbIA CUMBOJ J@aHHbIX, B TO BPEMA KaK NpaBuabHanA
Hecyw,an bblna NpeacTaBieHa.

Ons nHtepdeiica, paboTtatowiero B nosyayrniekcHom peskmme 1000 M6ut/c —
KOZIMYEeCTBO C/ly4aeB, KOrAa cpeAcTBa Npuema 3aHATbl B Te4eHWe BpeMeHU, PpaBHOMY
unu bonbwemy Yem pasmep cnoTa (slotTime), u B Te4eHNe KOTOPOro MMENOCh XOTH
6bl 0gHO cobbiTMe, KoTopoe 3acTaBnfeT PHY BbigaBaTth oWMBKY npuema AaHHbIX
(Data reception error) unu owmnbky Hecyuel (Carrier extend error) Ha GMIL.

[na nutepdelica, paboTatolLero B NoJIHOM AynjaeKkcHOM pexume 1000 M6éut/c —
KO/IMYECTBO C/ly4aeB, KOrAa CpeAcTBa NpUema 3aHATbl B Te4EHWE BPEMEHU, PaBHOMY
nnu bonbleMy Y4eM MUMHUMANbHBIN pasmep Kagpa (minFrameSize), 1 B TeyeHune
KOTOPOro umenocb XoTa bbl 04HO cobbiTUE, KoTopoe 3acTaBnsaeT PHY BbligaBaTh
oWKnBKY Nprema gaHHbIX (Data reception error) Ha GMII.

Received Pause
Frames

Konnyectso npuHATbIX ynpasaawowmx MAC-Kagpos ¢ Kogom onepaumnm PAUSE.

Transmitted Pause
Frames

Konunyectso nepeaaHHbix ynpasnawowmx MAC-kagpos ¢ Kogom onepaummn PAUSE.

5.10.2.

Hacmpoiika VLAN u pesicumos kommymavyuu unmepgheiicoe

KomaHObI pexcuma 2106anbHol KoOHpuU2ypayuu

Bup 3anpoca KOMaHIHOM CTPOKH B PEXKHUME TJI00aTbHON KOHPUTYpaLUK:

console (config) #

Tabmuma 66 — Komanapl pexxuMa rio0aibHONM KOH(GUTYpaIuu

KomaHda

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

vlan database

— MNepeiTn B perkum KoHourypaumm VLAN.
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vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANlist: (2..4094)

- add — pob6baBuTb yKasaHHble VLAN ID B nepeyeHb
3anpeLeHHbIX 418 BHYTPEHHEero UCnoib3oBaHuUs;

- remove — Yyaanutb YykKasaHHble VLAN ID u3 nepeyHsa
3anpeLeHHbIX A1 BHYTPEHHEro UCMNo/Ib30BaHUA;

- except — p[06aBMTb B NepeyeHb 3anpelieHHbIX Ans
BHYTpeHHero ncnonb3osaHua sce VLAN ID, 3a ncknovyeHnem
YKa3aHHbIX B KayecTBe NapameTpa;

- none — o4yncTUTb nepedveHb VLAN ID, 3anpelieHHbIX Ana
BHYTPEHHEro UCNo/Ib30BaHMA.

vlan mode {basic | tr101}

—/basic

BKNOUNTL BO3MOMKHOCTb A06aBieHMa Ha  GU3NYECKOM
UHTepdelice B pexume  customer  cpasy  AByX
naeHTudmkaTopos VLAN.

vlan statistics ingress {low |
high}

no vlan statistics ingress
{low | high}

— /BbIK/IOYEHO

BKkntounTb cbop cTaTUCTUKM gns ananasoHoB VLAN:
- low — VLAN 1-2047;
- high — VLAN 2048-4094.

BbIKNtOUNTL COOP CTAaTUCTUMKM A/1A YKa3aHHOTO AManasoHa.

vlan tr101 map inner-vlan
c_vlan_id interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

no vlan tr101 map inner-
vlan c_vian_id interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

CHATb Ha pU3nYeCcKoM MHTepdeice cpasy 2 ngeHTMduMKaTopa
VLAN (B pexkmme customer), 6asmpytoscb Kak Ha s_vlan_id,
TaK 1 Ha c_vlan_id. Mpu aTom geicTeme BbINONHAETCA TO/IbKO
ona TpaduKa, naywero c MHTepdeica, ykasaHHOro B 4aHHOM
HacTpoMKe.
- c_vlan_id — wunaeHTMOMKALMOHHbLIA HOMEpP BHYTpPEHHel
VLAN.
- interface — cnucok uHTepdelicos, K Bxoaawemy TpadpuKry
KOTOPbIX BO3MOXHO MNPUMEHEHWE [AHHOTO  MpaBwAa.
OunanasoH HomepoB  MHTepdeMcoB  MOXKHO  334aTb
nepeyncieHMem Yepes 3anATyl0 WM yKasaTb HayasbHOE U
KOHEYHOE 3HAaYeHUs AnanasoHa Yepes gedwc.

Ona paboTtbl AaHHOW KomaHAbl Heobxoauma

H HacTpoiiKa pexkuma «vian mode tr101».

Ypanutb npasuio.

KomaHOb! pexcuma KoHpuaypauuu VLAN

Bun 3anpoca komaHiHOM CTpOKHU B pexkume KoHpurypainmu VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

JlaHHBIM pEeXHUM JOCTYNEH U3 pPEeXKUMa TJIOOATBHOW KOH(UTYpaIuu

MpeHa3HAYCH IS 3a/IaHus rapameTpoB koHpuryparuu VLAN.

Tabnuma 67 — Komanasl pexxuma koHburyparuu VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cMmBoOsIa

Lo6aeutb VLAN nan Heckosibko VLAN.

Ypanutb VLAN nan Heckonbko VLAN.
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map protocol protocol protocol: (ip, ipx, ipv6, MpunBA3aTb NPOTOKO K rpynne NnpoTOKO/108, aCCOLMMPOBAHHbBIX
[encaps] protocols-group arp, (0600-ffff (hex)}*); | BmecTe.
group encaps: (ethernet,
no map protocol protocol rfc1042, licOther); Y0anuTb NpUBA3KY.
[encaps] ethernet group: *— Homep npoTokona (16 6uT).
(1..2147483647);
map mac mac_address Mpusasatb MAC-agpec nnm gnanasoH MAC-agpecos No macke K
{host | mask} macs-group rpynne MAC-agpecos.
group mask: (9..48)
no map mac mac_address Y8anuTtb Npusasky.
{host | mask}

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa udHmepgetlicos) VLAN

Bun 3anpoca koMaHIHOM CTpOKHU B pexkume KoHpurypamuu uarepdeiica VLAN:

console# configure
console (config) # interface {vlan vlan id |range vlan VLANIist}
console (config-if) #

JlaHHBIA pEXUM JOCTYIEH M3 pEeKHMa KOHPUTYypalluu U TMpeaHa3HAYEH IS
3ajaHusi mapaMmeTrpoB KoHburypanuu uHTepdeiica VLAN nubo sauanazona
UHTEP(ENCOB.

Br160op unTepdeiica ocyecTBasSETCS IPU MOMOIIM KOMAHIbI:

interface vlan vlan id

Br16op auanazona nHTEp@eiicoB OCyIECTBISAETCS MPU MOMOILY KOMaH/IbI:

interface range vlan VLANlist

Hwxe npuBeneHsl KOMaHIbI TSl BXOJa B pexuM HacTpoiku unrepgerica VLAN

1 u Bxona B pexxum HacTpoiku rpynmnsl VLAN 1, 3, 7.

console# configure

console (config)# interface vlan 1

console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnuua 68 — Komanasl pexxrima koHburypauuu uarepderica VLAN
3Ha4yeHue/3HayeHue
0 yMOAYaHUIO
name name name: (1..32) Oo6asunTb uma VLAN.

no name CMMBO/I0B/UMA YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.
COOTBETCTBYET HOMEpPY
VLAN

KomaHoa Aelicmeue

Ethernet-xommymamoput cepuii RTT-A230, RTT-330, RTT-A420. Pyxogodcmeo no skcniyamayuu 93



@) PYCLTENETEX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OQuanasoHa uHmepaelicos) Ethernet, uHmepgelica

epynnel nopmos

Bun 3ampoca KOMaHIHOM CTpPOKM B peXuMe KoH(purypamuu wuHrepdeiica

Ethernet, natepdetica rpynms MOPTOB:

console# configure

console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel

group | range {..}}

console (config-if) #

JlaHHBIN peXUM JIOCTYNEH W3 pekuMa KOH(GUTypallud W TpeIHa3HA4YeH IS

3a/laHusl MapaMeTpoB KOH(pUrypauuu uarepgerica (mopra KOMMYTaToOpa WK TPYIIIbI

MIOPTOB,

UHTEPEHCOB.

paboTalIMX B PEKUME Pa3ACICHUS HArpy3KH),

100 Juara3oHa

[TopT MOXKET paboTaTh B YETHIPEX PEKUMAX:

— access — uHTepQenc 10cTyna — HETETMPOBaHHBIA UHTEPPEIC I OqHOM

VLAN;

— trunk — wuHTepdeiic, TPUHUMAIONUN TOJHKO TETHMPOBAHHBIN Tpaduk, 3a

uckioueHueMm ofHoro VLAN, KOTOpbIif MOKET ObITh JOOABJIEH C TOMOIIBIO

KoMaHel switchport trunk native vlan;

— general — unTepdelic ¢ nomHoil momuepxkkoit 802.1q, mpuHUMaeT Kak

TETUPOBAHHBIN, TAK U HETETUPOBAHHBIN TPAPUK;

— customer — Q-in-Q uHTEpdeEiic.

Ta6numa 69 — Komanasl pexumMa koHburyparuu uarepdeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apaTb pexkum paboTbl nopta B VLAN.
- mode — pexum paboTbl nopTa B VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

Lo6asutb VLAN ana nHtepdeiica gocryna.
-vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

switchport access
acceptable-frame-type
{untagged-only | all}

no switchport access
acceptable-frame-type

—/npUHUMaTL BCe
TUNbI KaapPoB

MpuHUMaTbL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro TMna:
- untagged-only — ToNbKO HETErMPOBaHHbIE;
- all — Bce Kaapsl.

MpuHUMaTb Ha MHTepdeiice Bce TUMbI KaAPOB.

switchport trunk allowed
vlan all

— /BbIK/OYEHO

ABTOMaTMYecKM gobasuTtb Bce gocTynHble VLAN gns gaHHoro
MHTepodenca.
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no switchport trunk
allowed vlan all

OTKAOYUTL aBTOMaTMYecKoe aobasneHne VLAN.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

Lo6aeutb cnucok VLAN gns nHtepdeliica.

- vlan_list — cnucok VLAN ID. Anana3oH Homepos VLAN MOXKHO
3a4aTb NepeyncneHmem Yyepes 3anaTyto UM yYKasaTb HayaibHOE U
KOHeYHOoe 3HayeHus AuManasoHa yepes gepuc "-".

Yaanutb cnucok VLAN gna nntepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vian

vlan_id: (1..4094)/1

Lo6aeutb Homep VLAN B KauectBe Default VLAN ana aaHHoro
MHTepodeica. Becb HeTermpoBaHHbI TpadumK, NOCTYNAOWMI Ha
OaHHbIN NopT, onpeaensetca B AgaHHyo VLAN.

- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

Lo6aeutb cnucok VLAN ana nHtepdeliica.

- tagged — nopT 6yaeT nepeaaBaTb TErMPOBaHHbIE MAKETLI A5
VLAN;

- untagged — nopT 6yaeT nepesaBaTb HETEIMPOBAHHbIE NaAKETHI
ana VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 3agaTb
nepeymcieHnem Yepes 3anaTyto UM yKasaTb Ha4yanbHOe U

non

KOHeYHOe 3Ha4yeHus AnanasoHa yepes geduc "-".

Ypanutb cnucok VLAN ana nHtepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
No YMONYAHUIO

LNo6asutb naeHtndumkatop VLAN nopta (PVID) gna ocHoBHOro
nHTepodeiica.
- vlan_id — vpeHTuounkaumoHHbln Homep VLAN noprta.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYaHUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

—/dunbTpauma
BK/IlOYEHa

BbIKNtOUNTb 4N19 OCHOBHOTO MHTepdeica puabTpaLmio BXOAALLMX
NaKeToB Ha OCHOBE NMPUCBOEHHOrO MM 3Ha4YeHusa VLAN ID.

BKNOUUTL 418 OCHOBHOTO MHTepdeica UAbTpaL Mo BXOAALMX
NaKeToB Ha OCHOBE NMPUCBOEHHOTO MM 3Ha4YeHusa VLAN ID.

Ecnv dounbTpauna BraoYeHa, U naket He BxoauT B rpynny VLAN ¢
NPUCBOEHHbIM NakeTy 3HaYyeHnem VLAN ID, To naket
oTbpacbiBaeTcs.

switchport general
acceptable-frame-type
{tagged-only |
untagged-only | all}

no switchport general
acceptable-frame-type

—/npUHUMaTHL BCe
TVNbI KagpoB

MpuHUMaTbL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — TONbKO TErMPOBaHHbIE;

- untagged-only — ToNbKO HeTernpoBaHHbIE;

- all — Bce kaapol.

MpuHUMaTL Ha UHTepdelice BCe TUMbI KagpoB..

switchport general map
protocols-group group vlan
vian_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBWTb NpaBuao Knaccubukaumm VLAN ansa uHtepoelica,
OCHOBaHHOE Ha NPMBA3Ke K NPOTOKOAY.

- group — VAEHTUOUKALMOHHbBIA HOMEp rpynnbl;

- vlan_id — ngeHTMdUKaumoHHbIM Homep VLAN.

YaanuTb NpaBuao Knaccuduraumm.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTb NpaBuao Knaccubukaumm VLAN ans uHtepoelica,
OCHOBaHHOe Ha npusAaske K MAC-aapecy.

- group — VAEHTUOUKALMOHHbBIA HOMEp rpynmbl;

-vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

YaanuTb NpaBuio Knaccuduraumm.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHoBWTb NpaBuao Knaccubukaumm VLAN ansa uHtepoelica,
OCHOBaHHOE Ha NPMBA3Ke K NPOTOKOAY.

- group — VAEHTUOUKALMOHHbBIA HOMEp rpynnbl;

-vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

YaanuTb NpaBuio Knaccudurkaumm.
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switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3amenunTb TPID (Tag Protocol ID) 8 802.1q VLAN-Terax nakeTos,
NCXOOALNX C AaHHOTO nHTepdeiica.
Aonyctumble 3HaueHus Ethertype npepacraBneHbl B
. MpunoxeHue B. Mogaep:kuBaemble 3HaueHus Ethertype.

3ameHuTb ethertype ncxopawero ¢ MHTepdenca nakeTa Ha
3HaYeHue No YMONYaHUIo.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy Knaccupukatopos VLAN.
[onyctumble 3HadyeHus EtherType cm. MpunoxeHue B.
MNopnepxuBaemble 3HaYeHua Ethertype.

Yaanutb TPID 13 Tabnmubl kKnaccupukatopos VLAN.

switchport customer vian
vlan_id

switchport customer vlan
vlan_id inner-vlan vian_id

no switchport customer
vilan

vlan_id: (1..4094)/1

[o6asuTb VLAN ana nosnb3osaTenbckoro nHTepdeica.
- vlan_id — naeHTMdUKauMoHHbIM Homep VLAN.

[06aB1Tb K BXOAALIMM HETEFMPOBAHHbIM NMaKeTaM Ha KJMEHTCKOM
nopTy BHyTpeHHuI 802.1q 3aronosok — C-VLAN (inner-vlan) u
BHewwHMIi 802.1q 3aron0BOK, coaepKalimii pvid 4ONONHUTENIbHOM
VLAN (S-VLAN).
Ansa paboTbl 3TOM KOMaHAblI HEO6XO0AUMO BKIOUYUTD
H rno6anbHo pexum «vlan mode tr101».

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

switchport customer
multicast-tv vlan add
vlan_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

Pa3pelwnTb NpMHMMaTh MHOFOAAPECHbIN TPadUK U3 yKa3aHHbIX
VLAN (He aBastowmxca VLAN nonb3oBaTenbckoro nHtepdeliica) Ha
HacTpanBaeMom MHTepdelice, COBMECTHO C NOb30BATENAMM
APYrvX No/b30BaTe/IbCKUX NOPTOB, MPUHMMAIOLLLMX
MHOroaZpecHbli Tpaduk n3 gaHHbIx VLAN.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 3a4aTb
nepeymcaeHnem yepes 3anaTyto Uam yKasaTb Ha4yanbHoOe U
KOHeYyHoe 3Ha4yeHus guanasoHa yepes geduc "-".

3anpeTnTb NPMHUMaTb MHOTOaAPECHbIN TpaduK Ha
HacTpanBaemom MHTepodeiice.

switchport forbidden vian
add vian_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspelueHbl NopTy

3anpetutb gobasneHune ykasaHHbix VLAN nopty.

- vlan_list — cnucok VLAN ID. inana3oH VLAN MOXHO 334aTb
nepeyncieHMemM Yepes 3anaTyto UM yKasaTb HavyasbHoe 1
KOHEYHOoe 3Ha4YeHUs AManasoHa Yepes gepuc "-".

Pa3pewnTtb aobaBneHne ykasaHHbIx VLAN noprty.

switchport forbidden
default-vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
yneHcTeo B default
VLAN paspelieHo

3anpetutb gobasneHune default VLAN nopty.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

switchport protected-port

no switchport
protected-port

MepeBecTy NOPT B PEKMM U30NALMUMN BHYTPU TPYNMbl NOPTOB.

BoccTtaHOBUTL 3HaYeHMe no YMON4YaHUIO.

switchport protected-port
isolate-group {group}

no switchport protected-
port isolate-group {group}

group (1..8)

MepeBecTy NOPT B yKasaHHYO rpynny U3onsLmMm nopTos.

YAanuTb NOPT U3 YKa3aHHOM rpynnbl U30AALUM NOPTOB.

switchport protected
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymon4yaHuio
ncnonbsyertcs
MapLpyT1sauma no
6ase AaHHbIX
n3yyeHHbIx MAC-
aapecos (FDB)

MepeBecTn nopT B pexkum Private VLAN Edge. OTmeHsaeT
MapLIpyTU3aumio no 6ase AaHHbIX M3ydeHHbIXx MAC-agpecos (FDB)
W HanpaBAAeT BeCb O4HOAAPECHbIN, MHOFOaAPECHbIN U
LUMpPOKOBeLLATeNbHbIM TpaduK Ha uplink-nopr.

OTK/OUYMTb OTMEHY MapLUpyTU3aumMm no 6ase AaHHbIX M3YYEHHbIX
MAC-agpecos (FDB).
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switchport default-vian
tagged

no switchport default-vlan
tagged

YcTaHOBWTL NOPT Kak Ternpytowmii 8 gedpontHon VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

KomaHObi pexcuma Privileged EXEC

Bun 3anpoca komangHo ctpoku pexkuma Privileged EXEC:

console#

Taomuna 70 — Komauasl

exuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
10 yMoA4YaHuio

Aelicmeue

show vlan

MNokasaTb uHbopmaumio no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MNokaszatb uHdopmauuto no VLAN, nouck no naeHtudukaTopy.

show vlan internal usage

MokasaTtb cnncok VLAN ana BHYTpeHHero ncnoab3oBaHmAa
KOMMYTaTOPOM.

show
default-vlan-membership
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group |
detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb cocTtas rpynnsl gedpontHon VLAN.

KomaHOwb! pexcuma EXEC

Bup 3anpoca komanaHoi ctpoku pexkuma EXEC:

console#

Ta6mmma 71 — Komanasl pexxuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vlan multicast-tv vlan
vian_id

vlan_id: (1..4094)

[MoKasaTb NOPTbI-UCTOYHMKM U NPUEMHUKM MHOTOaAPECHOro
Tpaduka B faHHoM VLAN. MopTbI-MCTOYHUKM MOTYT Kak
nepenasaTb, TaK U MPUHMUMATb MHOTOAAPECHbIV TpadumK.

show vlan protocols-groups

Moka3aTb MHPOPMALMIO O rpynNNax NPOTOKONOB.

show vlan macs-groups

MokaszaTtb uHPopmauuto o rpynnax MAC-agpecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Moka3aTb KOHbUrypaLmio NopTa, rpynnbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3aTb cOCTOAHWE NOPTOB: B pexkume Private VLAN Edge, B
private-vlan-edge-coobuectse.
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lpumepbl 8b1M10AHEHUS KOMAHO

= [lokasaTb MHPopmaumto o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,g1i1/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

= [loKas3aTb NOPTbl UCTOYHMKM U MPUEMHUKN MHOTroaapecHoro TpaduKa B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MoKasaTb MHGOPMaLMIO O rpynnax NPOTOKO/IOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvo) Ethernet 3

MokasaTtb KoHdUrypaumio nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by
Untagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
8 Tagged
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Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3. Hacmpoiuika Private VLAN

Texnonorus Private VLAN (PVLAN) no3BosisieT Npou3BOANTh pa3rpaHUuEHUE
Tpaduka Ha BTOpoM ypoBHe Mozenu OS] MexIy nmopraMd KOMMYTaTopa, KOTOpbIE
HaXOJSTCS B OJJHOM IIMPOKOBEIIATEIILHOM JIOMEHE.

Ha koMMmyTaTopax MoxeT ObITh CKOHPUTrypupoBaHo Tpu turia PVLAN nopTos:

— promiscuous —TOpPT, KOTOPbIA crIOCOOEH OOMEHUBATHCS JAHHBIMU MEXKIY
mo0bIiMu nHTepdeiicamu, Britouas isolated u community moptet PVLAN;

— 1isolated — moOpT, KOTOPBIN TOJHOCTHIO H30JMPOBAH OT APYTHX IOPTOB
BHYTpU oaHoro u Toro k¢ PVLAN, HO He OT promiscuous MOpTOB.
PVLANGBI 610kupytoT Bech Tpaduk, uaynuid B cTopony isolated moptos,
KpoMe TpaduKa CO CTOPOHBI Promiscuous IMOPTOB; MAKETHI CO CTOPOHBI
isolated mopToB MOryT mepenaBaThCs TOJIBKO B CTOPOHY Promiscuous
HIOPTOB;

— community — rpynna MopTOB, KOTOPble MOTYT OOMEHHBAThCS AaHHBIMHU
MeXIy co0ol M promiscuous MOpTamMu, 3TH WHTEPEHCHI OTHENEHBI Ha
BTOpOM ypoBHE Mojienu OS] oT Bcex ocTambHBIX community HHTEp(EHCOB,
a Takke isolated moptoB BHyTpu PVLAN.

[Tporiecc BhIMONHEHUST (YHKIUU JONOJHUTEIBHOTO pa3/eieHHs] IMOPTOB C

nomolpto TexHosnoruu Private VLAN npencTaBieH Ha pUCyHKE HIKE.
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Promiscuous ports

=

Trunk ports
VLAN 100 VLAN 100
Switch A Switch B
s
VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,

201, and 202 traffic

VLAN 100 = Primary VLAN

VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

Puc. 33 — Ilpumep pabotsl TexHomoruu Private VLAN

Bun 3ampoca koMaHIHOW CTPOKM B pexHMe KOH(pUrypauuu uHTepderica

Ethernet, untepdeiica Vlan, uarepdeiica rpymnibsl mopToB:

console# configure

console(config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabnuna 72 — Komanasl pexumMa koHburyparmuu uarepdeiica Ethernet

3HayeHue/3HayeH
ue 1o yMoAYaHuIo

KomaHoa

Aelicmeue

switchport mode private-
vlan {promiscuous | host} —

no switchport mode

3apaTtb pexkum paboTbl nopTta B8 VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport mode private-
vlan trunk {promiscuous |
secondary} —
no switchport mode
private-vlan trunk

3apaTtb pexkum pabotbl nopta 8 VLAN Trunk.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

switchport private-vlan
mapping [trunk]
primary_vlan add

secondary_vlan primary_vlan:

switchport private-vlan (1..4094);
mapping [trunk] secondary_vlan:
primary_vlan remove (1..4094)

secondary_vlan

no switchport private-vlan

[06aBUTb OCHOBHYO M BTOopocTeneHHble VLAN Ha promiscuous
MHTepodenc.
7] Ha oauH promiscuous-uHtepdeiic Henb3a Ao6asuTbL

6onblue ogHoM primary vian.

Yaanutb BTopocTeneHHble VLAN Ha promiscuous nHTepdeiic.

Yaanutb OCHOBHYIO M BTopocTeneHHble VLAN.

host-association

mapping

switchport private-vlan [ob6asutb primary un secondary vlan Ha host nHtepdeiic.
hostassociation primary_vlan: V Ha oauH host-untepdeiic Henb3a gobasutb 6onblue
primary_vilan (1..4094) oAHoi secondary vian.

secondary_vlan secondary_vlan:

no switchport private-vlan (1..4094) YAanuTb OCHOBHYIO 1 BTopocTeneHHbie VLAN.
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switchport private-vlan
association trunk

primary_vlan:

[o6asutb primary u secondary vlan Ha trunk-secondary
MHTepoenc.

primary_vlan (1..4094) Ha oguH trunk-secondary unrtepdeiic Henb3a go6aBuTb
secondary_vlan secondary_vlan: 6onblue oaHoi secondary vian.
no switchport private-vlian (1..4094) YAanutb OCHOBHYO 1 BTopocTeneHHble VLAN.
association trunk
switchport private-vlan Oo6aButb  Ha  PVLAN  Trunk-untepdeitic  VLAN, He
trunk allowed vlan add yyascTsytouyto 8 PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Yaanutb Ha PVLAN Trunk-uHtepderic VLAN, He y4aBCTBYHOLLYO
8 PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vlan
trunk native vilan

vlan: (1..4094) / 1

[o6asuTb Homep VLAN, He yyaBcTBytoLwwyto B PVLAN, B KayecTse
Default VLAN gnsa PVLAN Trunk-uHtepdeiica.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

Tabnuna 73 — Komanasl pexxuma koHburyparuu uarepdeiica VLAN

Komanna

3HayeHue/3Haye
Hue no
YMOAYAHUIO

Aeiicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BkntoumTtb mexaHu3am Private VLAN v 3agatb TMN uHTepdeiica.

OTKAOYMTb MexaHm3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan

Oob6asutb (ymanutb) npusAsKy BTopocTeneHHon VLAN K
OCHOBHOW. HacTpolika npumeHuMma Tonbko ans primary VLAN.

no private-vlan association (1..4094) Yaanutb npusAsky BTopocteneHHol VLAN K OCHOBHO.
V MakcumanbHoe KonnyecTso BTopocteneHHbix VLAN — 256
MakcumanbHoe Konanyectso community VLAN, KoTopble MOryT 6biTb aCCOLLMUPOBaHbI €

ogHol ocHoBHOM VLAN — 8.

Mpumep HacmpoliKu uHmepgelicos Kommymamopa Switch A:

= promiscuous nopt—interface gigabitethernet 1/0/4

= jsolated nopT- gigabitethernet 1/0/1

= community nopT — gigabitethernet 1/0/2, 1/0/3.

exit
|

exit
|

interface gigabitethernet 1/0/1
switchport mode private-vlan host
description Isolate

switchport forbidden default-vlan
switchport private-vlan host-association 100 201

interface gigabitethernet 1/0/2
switchport mode private-vlan host
description Community-1
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

interface gigabitethernet 1/0/3

switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
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switchport private-vlan host-association 100 202
exit

|

interface gigabitethernet 1/0/4

switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan

switchport private-vlan mapping 100 add 201-202
exit

!

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

!

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

!
interface vlan 201

name isolate

private-vlan isolated
exit

|
interface vlan 202

name community

lMpumep HacmpolKu uHmepagelicos npu pabome mexHoao2uu Private VLAN Trunk

= trunk-isolated nopt— gigabitethernet 1/0/1
= trunk-community nopt — gigabitethernet 1/0/2, 1/0/3

= trunk-promiscous noprt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1
switchport mode private-vlan trunk secondary
description Trunk-Isolated
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit
!
interface gigabitethernet 1/0/2
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
!
interface gigabitethernet 1/0/4
switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
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exit
|

exit
|

name primary

exit
|

name isolate

exit
i

interface vlan 100

interface vlan 201

interface vlan 202
name community
private-vlan community

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan

private-vlan primary
private-vlan association add 201-202

private-vlan isolated

5.10.4. Hacmpoiika unmepdpeiica IP

[P-unTepdeiic coznaércsa npu HazHaueHuu [P-aapeca Ha 00011 U3 nHTEphENcOB

ycTpoiicTBa gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel

wiu vlan.

Bun 3anpoca koMaHIHOM CTPOKHM B pexxuMe KOHGUTrypauuu uatepderica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

JlaHHBIA pEXUM JOCTYNEH M3 pEeKMMa KOHPUTYypaluu U MpeaHa3sHAyYeH IS

3aJlaHus mapaMeTpoB KoHuUrypaiuu uatepdeiica IP.

Tabnuna 74 — Komanas! pexxnma KoHburypanuu uarepderica [P

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

directed-broadcast

no directed-broadcast

— /BbIKAOYEHO

BkntoyaeT ¢pyHKumio nepesoga IP directed-broadcast nakerta B
CTaHAAPTHbBIN LMPOKOBELLATE/NbHbBIN NAKeT U paspeLuaeT
nepegayy Yepes BbibpaHHbIN MHTepdelic.

3anpewaeT TpaHcnaumio IP directed-broadcast naketos.

helper-address ip_address

no helper-address

ip_address: A.B.C.D

BkntoyaeT nepeagpecaumio WMpokoselatenbHbix UDP-naketoB
Ha onpeaeneHHbIN agpec.

- ip_address — |P-afpec Ha3Ha4YeHUs, Ha KOTOpbI ByayT
nepeHanpaBAATbCA NaKeTbl.

OTKAtoYaeT nepeagpecauuio WmpokosewatenbHbix UDP-nakeTos.

ip_address

ip irdp Pa3peluaeT paccbliky aHOHcoB npoTokona IRDP (ICMP Router
—/BKAOYEHO Discovery Protocol).

no ip rdp OTKAIOYaEeT pacCbliKy aHOHCOB.
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lpumepbl 8b1M10AHEHUS KOMAHO

= Bkntountb dyHKUMio directed-broadcast:

console# configure

console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24
console (config-if) #fexit

console (config)# interface ip 100.0.0.1
console (config-ip)# directed-broadcast

5.11. Selective Q-in-Q

Jannass ¢yHKUOMUS TO3BOJISIET HA OCHOBE CKOH(MUIYpUPOBAHHBIX MPaBUII
dunprpaniun o HoMepam BHyTpeHHUX VLAN (Customer VLAN) npous3BoauTh
no6asienue BHemHero SPVLAN (Service Provider’s VLAN), noamensate Customer
VLAN, a Takke 3anpeniath IpoxoxaeHue Tpadpuka.

Jlnst ycTpolicTBa €O34aeTCsl CHUCOK MpPaBWJI, HA OCHOBAaHUU KOTOPOro Oyjaer

oOpabaTbiBaThCs TpauK.

MpaBuna Selective Q-in-Q mMcnonb3yloT annapaTtHbie pecypcbl TCAM. CymmapHblii 06bem
' npasun gna cepsucos Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP
- Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit
per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping paseH pasmepy TCAM onpepeneHHOro
ycTpoiicTBa (3a BblueTOM 66 Npasua No ymoadaHuio). MakcumanbHoe Konmdectso SQinQ-
npasun gNa OAMHOYHOrO YCTPOMUCTBA NpUBeAeHo B Tabauue 9.

Ecaun yctpoiictBa 06beguHeHbl B cTek, To cepBucbl DHCP Snooping, VLAN ACL, Security Suite,
ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ucnonb3ytot TCAM Bcex
unit-oB cTeka, a cepsucbl Selective Q-in-Q, Port ACL, IP Source Guard, Policy Based VLAN
(MAC, Subnet, Protocol), VPC ucnonbsyior TCAM onpegeneHHoro unit-a. MakcumanbHoe
cymmapHoe Koaundectso SQinQ-npasun cteka KommyTtatopa RTT-A430-48XG-4QXG — 11600
npasun. MakcMmanbHOe CymmapHoe KoauyectBo SQinQ-npaBua CTeKa KOMMYTaTOpoB
cepun RTT-A330 — 11136 npaBua. MakcumanbHoe cymmapHoe Koaudectso SQinQ-npasun
cTeKa KommyTtaTtopos cepuun RTT-A230 — 3456 npasun.

KomaHObI pexcuma KoHguaypayuu uHmepgelica (duanaszoHa uHmepgelicos) Ethernet u Port-

Channel

Bun 3anmpoca KOMaHIHOW CTpPOKM peXuMa KoHuUrypanuu uHTepdeiica

KOH(UTypaluu:

console# configure

console (config)# interface { gigabitethernet gi port | tengigabitethernet te_port |
fortygigabitethernet fo port | oob | port-channel group | range {..}}
console (config-if) #

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxosodcmeo no skcnayamayuu 104



@) PYCLTENETEX

Tadomuma 75 Koman sl
untepdeiicor) Ethernet

pexuMma KoHurypamuu wuHTepdeiica (auamna3zoHa

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aeiicmeue

selective-qinq list ingress
add_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

Co3paTb NpaBuK/IO, HA OCHOBAHUM KOTOPOTO K BXOAALLEMY
naKeTy C BHELWHel meTKow ingress_vlan_id 6yaeT nobasnatbcs
BTOpas MeTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasuo 6yaeT NPMMEHATLCA KO BCEM BXOAALMM NaKkeTam, K
KOTOpPbIM He 6blaiv MPUMEHEHbI Apyrie npasuna («npasuao no
YMONYAHUIO®).

selective-qinq list ingress
deny [ingress_vlan

ingress_vian_ id] ingress_vlan_id: (1..4094)

Co3aaTb 3anpeLatoLee NpaBmao, Ha OCHOBaHUM KOTOPOTO
BXOAALLME NAKeTbl C BHELWHeN MeTKoM Tera ingress_vlan_id
byayT otbpackiBaTbeA. Ecnv ingress_vlan_id He yka3biBaeTca —
6yayT oTOpacbiBaTbCA BCE BXOAALLME NAKETHI.

selective-qinq list ingress
permit [ingress_vlan

ingress_vlan_id] ingress_vlan_id: (1..4094)

Co3paaTb paspeluatoLlee NpasuIo, Ha OCHOBAHUM KOTOPOTo
BXOZALLME NaKeTbl C BHELWHEN MeTKoM Tera ingress_vlan_id
byayT nepeaaBaTbca 6e3 uameHeHuin. Ecau ingress_vlan_id He
yKasblBaeTca — b6yayT nepefaBaTbCa BCe BXOAALME NaKeTbl 6e3
N3MEHEHWN.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3paTb NpaBM/IO, Ha OCHOBAHMM KOTOPOTO BHELIHAA METKA
ingress_vlan_id Bxopauiero naketa byaer 3ameHATbCA HA
vlan_id. Ecawm ingress_vlan_id He yka3biBaTb — npasuso byaer
NPUMEHATLCA KO BCEM BXOAALLMM MaKeTam.

no selective-qginq list
ingress [ingress_vlan
vlan_id]

vlan_id: (1..4094)

Ynantbb ykasaHHOe npasuso selective qing a4na Bxoasawmx
nakeToB. KomaHaa 6e3 napameTpa «ingress vlan» yganaet
NPaBuiIo NO YMONYAHMIO.

selective-qinq list egress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NpaBnIo, HA OCHOBAHMM KOTOPOTO BHELIHAA MeTKa
ingress_vlan_id ncxopauwero naketa byaer 3ameHATbCA HA
vlan_id.

no selective-qginq list vian_id: (1-4094)

egress ingress_vlan vian_id

YpanuTe cnucok npasun selective qing Ana ncxoaawmx nakeTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Bun 3anpoca KoMaHIHOM CTPOKHU B pekuMe KoHpurypauuu uarepgerica VLAN:

console (config-if) #

Tabauua 76 — Komanabl pesxuMa KOHQUT

pauuu unTepdeiica Vlan

3HayeHue/3HayeHue
no ymon4aHuro

KomaHda

Aeilicmeue

ip management outer-vlan
outer_vlan_id

outer_vlan_id: (1-4094)

Co3aatb NpaBuUO AN1A YNPaBJEHUA KOMMYTaTOPOM C MOMOLLbIO
Q-in-Q TpadukKa.
V B kKauectBe outer_vlan_id wucnonb3yerca BHewWwHUi
VLAN (S-VLAN). AOna paboTbl A[aHHOro npasuna
uHtepdeiic Vlan (C-VLAN) aonxkeH 6biTb B cocToaHuu Up.

no ip management

Ypanaet gaHHoe npasuao.

KomaHOowbi pexcuma EXEC

Tabsuua 77 — Komanas! pexxuma EXEC

3HayeHue/3Ha4yeHue
10 yMon4YaHuo

KomaHoa

Aelicmeue

show selective-qing

OTobparkaeT cnncoK npasun selective ging.
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show selective-qinq OTobparkaeT cnUcoK Npasu selective qing A4nA yKasaHHOro
u;ter;‘?:(: {gigabitethernet gi_ port: (1..8/0/1..48); nopra.
i;fi abitethernet te_port te_port: (1..8/0/1..24);
glgabitet —P fo_port: (1..8/0/1..4);
| fortygigabitethernet roup: (1..48)
fo_port | port-channel group:{L..
group}
ShOW'Ip management [vlan vian,_id: (1-4094) OTobpaxkaeT CMUCOK NPaBUA ANA YNPAB/IeHNA KOMMYTATOPOM C
vlan_id] nomoupto Q-in-Q Tpaduka.

[Mpumepsl 8bIMN0AHEHUA KOMAHO.

= Co3aaTb NpaBuMIO, Ha OCHOBAHWM KOTOPOTrO, BHELWHSA METKa BXoAALWero naketa 11 6yaeT 3ameHATbCS
Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

=  OTobpa3nTb CNMCOK COo3aaHHbIX Npasua selective qing:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress te0/1 override vlan 10 ingress _vlan 11

5.12. Storm Control nas paszauuynoro Tpapuxka (broadcast, multicast,

unknown, unicast)

«IlITtopm» BO3HHUKAET BCIEJACTBUE YpPE3MEPHOTO KojmuyecTtBa broadcast-,
multicast-, unknown unicast-cooO1eHu, 0 JTHOBPEMEHHO ITepeIaBaeMbIX T10 CETH Yepe3
OJIMH TIOPT, YTO TPHBOJHUT K TIEPETPY3KE PECYPCOB CETH W TOSIBICHHUIO 3aCPKEK.
«IIITopmM» MOXET BO3HMKHYTh MPU HAJTUYUH «33aKOJIBIIOBAHHBIX» CETMEHTOB B CETH
Ethernet.

KoMmmyTaTtop wu3MepsieT CKOpPOCTh MPUHUMAEMOTO IIUPOKOBEIIATEIHHOTO,
MHOT'0QIpECHOT0 ¥ HEM3BECTHOTO OTHOAAPECHOTO TpadrKa IJIsk IOPTOB C BKIIOUCHHBIM
KOHTPOJIEM ITUPOKOBEIIATEIILHOTO «IIITOPMay» U OTOPAChIBAET MAKETHI, €CJIU CKOPOCTh

IIPCBLIMIACT 3aJAHHOC MAKCHUMAJIbHOC 3HAYCHHUC.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Bun 3ampoca koMaHIHOW CTPOKHM B pexuMme KoHpurypanuu wuHTepderica

Ethernet, uatepdeiica rpynmnsl mopToB:
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console (config-if) #

Tabnuna 78 — Komanasl pexxrma KkoHburypanuuu uarepderica Ethernet

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IlOYAET KOHTPO/Ib MHOTOA4PECHOIO TpadumKa:

- registered — 3aperucTpupoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- level — obbem Tpaduka B MPOLEHTAX OT MNPOMYCKHOWM
cnocobHocTM UHTepdeiica;

- kbps — obbem Tpaduka.

Mpw 0bHapy»KeHUM MHOroaapecHoOro TpaduKa MHTepopeinc
MOKET bbITb OTKAto4YeH (shutdown) nnn gobasneHa 3anuch B
KypHan coobuueHwnii (trap).

BbIK/IlOYAET KOHTPO/Ib MHOFOA4PECcHOro TpaduKa.

storm-control multicast
[registered | unregistered]

{pps pps} [trap]
[shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/ItOYaEeT KOHTPO/Ib MHOTO3APECHOTo TpaduKa:

- registered — 3aperncTpupoBaHHOro;

- unregistered — He3aperncTpupoBaHHoOro.

- pps — KONMYECTBO MaKeTOB B CEKYHAY.

Mpu o6Hapy:eHUn MHoroagpecHoro TpaduKa uHTepdeic
MOXeT 6bITb oTKAtoveH (shutdown) nan gobasneHa 3anuch B
YKypHan cooblueHwnit (trap).

BbIK/1t0YAET KOHTPOJIb MHOTOAAPECHOro TpaduKa.

storm-control unicast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/tOYaET KOHTPO/Ib HEU3BECTHOMO O4HOAAPECHOrO TpaduKa.

- level — obbem Tpaduka B MpPOLEHTAX OT MNPOMYCKHOWM
cnocobHocTn nHTepdeiica;

- kbps — obbem Tpaduka.

Mpu o6HapyeHUW HeM3BEeCTHOro ogHoaspecHoro Tpaduka
NHTepdelc moeT bbiTb oTKAtoYeH (shutdown) nnmn nobasneHa
3anucb B XKypHan coobuieHnit (trap).

BbIK/IlOYaET KOHTPO/Ib OA4HOAAPECHOro TpaduKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/ItOYaET KOHTPO/Ib HEU3BECTHOFO OAHOAAPECHOTO TpadumKa.

- pps — KO/IMYECTBO NaKeTOB B CEKYHAY.

Mpu o6HapyeHUM HEeM3BEeCTHOro ogHoaspecHoro Tpaduka
NHTepdelc moeT bbiTb oTKAtoYeH (shutdown) unmn nobasneHa
3anu1cb B XKypHan coobuieHnit (trap).

BbIK/IlOYaET KOHTPO/Ib OA4HOAAPECHOro TpaduKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/IlOYaeT KOHTPO/b LWMPOKOBeLLaTelbHoro TpaduKa.

- level — obbem Tpaduka B MPOLEHTAX OT MNPOMYCKHOM
cnocobHocTM UHTepdelica;

- kbps — obbem TpadukKa.

Mpu 06HapyXeHnM WKpoKoBeLaTesIbHoro TpaduKka nHtepdeic
MOXeT 6bITb oTKAtoYeH (shutdown) nan gobasneHa 3anuch B
YKypHan cooblueHwni (trap).

Bbikntoyaet KOHTPO/1b LWUMPOKOBELWATENbHOIO Tpad)MKa.

storm-control broadcast

{pps pps} [trap]
[shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BK/tOYaEeT KOHTPO/b LIMPOKOBELaTeIbHOro TpadukKa.

- pps — KONMYECTBO MaKeToB B CEKYHAY.

Mpu 06HapyXeHnM WKpoKoBeLaTesIbHoro TpaduKka nHtepdeic
MOXeT 6bITb oTKAtoYeH (shutdown) nan gobasneHa 3anuch B
YKYpHan cooblueHwni (trap).

Bbikntoyaet KOHTPO/1b LWWMPOKOBELWaTENbHOIO Tpad)MKa.
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KomaHOwb! pexcuma EXEC

Ta6mmma 79 — Komanasl pexxuma EXEC
3HayeHue/3Ha4yeHue
no ymon4aHuro

show storm-control interface i port: (1..8/0/1..48); MoKa3blBaeT KOHPUIYpPauMIo GYHKLMM KOHTPOA KITOPMa» AN

[gigabitethernet gi_port | gl_port:iz.. """ | yKasaHHOro nopra, 160 BCex NOpToB.

tengigabitethernet te_port | te_port: (1..8/0/1..24);
. - fo_port: (1..8/0/1..4)

fortygigabitethernet fo_port]

KomaHoa Aeilicmeue

lpumepbl 8b1M10AHEHUS KOMAHO

= BKAIOUYUTb KOHTPO/b LWMPOKOBELLATENBHOIO, MHOFOaAPECHOr0 U 04HOaApPecHoro Tpadmka Ha 3-m
uHTepdelice Ethernet. YctaHOBUTb CKOPOCTb A/1d KOHTpoamnpyemoro Tpadumka — 5000 K6/c: ans
wupokosewartenbHoro, 30% nonocbl NPOMyCKaHMA ANA BCEro MHoroagpecHoro, 70% ana
HEeM3BEeCTHOro 04HOaAPECHOTO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if)# storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap

5.13. I'pynnsbl arperanum kananoB — Link Aggregation Group (LAG)

KomMmyTaTopbl o0ecrieunBarOT NOAAEPKKY Ipymn arperauuu kaHaioB LAG B
KOJIMYECTBE, YKa3aHHOM B pazjene «OCHOBHBIE TEXHUYECKUE XapaKTEPUCTHKN
(Tabmuua 9) B ctpoke «Arperanus kananoB (LAG)». Kaxnas rpynna nopToB AOJKHA
cocroaTh U3 uHTep(deiicoB Ethernet ¢ oanHaxKoBOl CKOPOCTHIO, pPabOTAIOIIMX B
OymiaeKcHoM pexxkuMe. OObeAMHEHHE MOPTOB B TPYMIY YBEIUYMBAET MPOMYCKHYIO
CIOCOOHOCTh KaHaja MEXIy B3auMOJICUCTBYIOIIMMH YCTPOWCTBAMM M TMOBBIIIAET
OTKa30yCTOWYMBOCTG. ['pymma mopToB sBIAETCS sl KOMMYTAaTOpa OAHUM JIOTHYECKUM
ITOPTOM.

VYeTpoiicTBO OAIEPKUBAET JIBa peKUMa padOThl TPYMIbI HOPTOB — CTATUYECKAS
rpynmna u rpymma, padoraromias mo nporokory LACP. Pa6ora mo nmpotokomy LACP

OIHCaHa B COOTBETCTBYIOILEM Pa3/ieiie KOHPUTypaLuu.

/’ ) Ecan pna untepdeiica nponsseaeHbl HACTPOIKKU, TO ANA fo06aBAeHUA ero B rpynny caepyet
BEPHYTb HAaCTPOMUKM MO YMONYAHUIO.

JloOaBiienre mHTEephENcoB B IPyMIy arperaiyyd KaHajloB JOCTYIHO TOJIbKO B

pexume koHpuryparuu uarepdeiica Ethernet.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bun 3ampoca koMaHIHOW CTpOKM B pexume KoHpuUrypauuu uHrtepderica

Ethernet:

console (config-if) #

Tabmuma 80 — Komanas! pexxuma koHburypanuu narepderica Ethernet

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymMoa4YaHuro
channel-group group mode [ob6asuTb ethernet-uHtepdeiic 8 rpynny nopTos.
mode group: (1..48); - on — pobasuTb NOpT B KaHan 6e3 LACP;
mode: (on, auto) - guto — po6aBuTb NOPT B KaHan ¢ LACP B pexxume «active».
no channel-group Ypanutb Ethernet-uHtepdeiic 13 rpynnel nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Port-Channel

Bun 3anpoca kOMaHIHOM CTPOKH B pexkume KoHpurypanuu unrepderica Port-

Channel:

console (config-if) #

Tabnuua 81 — Komanas! pexxuma koHpurypaimu uarepdeiica Port-Channel

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue

no yMmoaYaHuro

lacp min-links min-links 3a4aTb MMHUMANbHOE YUC/IO aKTUBHbIX IMHKOB B cocTase Port-

Channel, npn KoTopom OH nepexoauT B coctosiHue Up.
min-links: (1..8)/1 | HacTpoiika BO3MO3KHa TonbKo npu pabote Port-Channel
B pexxume LACP.

no lacp min-links min-links YCTaHOBUTb 3HaYEHME MO YMOYAHUIO.

lacp max-bundle  max- 3aAaTb MaKCMMaNbHOE YMC/I0 aKTUBHbIX JIMHKOB B cocTase Port-

bundle Channel, octanbHble nnHKkKM Port-Channel 6yayT nepeseaeHbl B

cocTosHue inactive.
AKTUBHbIe NOPTbl BbI6UpaAIOTCA NO 3HaYeHuto lacp

max-bundle: (1..8)/8 V npuopuTeTa nopTa uam, Npu paBHO3HaAYHOCTU
npuopuTeTa — No Homepy nopra.

V HacTpoiika Bo3morKHa TonbKo npu pabote Port-Channel
B pexxume LACP.

no lacp max-bundle YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.

KomaHObI pexcuma 2n06as1bHoU KoOHpuU2ypayuu

Bun 3anpoca koMaHHOM CTPOKHU peKUMa ri00anbHON KOHPUTYpaIUK:

console# configure
console (config) #
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Tabnuna 82 — Komanapl pexxuMa riao0abHOM KOHGUTYpAITUU

Komanoa 3HavyeHue/3Ha4yeHue Leiicmeue
no ymoa4aHuro
port-channel load-balance 3agaTb MexaHn3m 6anaHCMPOBKM Harpysku gns ctpaterun ECMP
{src-dst-mac-ip | W ANA TPYNNbl arperMpoBaHHbIX MOPTOB.
src-dst-mac | src-dst-ip | - src-dst-mac-ip — mexaHun3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dst-mac-ip-port | MAC-agpece u IP-agpece;
dst-mac | dst-ip | src-mac | - src-dst-mac — mexaHu3m 6anaHCUMPOBKM OCHOBLIBAETCA Ha
src-ip} [mpls-aware] MAC-agpece;
- src-dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbLIBAETCA Ha IP-

appece;

- src-dst-mac-ip-port — mexaHu3m 6anaHcMpPoBKU
ocHoBblBaeTca HAa MAC-aapece, IP-agpece n TCP-nopTe
—/src-dst-mac-ip Ha3HayeHus;

- dst-mac — mexaHn3m 6anaHcMpoBKKM ocHoBbIBaeTcAa Ha MAC-
agpece nony4yarens;

- dst-ip — mexaHn3m 6anaHCMPOBKM OCHOBbIBaETCA Ha IP-
agpece nony4yartens.

- mpls-aware — BKAtoYeHMe napcuHra L3/L4-3aronosKkos
nakeTtos ¢ MPLS-meTKamu gns BCEro ycTpomncTea. AKTyaibHO
TO/IbKO C peskumamu banaHcuposkm no L3/L4-3aronoskam
nakera.

no port-channel load-

balance Bo3BpaT K HacTpovikam 6anaHCMPOBKM HArpy3Ku N0 YMOHAHUIO.

KomaHOowb! pexcuma EXEC

Tabnuua 83 — Komangs! pexxuma EXEC
3Ha4yeHue/3HayeHue
o ymon4arHuro

KomaHoa Aelicmeue

show interfaces port-channel
[group]

MokasbiBaeT MHPOPMaLLMIO NO rpynne KaHaoB.
group: (1..48) popma, i

5.13.1. Cmamuueckue 2pynnuol azpezauuu KaHaioe

Oynkiuent cratudeckux rpynn LAG sBisercs 00beIWHEHHWE HECKOJIbKHUX
(bU3UYECKNX KAaHAJIOB B OJMH, YTO TMO3BOJIAET YBEIUYUTH MPOMYCKHYIO CIIOCOOHOCTh
KaHaJla U MOBBICUTh €0 OTKa30yCTOWYHMBOCTb. [[JI1 CTaTUUECKHUX TPYyIIT HPUOPUTET

HCIIOJB30BaHUA KaHAJIOB B O6’bCJII/IHCHHOM IMIy4YKE HE 3a1aCTCA.

/‘ ) Dna BkAoueHun paboTbl MHTepdeiica B cocTaBe CTaTUMECKOW rpynnbl UCNONb3YITE KOMaHAY
channel-group {group} mode on B pexxume KoHpUrypaLum cooTBeTCTBYIOLLEr0 UHTEPdeElica.

5.13.2. Ilpomoxon azpezayuu xkananoe LACP

Oynkuueirr nporokona Link Aggregation Control Protocol (LACP) sBasiercs
00bEIMHEHNE HECKOJBbKUX (DM3MUECKUX KAHAJIOB B OJUH. ATperupoBaHHE KaHaJIOB

HCIIOJB3YCTCA OJIA YBCIMUYCHUSA HpOHYCKHOﬁ CITOCOOHOCTH KaHaJIa M MOBBIIICHHUS €ro
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otkazoyctoiunBoctd. LACP mno3Bonser mnepenaBath Tpaduk 1m0 OOBEIUHEHHBIM

KaHaJlaM B COOTBCTCTBHHU C 3a/ITaHHBIMH ITPUOPUTCTAMMU.

V Dna BkawuveHua pabotbl uHTepdeiica no npotokony LACP wucnonb3syiite KomaHAy
channel-group {group} mode auto B pexume KOHPUrypauum COOTBETCTBYIOLLErO
uHTepdeiica.

KomaHObI pexcuma 2106aabHOU KOHPU2ypayuu

Bun 3ampoca KoMaHIHOM CTPOKH peXUMa r1o0aibHOM KOH(UTypaum:

console (config) #

Tabnuna 84 — Komansl pexxrma ri00anbHoi KOHGUTYpaluu

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmesue
no ymoa4aHuro
lacp system-priority value YcTaHaBAMBAET NPUOPUTET CUCTEMBI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBaeT 3HaYEHUE MO YMOHAHUIO.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet

Bun 3ampoca koMaHIHOW CTPOKM B pexuMme KoHpurypauuu unrtepderica

Ethernet:

console (config-if) #

Tabnuna 85 — Komansl pexkuma koHburypanuu uarepderica Ethernet

3HayeHue/3HavyeHue .
KomaHoa / Aelicmeue
10 yMon4aHuro
lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokona LACP
Mo ymonyaHuio o i
- long — pavTtenbHoe Bpemsa TalimayTa;
ncnonbsyertcs o
- short — manoe Bpems TalimayTa.
- 3HauyeHue long
no lacp timeout YCTaHOBWTb 3HaYeHME NO YMOYAHUIO.
lacp port-priority value YcTaHOBUTb NpuopuTeT uHTepdeica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YCTaHOBWTb 3HaYeHMEe N0 YMOYAHMIO.
lacp force-up MNpuHyauTenbHo fo6asuTb MHTepdeic B LACP, BHe 3aBUCMMOCTHU
— /BbIK/OYEHO OT Hannuma lacp pdu c OTBETHOWM CTOPOHbI.
no lacp force-up OTMeHUTb NpUHYyauTenbHoe fobasneHme nHtepdeliica 8 LACP.

KomaHObI pexcuma EXEC

Bup 3anpoca komanaHoi crpoku pexkuma EXEC:

console#
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Ta6mma 86 — Komanasl pesxkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuro

show lacp {gigabitethernet MokasbiBaeT MHPopmauuto o npoTokosie LACP ana nHtepdeitca

gi_port | tengigabitethernet Ethernet. Eciu fononHWUTENbHbIE MAaPaMETPbl HE UCMO/b3YHOTCS,

te_port | fortygigabitethernet TO ByaeT nokasaHa BcA UHGOPMaLLUA.

fo_port} [parameters | - parameters — NoKa3bIBaeT NapamMeTpbl HACTPONKM NPOTOKONA;

statistics | protocol-state] - statistics — noka3bIBaeT CTaTUCTUKY paboTbl NPOTOKON3;

- protocol-state — noka3biBaeT cocTosiHME PaboTbl NPOTOKONA.

KomaHoa Aelicmeue

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

show lacp port-channel MokasbiBaeT MHPopmaumio o npotokone LACP pna rpynnbi
group: (1..48)
[group] NnopToB.

[pumepbl 8b1M10AHEHUA KOMAHO

= Co3paaTb NepByto rpynny noptos, paboTatoLlyto no npotokony LACP 1 Bkatovatowyto ABa nHtepdeinca
Ethernet — 3 u 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YCTaHOBUTbL NPUOPUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 ana noptos 3 n 4 COOTBETCTBEHHO.

console# configure

console (config) # lacp system-priority 6

console (config) # interface port-channel 1

console (config-if)# speed 10000

console (config-if) # exit

console (config) # interface TengigabitEthernet 1/0/3

console (config-if)# speed 10000

console (config-if) # channel-group 1 mode auto

console (config-if) # lacp port-priority 12

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/4

console (config-if)# speed 10000

console (config-if)# channel-group 1 mode auto

console (config-if) # lacp port-priority 13
( ) #

console (config-if exit
5.13.3. Hacmpoiika mexnonozuu Multi-Switch Link Aggregation Group
(MLAG)

Kak u LAG, Buptyansubie LAG no3BOJSIIOT O0BEAMHUTH OAHY WM HECKOJBKO
Ethernet-muauit 115 yBemWYeHUsT CKOPOCTH M 00ECIEUEHUsS OTKA30yCTOWYHUBOCTH.
MLAG Tak xe wu3BectHa kak VPC (Virtual port-channel). Ilpu oObranom LAG
arperupoOBaHHbIC JIMHUU JOJIKHBI OBITH HA OAHOM (PU3MYECKOM YCTPOMCTBE, B CiIyyae
xe ¢ VPC arpernpoBaHHbIC TUHUU HAXOATCS Ha pa3sHBIX (GU3HUYECKUX YCTPOWUCTBAX.

Oynkuus VPC no3Bosisier coeAuMHUTh JABa (U3UYECKUX YCTPOMCTBA B  OJIHO

BHPTYAJILHOC.
/' Mpwu HacTpoike VPC Ha O4HOPAHroBbIX KOMMYTaTOpax A0/XKHa 6biTb 0OANMHAKOBaA BepcuA
nporpammHoro obecneueHus.
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V VPC Port-Channel KOHTPOAMPYIOTCA TONBKO KOMMYTAaTOPOM C pPoJibio Primary, KommyTatop
Secondary ucnonb3yet HaCTPoKu Primary;

KomaHObI pexcuma 2a06anab6HolU KoOHpu2ypayuu

Buz 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabnuia 87 — Komanbl pexxuma rinodanbHOi KOHGUrypauu

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

vpc domain domain_id

no vpc domain domain_id

domain_id: (1..255)

Cos3paet VPC-gomeH.
Ha oaHom ycTpoiicTBe moxKeT 6biTb CO3A4aH TONbKO
V oauH aomeH VPC. Ha napHbIX yCTPOMCTBaX 40/IXKEH
6bITb 0gUHaKoBbIN VPC-gomeH.

Ypansaet VPC-goMeH c ycTpolicTBa.

vpc group group_id

no vpc group group_id

group_id: (1..63)

Cospaer VPC-rpynny. [nA Ka)AoOro arperMpoBaHHOro
nHTepdelica AoMKHA bbITb co3aaHa oTaenbHas VPC-rpynna.
Ha napHbix ycTponctBax Homepa VPC-rpynn  40MXKHbI
coBMafaTh.

CymmapHoe KoauuectBo VPC-rpynn He MoXKeTt
V npeBbICUTb 48.

Ypansaet VPC-rpynny c ycTpolicTsa.

vpc

no vpc

— /BbIKAOYEHO

BkntoyaeT pexkum VPC. UcnonbayeTtca nocne KoHoUrypaumm
VPC.

Bbikntoyaet pexkum VPC.

KomaHObI pexcuma KoHgu2ypayuu VPC

Bun 3anpoca koMaHgHOM cTpoku pexxuma koHpurypauuu VPC:

console (config)# vpc domain domain id
console (config-vpcdomain) #

Tabnuna 88 — Komanas! pexkuma koHburypaiuu VPC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauaeT Port-Channel B KauyecTtse peer-link.

Wckntouaet Port-Channel us yyactua 8 VPC.

peer detection

no peer detection

—/BbIK/OYEHO

BkntouaeT peer detection protocol.
Peer-detection — p[ONONHUTENbHbIM MeXaHU3M,
V obecneunBaowmii  pyHKUMOHMpPOBaHMe VPC B
cnyyae obpbiBa peer-link. Mosatomy 3anpewaerca
ucnonb3oBaHue peer-link gna opraHusauumu uHtepdeiica
peer-detection.

BbikntoyaeT peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaeT WHTepBan OTNPaBKM coobuieHui peer detection
protocol.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYAHUIO.
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peer detection timeout

msec msec:

(700..14000)/3500ms

no peer detection timeout

3apaTtb Bpema 0XKuaaHua oteeTa peer detection protocol.

YcTaHaBAMBaET 3Ha4YeHMe No YMON4YaHUIO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port] udp_port:

(1..65535)/50000

no peer detection ipaddr

Hactpamsaetr IP-agpec nonyyatena naketos, IP-agpec
otnpasuTensa u UDP nopt gns peer detection protocol

YcTaHaBAMBaeT 3HaYeHWe No YMONYaHUIO

peer keepalive

no peer keepalive

Bkntoyaet cnyxby keepalive

BbikntouaeT cnyxby keepalive

peer keepalive timeout sec
sec: (2..15)/5

no peer keepalive timeout

3afaTb Bpema OXMAaHMA OTBETA Ha 3anpoc LEeNOCTHOCTU
peer-link

YcTaHaBAMBaeT 3HAYEeHWe NO YMONYAHUIO

role priority value value: (1..255)/100

no role priority

YcTaHaBAMBaeT MNPUOPUTET  YCTpOMCTBA. YCTPOMCTBO €
MeHbLUMM 3HayeHMem byaeT HasHayeHo Primary.

YcTaHaBAMBaEeT 3HAYEHUE Mo YMONYAHUIO

system mac-addr
mac_address —

no system mac-addr

YcraHaBnusaer MAC-agpec cuctembl ana otnpasku B VPC
nopTbl.

YcTaHaBAMBaeT 3HaYeHWe No YMONYaHUIo

system priority value
value:

(1..65535)/32767

no system

YcTaHaBAMBaeT npuopuTeT cuctembl ansa otnpasku B VPC
noptol. JonKeH ObiTb 04AMHAKOBbIN Ha 060MX YCTPOMCTBAX.

YcTaHaBAMBaeT 3Ha4YeHue no yMOAN4aHUto

KomaHObI pexcuma KoHgu2ypayuu VPC

Bup 3anpoca koMaHaHOU CTpOKH pexxnuma koHdurypaiuu VPC-group:

console (config) # vpc group group-id

console (config-group) #

Ta6muma 89 — Komanasl pexxuma koHburyparuu VPC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

domain domain_id
domain_id: (1..255)

no domain domain_id

YcraHasnusaet VPC-group yneHom VPC-gomeHa.

Uckntovaet VPC-group us VPC-gomeHa.

vpc-port group

no vpc-port group group: (1..48)

Lobasnsaet Port-Channel 8 VPC-rpynny.

Mckntouaet Port-Channel us VPC-rpynnbl

KomaHOowbi pexcuma EXEC

Bup 3anpoca komangHou ctpoku pexnma EXEC:

console#
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Ta6mmma 90 — Komanasl pesxkuma EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show vpc

OTobparkaeT MHGopmauuto o Kopurypaumm VPC

show vpc group id

OTobpaxkaeT nHbopmaLmio o Tekywem cocTosiHmum VPC Group id

show vpc peer-detection

OTobpaxkaeT cocTosHue cnybbl peer detection protocol)

show vpc role

OTo6parkaeT MHbOPMALMIO O POAN YCTPONCTBA

show vpc statistics peer {
keepalive | link | detection }

OTob6parkaeT COCTOAHNE CYETYMKOB CNyKbbl VPC

5.14. Hacrpoiika IPv4-agpecanun

B JaHHOM Pa3aCJIC OIIMCaHbl KOMAaHIbI JJIA HaCTpOﬁKH CTaTHUYCCKUX IIapaMCTPOB

[P-appecanuu, Takux kak [P-agpec, macka nojicetu, U3 no ymonyanuto. Hacrpoiika

mpoTokosioB DNS n ARP onncana B COOTBETCTBYIOIIMX pa3aeiiax JOKYMEHTALUH.

KomaHObI pexcuma KoHguaypauyuu uHmepagetica Ethernet, uHmepaelica epynnel nopmos, VLAN,

Loopback

Bun 3ampoca koMaHJHOW CTPOKM B pexuMme KoHpuUrypauuu uHrtepderica

Ethernet, untepdeiica rpynmnsl noptos, unrepgerica VLAN, unrepdeiica Loopback.

console (config-if) #

Ta6nuna 91 — Komanasl pexxumMa koHbuUrypaimu uarepdeiica

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

HAelicmeue

ip address ip_address {mask |
prefix_length}

no ip address [/P_address]

prefix_length: (8..32)

HasHaueHne 3agaHHOMy WHTepdeiicy

noacertu.
V 3HayeHMe MacKkn MoxKeT BbITb 3anucaHo 1Mbo B popmate
X.X.X.X, nn60 B popmaTte /N, rae N — KOAMYECTBO eAMHUL,
B A BOMYHOM NpeACcTaBNeHUN MACKU.

IP-appeca M Mmacku

Yaanenwue IP-agpeca nHtepdeiica.

ip address dhcp

no ip address dhcp

MNonyuyeHwne IP-apgpeca ana HactpamBaemoro nHTepderica ot DHCP-
cepsepa.
V He ucnonbayetca ans loopback-uHrepdeiica.

3anpetr ucnonb3oBaHWA npoTtokona DHCP ana noayyveHusa |P-
appeca BblbpaHHbIM UHTEpdeicom.

ip unnumbered [vlan vian_id |
loopback /loopback_id]

no ip unnumbered

vlan_id: (1..4094);
loopback_id: (1..64)

PaspewaeTr KoHdUrypupyemomy uHTepdeitcy 3ammcrsosath |P-
aapeca VLAN u Loopback-uHTtepdeiica.

OTkntovaer (')yHKLI,VIIO 3aMMCTBOBaHUA agpeca.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bun 3ampoca KOMaHIHOM CTPOKH B peXHME II00aIbHON KOH(UTypauu:

console (config) #
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Ta6muna 92 — Koman sl pexxuMa rio0abHOM KOHGUTYpAITUU

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmesue

ip default-gateway
ip_address

no ip default-gateway

—/wno3 no
YMONYaHUIO He 3a4aH

3afatb 4NA KOMMyTaTopa afApec Wo3a No YMONYAHMIO.

YAanuTb HasHauYeHHbIM aApec Wko3a N0 YMOYAHUIO.

ip helper-address
{ip_interface | all}
ip_address [udp_port_list]

no ip helper-address
{ip_interface | all}
ip_address

— /BbIK/IOYEHO

BkntounTb nepeagpecaumio wmpoKosewatenbHbix UDP-nakeTos
Ha onpegeneHHbIN agpec.

- ip_interface — |P-agpec uHTepdelica, 419 KOTOPOro
BbIMNO/IHAETCA HAaCTPOMKa;

- all — no3BonAeT BbIbpaTh BCE IP-MHTEpdENCHI YCTPONCTBA;

- ip_address — |P-afpec Ha3Ha4YeHUs, Ha KOTOPbI ByayT
nepeHanpasnATbca nakeTbl. 3HavyeHue 0.0.0.0 oTkaouvaeT
nepeagpecauuio;

- udp_port_list — cnucok noptos UDP. LLnpokoBseLaTebHbIM
TpaduK, HaNnpaBNEHHbIM Ha NepeYncneHHble B CNUCKe NOPTI,
noasepraetca nepeagpecauumn. MakcumanoHoe obuiee
KO/IMYeCcTBO NOPTOB U afpecoB Ha ycTpolicTso — 128.

OTMeHUTb Nepeagpecaumnio Ha 3aaHHbIX MHTepdencax.

KomaHObI pexcuma Privileged EXEC

Bun 3anpoca komanHoM cTpoku B pexxume Privileged EXEC:

console#

Tabnuua 93 — Komangsl pexuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

HAeilicmeue

clear host {* | word}

word: (1..158)
CMMBOIOB

YAanuTb U3 NamATK nosiydeHHble no npotokony DHCP 3anucu
COOTBETCTBUI UMeH NHTepdelicos u nx IP-agpecos.
* — yAanuTb BCe COOTBETCTBUA.

renew dhcp
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | vlan vian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

OTtnpasuTb 3anpoc kK DHCP-cepsepy Ha o6HoBNeHMe IP-agpeca.
- force-autoconfig — npu o6HoBNEHUM IP-aapeca 3arpyrKaeTca
KOHPUrypauma c TFTP-cepsepa.

show ip helper-address

OT06pa3unTb TabauLy NepeagpecaLiMm WMpPoKoBeLLaTebHbix UDP-
nakeTos.

KomaHOowbi pexcuma EXEC

Bun 3anmpoca koMmaHAHOM CTPOKH B pexxkume Exec:

console>
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Ta6mmma 94 — Komanasl pesxkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show ip interface [vrf {vrf-
name | all} |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id
| oob]

MoKasaTb KoHUrypaumio IP-agpecaumm AN yKazaHHOro

f- :(1..32 . o
vrf-name: ( ) nHTepdelica nnm obaactn BUpTyanbHOW MapLupyTusaumm (vrf).

CUMBON;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback_id : (1...64)
vlan_id: (1..4094)

5.15. Hacrpoiika Green Ethernet

Green Ethernet — TCXHOJIOT'HA, ITO3BOJIAIOIIAA CHH3UTL OSHCPI OHOTpC6H€HH€
YCTpOﬁCTBa 3a CUHCT OTKIIIOYCHUSA IMUTAHUS OJIS1 HCAKTHBHBIX 3JICKTPUUYCCKUX IMOPTOB U

N3MCHCHUS YPOBHA IICPCAAaBACMOI'0O CUT'HAJIA B 3aBUCUMOCTHU OT OJIMHBI KaOeJs.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bun 3anpoca koMaHHOM CTPOKHU B PEXKUME II100aibHON KOHPUTYpaIUK:

console (confiqg) #

Tabauua 95 — Komanasl pexxrma rio0anbHoil KOHGUTypauuu

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymMmon4aHuro
green-ethernet energy-detect BKkntouaeT sHeprocbeperalowmii  peXuMmM Oas HEAKTUBHbIX
nopToB.
-/BbIKOYEH .
no green-ethernet OTKAloYaeT 3HeprocbeperaoWmii - pexmnm AN  HEeaKTUBHbIX
energy-detect nopToB.
green-ethernet short-reach BktoyaeT sHeprocbeperatowmii pexxmm ans rnopTo., K KOTOPbIM
MOAK/IOYAOTCA YCTPOMCTBA C AAMHOM Kabens noAkaloyeHus
MeHbLLEe NOPOroBOro 3Ha4YeHUs, YCTaHaBMBAEMOTO C MOMOLLbIO
-/BblKIOYEH
KomaHzbl green-ethernet short-reach threshold.
no green-ethernet short-reach OTKAtoYaeT sHeprocbeperaowmii PesKMM Ha OCHOBaHUMN AJINHbI
Kabens.

KomaHObI pexcuma KoHgpu2ypayuu uHmepageltica

Bun 3ampoca koMaHIHOW CTPOKM B pexuMme KoHpurypauuu uHTtepderica

Ethernet:

console (config-if) #

Tabnuma 96 — Komanasl pexxumMa koHburyparuu uarepdeiica Ethernet

3HaveHue/3Ha4yeHue .
KomaHoa / Aelicmesue
no ymoa4YaHuro
green-ethernet energy-detect -/BKAtoYeH BkntoyaeT sHeprocbeperatowmii pexxum ana nHtepoeiica.
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no green-ethernet OTK/loYaeT aHeprocbeperaowmin pexxum gna nitepdeica.
energy-detect
green-ethernet short-reach BKkntoyaeT aHeprocbeperawolmini pexxmm Ha OCHOBAHMU AJIMHbI
Kabens.
-/BkatoyeH —
no green-ethernet short-reach OTKAOYaeT aHeprocbeperaoWwmnin peXKxMM Ha OCHOBAHWUU AJ/INHbI
Kabens.

KomaHObi pexcuma Privileged EXEC

Bun 3anpoca komanHo ctpoku B pexxume Privileged EXEC:

console#

Ta6mmma 97 — Komannsl pexuma Privileged EXEC

3HayeHue/3Ha4yeHue o
KomaHoa / Aelicmesue
o ymon4yarHuro
show green-ethernet OTobparkaeT CTaTUCTUKY green-ethernet.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port | fo_port: (1..8/0/1..4);
detailed]
green-ethernet power-meter } CbpacbiBaeT CHETYMK UBMEPUTEN MOLLHOCTHU.
reset
[Mpumepsbl 8bINOAHEHUS KOMAHO
=  OTtobpas3unTb CTAaTUCTMKY green-ethernet:
console# show green-ethernet detailed
Energy-Detect mode: Disabled
Short-Reach mode: Disabled
Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]
Short-Reach cable length threshold: 50m
Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

5.16. Hacrpoiika IPvé6-agpecanun

5.16.1. IlIpomoxon IPv6

KommyTtaropsl moaaepxxuBaiotr padory mno nporokony IPv6. Ilonaepxka IPv6

SABJIACTCS BaXKHBIM JOCTOMHCTBOM, ITIOCKOJIBKY IIPOTOKOJI IPv6 IIpHU3BaH, B IICPCIICKTHUBC,
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MOJTHOCTBIO 3aMEHUTH ajipecaruto npotokona IPv4. ITo cpaBHenuto ¢ IPv4 mpoTokon

[Pv6 umeeT pacuirpeHHoe afpecHoe MpocTpancTBO — 128 Out BMecto 32. Anpec IPv6

peAcTaBisieT co00il 8 OJ0KOB, pa3/ieICHHBIX ABOCTOYHMEM, B KaKJI0M Ojoke 16 OuT,

3allMCAHHBIX B BUJAC YCTBIPCX MICCTHAAUATCPUIHBIX YHUCCII.

[ToMmuMO yBeaMYEHHS] AAPECHOrO MPOCTpaHCTBAa MpoTokon I[Pv6 wumeer

UEPAPXUYECKYIO CXEMY aJpecalii, 00eCIeuynBaeT arperaiuo MapiupyToB, YIpOIaeT

TaOJIUIly MapHIpyTH3alUH, TpU 3ToM 3(G(EKTUBHOCT, PabOTHI MaplIpyTH3aTOpa

MOBBIIIAETCA 3@ CUET MEXaHU3Ma OOHAPYKEHUSI COCEHHUX Y3JI0B.

Jlokanshbie anpeca [Pv6 (IPv6Z) B kommyTaTtope HazHauyaroTcs uHTEpdeiicam,

IIOATOMY TIIPU HKCIOJb30BaHuU [Pv6Z-anpecoB B CHHTaKCHCE KOMAHJ HMCIOJb3YETCA

cienyroonmi hopmar:

Y/

<ipv6-link-local-address>%<interface-name>

rae:

interface-name — nma nHTepodeinca:

interface-name = vlan<integer> | ch<integer> |<physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=01]1]2|3|4|5|6|7|8]|9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) |
fortygigabitethernet (1..8/0/1..4)

Ecan 3HayeHue rpynnbl UM HECKONIbKUX TPynn noapap B aapece nporokona IPvé pasHo
Hynto — 0000, TOo paHHble rpynnbl Mmoryt 6biTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6biTb cokpaweH ao FE40::AD21:FE43.
CoKpauwieHMI0 He MOryT 6biTb NoaBeprHyTbl 2 pasgenieHHble HyneBble rpynnbl M3-3a
BO3HUKHOBEHUA HEOAHO3HAYHOCTHU.

EUI-64 - 310 ngeHtuduKkarop, cosaaHHblit Ha 6ase MAC-agpeca uHTepdeinca, ABNAIOLLMACA
64 mnaawumm 6utamm IPv6-agpeca. MAC-apgpec pa3busaeTtca Ha ABe 4YacTu no 24 6wura,
MeXay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bun 3anpoca kKoMaHIHOM CTPOKHU pekuMa rio0aabHON KOHPUTYpalUu:

console (config) #

Tabnuua 98 — Komansl pexxrma rio0anbHoil KoHGUrypauuu

Komanda 3HayeHue/3Ha4yeHue eiicmeue
no yMoaYaHuro
ipv6 default-gateway 3a4aTb 3HAYEHUE NOKaNbHOro agpeca IPve-wntosa no
ipv6_address YMOYaHMIO.
no ipv6 default-gateway YAanuTb HacTponku IPv6-wato3a No yMoNYaHMo.
ipv6_address
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ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}
mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Co3patb cTatnyeckoe cootseTcTame mexay MAC-agpecom
cocefiHero ycTponcTtsa u ero IPvb-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypaanutb ctatnyeckoe cootseTcTeue mexay MAC-agpecom
cocefiHero ycTponcTtsa u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaTtb orpaHuyeHue ckopoctu ana ICMPv6-coobuieHnit 06
owmnbKax.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

ipv6 route
prefix/prefix_length
{gateway} [metric]
[distance distance]

no ipv6 route prefix
/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[Oo6aBunTb cTaTuyecknii mappyt IPv6.

- prefix — ceTb Ha3Ha4YeHwUs;

- prefix_length — npeduKc macku ceTv (KOIMYeCcTBO eguHuL, B
macke);

- gateway — W03 ANA AOCTYNa K CETU Ha3HAYeHUs;

- distance — aAMUHUCTPATUBHAA UCTAHLMA MapLUpYTa.

YaanuTb cTaTMYecKkuii mapuwpyt IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

—/BbIK/IOYEHO

BkAouMTb NepeHanpasaeHne ogHOaAPECHbIX MAaKeTOB.

OTK/IOUYUTL NepeHanpasneHne oL4HOALPECHbIX NAKETOB.

ipvé6 distance {ospf {inter-
as | intra-as} | static}
distance

no ipv6 distance {ospf
{inter-as | intra-as} |
static}

distance
(1.255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YCTaHOBWTb 3HAYeHME agMUHUCTPATUBHOM AncTaHumm (AD) ana
BCEX MapLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — ycTaHOBUTb 3HaYeHMe AD A1 MeXK30HaNbHbIX
MapLLpPYTOB, MPUHATbIX No npoTokony OSPF;

- ospf intra-as — ycTtaHoBUTb 3HaueHne AD ana
BHYTPM30HAa/IbHbIX MapLUPYTOB, NPUHATbLIX N0 npoTokony OSPF;
- static — ycTtaHaBauBaeT 3HayeHue AD gns cTaTUYECKUX
MapLUpyTOB.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

KomaHOb! pexcuma KoHeuaypauuu uHmepgpelica (VLAN, Ethernet, Port-Channel)

Bup 3anpoca kOMaHIHOM CTPOKH pekuMa KoHpurypanuu uaTepderica:

console (config-if)#

Ta6nuna 99 — Komanae! pexkxuma korduryparuu uarepdeiica (Ethernet, VLAN, Port-

channel)

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

— /BbIKOYEHO

BkntoumTb noanep:KKy IPvb Ha uHtepdelice.

OTKAOUUTL NoaaepPKKy IPV6 Ha nHTepdeiice.
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ipv6 address
ipv6_address/prefix_length
[eui-64] [anycast]

prefix-length: (0..128)
((0..64) ecnn
MCMO/b3yeTca napameTp
eui-64)

no ipv6 address
[ipv6_address/prefix_length]
[eui-64]

3apatb IPv6-aapec Ha nHtepdeiice.

- ipv6_address — IPv6-agpec, Ha3HayeHHbI MHTepdeicy (8
6/710K0B, pa3feneHHbIX ABOETOUYMEM, B Kaxaom 6noke 16 6urT,
3anNMCaHHbIX B BUAE YeTbipex WeCcTHaALATePUYHbIX Yncen);

- prefix_length — pnvHa npedukca IPv6 — pgecATMyHOE Yncio
— KOJIMYEeCTBO CTapLUnX 6BUT agpeca coCTaBAAOLWMX NpedUKC;

- eui-64 — naeHTUdMKaTOp, CO3daHHbIN Ha 6aze MAC-agpeca
nHTepdelica, 3anucbiBaeTcs B 64 mnaawux buta IPv6-agpeca;

- anycast — yKa3blBaeT, YTo 3aZlaHHbIV agpec anycast-agpec.

Ypnanute IPv6-agpec c uHTepodeiica.

ipv6 address autoconfig Mo YMoAYaHMIO
ymon4aHu

aBToMaTu4ecKan
KOHOUTYypaLMa BKAOYEHa,
afpeca He Ha3HayeHbl.

no ipv6 address autoconfig

BKntouMTb aBTOMATUUECKyo KoHdurypauumto IPv6-agpecos Ha
uHTepderice. Appeca HacTpauBalOTCA B 3aBUCMMOCTU OT
npedukcos, KoTopble MNoONydYeHbl B coobueHnax «Router
Advertisement».

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ipv6 address
ipv6_address/prefix_length link-

Mo ymonuyaHuio 3HaueHme
local

JI0OKa/ZIbHOro aapeca:
(FES0::EUI64)

no ipv6 address
[ipv6_address/prefix-length
link-local]

3apaTtb NokanbHbiM IPv6-agpec uHTepdeica. Crapwuve 6uTbl
nokanbHbIx IP-agpecos 8 IPv6 — FE80::

Yaanutb nokanbHbii IPv6-agpec.

ipv6 nd dad attempts
attempts_number

3apaTb Ko/MYecTBO coobLeHMI-TpeboBaHNi, NepesaBaembix
UHTEpdENCOM B3aMMOAENCTBYIOLWLEMY YCTPOWCTBY B C/ayvae

no ipv6 unreachables

(0..600)/1 obHapykeHua aybamkaumm (konnmsmum) IPve-agpeca.

no ipv6 nd dad attempts BepHyTb 3HaYeHWe No yMon4YaHuio.

ipv6 unreachables Bkntountb ICMPV6-co0bLEHNA O HEAOCTUKMMOCTM agpecaTta
—/enabled npv nepegaye NakeToB Ha OnpeaesieHHbI MHTepdeiic.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

ipvé mid version version

version: (1..2)/2

no ipvé mld version

OnpegnenvTb Bepcuto NnpoTokona MLD ana nHtepoeiica.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

KomaHObI pexcuma Privileged EXEC

Bun 3anpoca komangHo ctpoku pexxuma Privileged EXEC:

console#

Ta6mmma 100 — Komanns pexxuma Privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHoa

Aelicmeue

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb WHbopmaumio o cocegdHux |IPvb-ycTpoKicTBax,

cofeprKallyrca B Kale.

clear ipv6 neighbors

OuncTUTb KoL, cofepKalnii MHPOPMALMIO O COCeAHMX
ycTpoiicTBax, paboTtatowmx no npotokony IPv6. MHPopmauma
0 CTaTMYECKMX 3aMMCAX COXpaHAEeTCA.

show ipv6 distance

MokasaTb 3Ha4YeHMe aAMWHUCTPATUBHOW [AUCTAHUWUM ANA
Pa3NIMYHbIX UCTOYHUKOB MapLLpyTa.
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KomaHOwb! pexcuma EXEC

Bup 3anpoca komanaHoi ctpoku pexxuma EXEC:

console#

Ta6mmma 101 — Komane! pexkxuma EXEC

KomaHoa 3HayeHue/3Ha4yeHue Aeiicmeue
no ymoa4aHuro
show ipv6 interface [brief | lMoKasaTb HacTpoWKkM npoTokosna IPv6 pns  yKasaHHOro
gigabitethernet gi_port | gi_port: (1..8/0/1..48); nHTepodeiica.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48);
group | loopback | vlan vlan_id: (1..4094)
vlan_id]
show ipv6 route [summary Mokasatb Tabamuy IPv6-mapLupyTos.

| local | connected | static
| ospf | icmp | nd |

ipv6_address/ipv6_prefix | gi_port: (1..8/0/1..48);
interface {gigabitethernet te_port: (1..8/0/1..24);
gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);

| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]

5.17. Hacrpoiika NnpoTOKO0JIOB

5.17.1. Hacmpoiika npomoxkona DNS — cucmemuvl 0omeHHbIX uMeH

OcnoBHo¥M 3a1aueit nporokosia DNS sBisiercs onpeaenenue [P-anpeca y3na cetn
(xocTa) Mo 3ampocy, coJepxkalieMy ero JoMeHHOe MMs. baza JaHHBIX COOTBETCTBHI
NOMEHHBIX MMEH Y3JI0B CETH M cOOTBeTcTBYyromMX uM [P-ampecoB Bengercs nHa DNS-

cepBepax.

KomaHObI pexcuma 2106anabHol KoHpuU2ypayuu

Bup 3anpoca KOMaHIHOM CTPOKH B PEXKUME TJI00aTbHON KOHPUTYpaILUK:

console (config) #

Tabmauna 102 — Komanasel peskxuMa rio0aibHOM KOHPUTYpaITiu

3HayeHue/3Ha4yeHue ”
KomaHoa / Aeilicmeue
o ymoa4aHuro
ip domain lookup Paspewaet ncnonb3osaHune npotokona DNS.
- - —/BK/IOYEHO
no ip domain lookup 3anpeuaeT ncnonb3oBaHue npotokona DNS.
ip dns server —/BbIKAOYEH BkntoyaeT paboty DNS-cepsepa.
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no ip dns server

Bbikntouaet paboty DNS-cepsepa.

ip name-server
{server1_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegensetr IPv4/IPv6-agpeca A4na  AoCTynHbIXx  DNS-
cepBeposB.

Ypansaert IP-agpec DNS-cepBepa 13 cnucka AOCTYMHbIX.

ip domain name name

no ip domain name

name: (1..158)
CMMBOOB

OnpegensieT JOMEHHOE UMA MO YMOYaHUIo, KoTopoe byaeT
MCNO/b30BaThCA nporpammon, ana LOMNONHEHNA
HenpaBW/bHbIX AOMEHHbIX MMeH (4OMeHHbIX umeH 6e3
TOYKM). [NA AOMEHHbIX MMeH 6e3 TOUKM B KOHeL, MMEHM
6yger L[06aBNATbCA TOYKA WM YKasaHHOe B KOMaHAe
LOMEHHOe UMA.

Yaansaer 4OMeHHOE UMS MO YMOJTHaHMIO.

ip host name address1
[address2 ... address8]

no ip host name

name: (1..158)
CMMBOOB

OnpepgenseTt cTaTU4ECKME COOTBETCTBUA MMEH Y3108 ceTu IP-
agpecam, fobaBnsAeT yCTaHOB/IEHHOE COOTBETCTBME B K3LU.
PyHKuMA nokanbHoro DNS. MoxHO onpeaenntb A0 BOCbMMU
IP-agpecos

Ypanaet craTUYecKMe COOTBETCTBMA UMeH Y3108 cetn IP-
aapecam.

KomaHOowb! pexcuma EXEC

Bup 3anpoca komangHou ctpoku B pexxume EXEC:

console#

Ta6mmma 103 — Komans! pexkxuma EXEC

3Ha4yeHue/3HayeHue .
KomaHda Aeiicmeue
no ymoa4aHuro
clear host {name | *} name: (1..158) Yaanaer 3anucb COOTBETCTBUA MMeHM y3na cetu |IP-agpecy
CMMBONOB Kalwa nmbo Bce 3anucwm (*).

show hosts [name]

name: (1..158)
CMMBO/I0B

OTobparkaeT AOMEHHOe MMS MO YMOJIYaHWUI, cnMcok DNS-
cepBepoB, CTaTUYECKME U KILWMPOBAHHbIE COOTBETCTBMA MMEH
y3noB cetu u IP-agpecos.

Mpu K“CNoNb30BaHUM B KOMaHAE WMEHM Yy3/1a CceTw,
oTobpaKaeTcA COOTBETCTBYOLWMI emy IP-aapec.

show ip dns server

Otobparkaetr crtatyc DNS-cepBepa M CNUCOK AOCTYMHbIX
cepBepos.

show ip dns server cache

OTobparkaet Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CUMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

OTobparkaeT noapobHbIA BbIBOA, 3aMWCU, BKAOYAOWMI B
cebs otBeTbl RR Ha [aHHbI 3anpoc query_name W

query_type.

show ip dns server
counters

OtobparkeHne o06LWEro yucna 3anpocoB M obuero yucna
OTBETOB HalAeHHbIX B cache-hit.

clear ip dns server cache

Oumnctutb Kaw DNS-cepsepa.

clear ip dns server
counters

O6HyﬂMTb CYETYMKM 3anpoCcoB N OTBETOB.
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lpumepsbl UC1016308AHUS KOMAHO

Ucnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE UMA
no ymonyaHuto — rustel" - "console(config)# ip domain name rtt"

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config)# ip domain name rtt

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: y3e/ CeTh ¢ umeHem rustel nmeer IP-agpec 192.168.16.39:

console# configure

console (config)# ip host rustel 192.168.16.39

5.17.2.

Hacmpoiika npomokoaa ARP

ARP (Address Resolution Protocol — mnpoTokon pasperieHus aapecoB) —

MIPOTOKOJI KAaHAJILHOTO YPOBHS, BhINONHSOMUN QyHKIMI0 onpeaeneHuss MAC-aapeca

Ha OCHOBAHHH COACPKAIICTOCA B 3aIIPOCC IP-aﬂpeca.

KomaHapbl pexkruma rnobanbHom KoHbUrypaumm

Bun 3anpoca KOMaHIHOM CTPOKHU B PEXXHUME II100aIbHON KOHPUTYpaLUK:

console (config) #

Tabnuna 104 — Komanabl pesxuMa rio0aibHOM KOHPUTYpaIiu

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group | vlan vian_id | oob]

dopmart ip_addr: A.B.C.D;
¢dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

[o6aBuTb cTaTMyeckyto 3anmcb cooTsetcTeusA IP- 1 MAC-
aapecos B Tabanuy ARP gna yKazaHHOro B KomaHze
nHTepodelica.

- ip_address — IP-agpec;

- hw_address — MAC-aapec.

YpanuTb cTaTUYECKyIo 3anucb cooTBeTcTeumA IP- n MAC-agpecos
13 Tabanubl ARP gns yKasaHHOro B KOMaHze nHtepdelica.

arp timeout sec

sec: (1..40000000)/60000

HaCTpOMTb BpemA XU3HN ANHAMUYECKUX 3anucen 8 Ta6nmu,e
ARP (c).

no ip arp proxy disable

cek
no arp timeout YCTaHOBUTb 3HAUEHME N0 YMONYAHMUIO.
ip arp proxy disable OTKAOUNTL PEXMM NPOKCMpoBaHua ARP-3anpocos ans
. KommyTaTopa.
— /OTKNIOYEH

BKkaounTb pexkxmm npokcuposaHma ARP-3anpocos ana
KOMMmyTaTopa.

KomaHObI pexcuma privileged EXEC

Bun 3anpoca komangHOM cTpoku B pesxkume privileged EXEC:

console#
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Tabnauna 105 — Komanas! pesxkuma privileged EXEC

Komanoa 3HaveHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
clear arp-cache YpanuTb Bce AHaMM4Yeckue 3anucu n3 ARP-Tabanubl (KomaHaa
- AOCTYNHA TONbKO A4 NPUBUAETMPOBAHHOrO NO/b30BaTeNs).
show arp [ip-address dopmart ip_address: Moka3saTb 3anucn ARP-Tabanubl: Bce 3anucu, duabtp no IP-
ip_address] [mac-address A.B.C.D agpecy; dpunbtp no MAC-agpecy; dunbTp no nHtepdeiicy.
mac_address] dopmaT mac_address: | - ip_address — IP-agpec;
[gigabitethernet gi_port | H.H.H van H:H:H:H:H:H | - mac_address — MAC-agpec.
tengigabitethernet te_port nnun H-H-H-H-H-H;
| fortygigabitethernet gi_port: (1..8/0/1..48);
fo_port | port-channel te_port: (1..8/0/1..24);
group | oob] fo_port: (1..8/0/1..4);
group: (1..48)
show arp configuration MokasaTtb rnobanbHyto KoHpUrypaumo ARP 1 kKoHpurypaumo ARP
- ana nHtepdeicos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgeltica

Bun 3anpoca komaHHOM cTpoku B pexkume interface configuration:
console (config-if) #

Tabmuna 106 — Komannbl pexxuma koHduryparuu uHtepdeiica Ethernet, rpymmbr
unTepdeiicon, narepdeiica VLAN

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no yMo/a4YaHuro
ip proxy-arp BKAOUMTL pexknm npokcnuposaHma ARP-3anpocos Ha
HacTpanBaemom MHTepodeiice.
—/BKAKOYEHO

no ip proxy-arp OTKNOYUTb pexkum npokcnmposaHuna ARP-3anpocos Ha
HacTpanBaemom MHTepodeiice.

ip local-proxy-arp BkntounTb Ha MHTepdeiice dyHKUmMoHan Local Proxy ARP
(kommyTaTop 6yaeT oTBevaTb Ha ARP-3anpochbl K XOCTam,
HaxoAALWMMCA B TOM YMCAe Ha 3TOM e L3-untepdelice). Ana
paboTbl AaHHOW GYHKUUM HA NOPTY HEOHXOAMMO BKAOUYUTL
06bI4HbIV Proxy ARP (IP proxy-arp).

no ip local-proxy-arp OTKNtounTb DyHKLMOHan Local Proxy ARP Ha uHTepdelice.

— /BbIK/OYEHO

[pumepbl UC016308AHUA KOMAHO

[Job6aBuTb cTaTMyeckyto 3anucb B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMSA KU3HU AMHAMMYecKux 3anucen B ARP-Tabaunue — 12000 cekyHa;:

console# configure
console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2
console# arp timeout 12000

= [lokasaTtb cogepmmoe ARP-Tabauubl:

console# show arp

VLAN Interface IP address HW address status

vlan 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic
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5.17.3. Hacmpoiixa npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpauuu.
[IpoToxos MO3BOJSAET pacIpoCTpaHuTh Mo cetn uaeHTudukatopsl VLAN. OcHoBHOMN
¢ynknuerr  mporokona GVRP  saBnsercs  oOHapyxeHue wHpOpMammm 00
OTCYTCTBYIOIIMX B 0aze maHHBIX KoMmmyTaTopa VLAN-ceTsx mpu TOTydYeHUH
coobmenuit GVRP. IToxyuns unpopmanuio 06 orcyrcrByrommx VLAN, kommyTaTop

N00aBIISET €€ B CBOIO 0a3y JaHHBIX.

KomaHObI pexcuma 2n106anbHol KoHpuU2ypayuu

Bun 3anpoca koMaHHOM CTPOKHU pekUMa rio0aabHON KOHPUTYpaIUu:

console (config) #

Tabnuna 107 — Komanasl peskxuMa rio0aibHOM KOHPUTYpaIuu

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymona4yaHuro

gvrp enable BkntoyvaeT ncnosb3oBaHue npotokoaa GVRP-kommyTatopom.

no gvrp enable /BeikniodeH BbikntoyaeT ncnosnb3oBaHue npotokona GVRP-kommyTaTtopom.

gvrp static-vlan MonyuyeHHble no GVRP vlan 6yayt asTomatnyeckn Aobasnatbea
Bo vlan database.

no gvrp static-vlan - OTKNtouNTL fob6asneHue vlan’oB, MOMYYEHHbIX MO MPOTOKOAY
GVRP Bo vlan database.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica (OuanasoHa uHmepagelicos) Ethernet, uHmepgelica

epynrsl nopmos

Bun 3ampoca koMaHIHOW CTPOKM B pexuMme KoHpurypauuu uHrtepderica

Ethernet, untepdeiica rpynmnsl mopToBs:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | port-channel group}

console (config-if) #

Tabmuna 108 — Komannpr pexxuma konduryparuu uHtepdeiica Ethernet, rpymmbr
uHTepdencon

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no yMmoa4YaHuro
gvrp enable BkatoyaeT nucnonb3osaHne npotokosna GVRP Ha HacTpanBaemom
UHTepodeiice.
-/BblKIOYEH
no gvrp enable BbIKntoyaeT ncnosnb3oBaHue npotokosna GVRP Ha HacTpanBaemom
UHTepodeiice.
gvrp vlan-creation-forbid /paspelweHo 3anpewaeT AMHaMUYecKoe nameHeHue uam cosgaHme VLAN ana
pasp HacTpanBaemoro nHTepoeica.
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no gvrp vlan-creation-forbid Pa3spewaeTt AnHamunyeckoe nameHeHme mnamn cosganune VLAN gna
HacTpanBaemoro nHTepodeica.
gvrp registration-forbid Mo ymon4yaHuo BbinonHAeT cHATMe pernctpauum ana scex VLAN mn He pgonyckaet
co3gaHue n €034aHUA Uan peructpaumn Hosbix VLAN Ha JaHHOM MHTepodeiice.
no gvrp registration-forbid pervctpauma VLAN Ha | YctaHaBiMBaeT 3HauYeHWe N0 YMOMYAHMIO.
MHTepoeice
paspeweHa

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica VLAN

Bun 3anmpoca komaHIHOM CTpOKU B pekumMe KoHpurypamuu narepderica VLAN:

console (config-if) #

Tabnuna 109 — Komanas! pesxxuma konurypaimu uatepdeiica VLAN

3HaveHue/3Ha4yeHue
KomaHoa / OnucaHue
no yMmoa4YaHuro
gvrp advertisement-forbid 3anpeuwaeTt aHoHcupoBsaHue VLAN no npoTtokony GVRP.
no gvrp advertisement-forbid OTMmeHsAeT 3anpeT Ha aHoHcmpoBaHue VLAN no npotokony GVRP.

KomaHObi pexcuma privileged EXEC

Bun 3anpoca komanaHo#M ctpoku pexkuma privileged EXEC:

console#

Tabnuua 110 — Komanas! pexkxuma privileged EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

clear gvrp statistics OuunLaeT HaKOMN/JIEHHYIO CTaTUCTUKY NpoToKkona GVRP.
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |

port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

KomaHOowbi pexcuma EXEC

Bup 3anpoca komananoi crpoku pexkuma EXEC:

console>

Ta6mmma 111 — Komanae! pesxkuma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
o ymon4aHuro

KomaHoa

MNokasbiBaeT KoHoUrypaumto npotokona GVRP anAa ykasaHHoro
nHTepoeiica, NMbo ans Bcex MHTepdencos.

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)
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show gvrp statistics lNoKa3biBaeT HAKONAEHHY CTaTUCTMKY No npotokoay GVRP gna
[gigabitethernet gi_port | yKasaHHoro uHtepdeliica, imbo gna Bcex UHTEPECcos.
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

show gvrp error-statistics MoKasblBaeT CTaTUCTUKY Mo owmnbKkam npu paboTe npoTokona GVRP
[gigabitethernet gi_port | ONA yKasaHHOro uHTepderica, imbo ansa Bcex MHTepdencos.
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

5.17.4. Mexanusm oonapyscenusn nemens (loopback-detection)

JIaHHBII MEXaHW3M II03BOJISIET YCTPOWMCTBY OTCIIEKMBATH 3aKOJBIIOBAHHBIC
nopthl. IleTns Ha mopty oOHapyXuBaeTcs MyTEM OTCBUIKM KOMMYTAaTOpOM (periMa ¢

aIpecoM Ha3HA4YE€HUs, COBIAIAOIINM ¢ ofHUM 3 MAC-aapecoB yCTpOMCTBA.

KomaHObI pexcuma 2n106anbHol KoHpuU2ypayuu

Bun 3anpoca KoMaHIHOW CTPOKHU B PEXHUME IrI100aIbHON KOHPUTYpaALUU:

console (config) #

Tabmauua 112 — Komanapl pesxxuMa rio0aibHOM KOHPUTYpaluu

3HayeHue/3HayeHue no .
KomaHda Aeiicmeue
YMOAYAHUIO
loopback-detection enable BKkntoyaeT mexaHn3m o6HapyKeHMA neTesb AN8 KOMMYTaTopa
- — /BbIKAOYEHO
no loopback-detection enable BoccTaHaBAMBaeT 3HaYEHME MO YMOIYAHMUIO.
loopback-detection interval YcTaHaBAnBaeT nHTepBan mexay loopback-pperimamu.
seconds seconds: (10..60)/30 - seconds — vHTepBan BpemeHu mexay LBD dppeimamm.
no loopback-detection interval CEKYH[, BoccTaHaBnvBaeT 3HaYeHMe No YMOAYaHUIO
loopback-detection mode Onpegenaer MAC-agpec HasHauYeHus, yKasbiBaemblii 8 LBD-
{src-mac-addr | base-mac-addr dpeiime.
| - source-mac-addr — B KayecTBe agpeca Ha3HaYeHUA UCMob-
multicast-mac-addr | broadcast- 3yetcA MAC-aZpec NnopTa-UCTOYHMKa;
mac-addr} - base-mac-addr — B KauecTBe agpeca HazHaA4YeHUA UCNOJb-
3yetca MAC-agpec KomMmyTaTopa;
—/broadcast-mac-addr .
- multicast-mac-addr — B KayecTBe agpeca HazHa4YeHuUA nc-
nosb3yeTca rpynnoBo agpec;
- broadcast-mac-addr — B KauecTBe agpeca HasHauyeHUa uc-
No/ib3yeTcA WMPOKOBeELLaTe/IbHbIN agpec.
no loopback-detection mode BoccTaHaBMBaeT 3HaYeHME NO YMOAYAHUIO
loopback-detection vlan- based BkAtoyaeT pexknm obHapykeHus netam 8o VLAN. Mpu Hanu- unm
netaun Bo VLAN aaHHas VLAN 6yaet 3a610KnpoBaHa Ha
—/BbIKNOYEHO nopTy, Ha KOTOPOM Bblna 06HapyKeHa NeTAA.
no loopback-detection vlan-
P OTK/OYaeT pexknum obHapyKeHua netam 8o VLAN.
based
loopback-detection vlan- based 3apaet Bpema 610kmMposku VLAN.
recovery-time value - value — Bpems, no ncreyeHme kotoporo VLAN aBTomMaTthye- CKu
value: (30..1000000)
pasbnokupyercs.
- /BbIKNIOYEHO
no loopback-detection vlan- 3abnokmposaHHble VLAN He 6yayT BOCCTaHABAMBATLCA
based recovery-time ABTOMATUYECKM.

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxosodcmeo no skcnayamayuu 128



@) PYCLTENETEX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OQuanasoHa uHmepaelicos) Ethernet, uHmepgelica

epynnel nopmos

Bun 3ampoca KOMaHIHOM CTpPOKM B peXuMe KoH(purypamuu wuHrepdeiica
Ethernet, untepdeiica rpymnmnsl HOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | port-channel group}

console (config-if) #

Tabmuua 113 — Komannabel pexxuma koHurypamuu uHtepdeiica Ethernet, rpymnmbr
unTepdeiicon, narepdeiica VLAN

3HaveHue/3HayeHue o ”
KomaHoa / Aelicmeue
YMOAMYAHUIO
loopback-detection enable BK/loYyaeT mexaHn3m 0bHapyKeHUa neTesb Ha NopPTy
no loopback-detection enable —/BbIK/IOYeEH BoccTaHaBaMBaeT 3HaveHMe No0 YMONYAHUIO
KomaHOb! pexcuma EXEC
Bup 3anpoca komanaHoi ctpoku pexxuma EXEC:
console#
Tabnuua 114 — Komanas! pesxxuma EXEC
3HayeHue/3Ha4yeHue "
KomaHda / Aeiicmeue
Mo yMmonYaHuio
show loopback-detection OTobparkaeT cocToaHne mexaHunsma loopback-detection.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48).
group | detailed]

5.17.5. Cemeiicmeo npomoxkonoe STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

OcHoBHoO# 3amauert mportokona STP (Spanning Tree Protocol) siBrsiercs
npuBeacHUE cetn Ethernet ¢ MHOYKECTBEHHBIMHU CBS3SIMU K JAPEBOBHIHON TOITOJIOTHH,
MCKITIOYAOIICH IIUKIIBI TakeToB. KoMMyTaTopbl 0OMEHUBAIOTCS KOH(PUTYPAITMOHHBIMU
COOOMICHUSIMH, UCTIONB3YS KaJIPhl CIEHAILHOTO (DopMaTa, U BHIOOPOYHO BKIIFOUAIOT U
OTKJTIOUAIOT TIepeiady Ha MOPTHI.

Rapid (OwicTperit) STP (RSTP) sBusieTcst ycoBepIIeHCTBOBAaHHEM MPOTOKOJIA
STP, xapakrepuszyercs MEHbBIIUM BPEMEHEM TPUBEACHHUS CETH K JIPEBOBUIAHOU

TOIIOJIOTHH U UMEET OoJiee BBICOKYIO YCTOﬁqHBOCTB.
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[Iporokon Multiple STP (MSTP) saBasercss HauOosiee COBpEeMEHHOU
peanuzaruent STP, nonnep:xkuBaronieit ucnosib3zoBanne VLAN. MSTP npennonaraet
KOH(MUTypalui0 HEOOXOJUMOTO KOJIMYECTBA JK3EMIUISIPOB CBS3YIOLIETO JepeBa
(spanning tree) BHe 3aBHcHUMOCTU OT uncia rpynn VLAN Ha kommyTtarope. Kaxbiit
AK3EMILISIp MOXET cojepkaTh Heckoiabko rpynn VLAN. HemocraTkom mnpoTokona
MSTP saBnsieTca TO, YTO Ha BCEX KOMMYTAaropax, B3aumozaeicTByrommx no MSTP,

JOJHKHBI OBITh OAMHAKOBO CKOHGUTYpHrpoBaHb! rpynmnsl VLAN.
V MaKcumasibHO JoNyCTUMOE KOIMYecTBo aK3emnaapos MSTP yKaszaHo B Tabauue 9.

Mexanuzm Multiprocess STP mnpennasHadueH i co37aHUS HE3aBUCUMBIX
nepesbeB  STP/RSTP/MSTP nHa mnoprax ycrpoiictBa. M3MeHEHUS COCTOSHHS
OTZEJIBHOIO JIepeBa HE OKa3bIBAIOT BIUSHMUSA HA COCTOSHHUE NPYIMX JEPEBHEB, UTO
ITO3BOJISIET ITOBBICUTH YCTOMYHMBOCTD CETH M COKPATUTH BPEMS MEPECTPOEHUS IEPEBA B
ciydae oTka3oB. Ilpu KOHQUIypUpOBaHMM CIEIYyEeT MCKIIOYUTh BO3MOKHOCTD
BO3HUKHOBEHUS KOJEL MEXAY [OpTaMHU-WICHAMM pPa3HbIX JepeBbeB. Jlud
00Cy)KMBaHUSI U30JIMPOBAHHBIX JIEPEBHEB B CUCTEME CO3AAETCS OTAENbHBINA MPOLIECC
Ha Kaxgoe JepeBo. C  mIpoLeccoM  COMOCTABIISIKOTCS HOPTHI  YCTPOMCTBA,

MpUHAAJIEKAIIUE IEPEBY.

5.17.5.1. Hacmpotika npomokona STP, RSTP

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bun 3anpoca koMaHHOM CTPOKHU peKUMa riI00anbHON KOHPUTYpaIUK:

console (config) #

Tabauua 115 — Komanasl pexxuMa rio0aibHOM KOHPUTYpaluu
KomaHda 3HayeHue/3HavyeHue Aelicmeue
10 yMOo4YaHuto

spanning-tree Pa3peLmnTb MCNonb30BaHNEe KOMMYTaTOpoM NpoToKona STP.

- —/BKNOYEHO
no spanning-tree 3anpeTuTb UCNOAb30BaHNE KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode {stp | YCcTaHOBUTb pexxum paboTbl npoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
—/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol.

- pvst — Per-Vlan Spanning Tree Protocol.
- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.
no spanning-tree mode YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.
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spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBA/ BPEMEHMU, 3aTPauMBaeMblil Ha
NpOoCAyWMBaHME N U3yYeHMe COCTOAHUIN Nepes,
nepekNlYeHNeM B COCTOSHUE Nepesaum.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCTaHOBUTb MHTEPBA/ BPEMEHN MEXKAY nepeaadammu
LUMpPOKOBELLaTeNbHbIX coobueHnin «Hello» K
B3aMMOAENCTBYIOLLMM KOMMYTaTOPaM.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHWIO.

spanning-tree loopback-guard

Pa3spewnTb 3alLmTy, BbIK/HOYaOLLYO MHTepdEeNC npu
nonyyeHun csoero BPDU.

- —/3anpeLyeHo —
no spanning-tree 3anpeTuTb 3aLMTY, BbIKNHOYAOLLYIO MHTepdeic npu
loopback-guard nonyyeHun ceoero BPDU.
spanning-tree loopguard BKAtounTb PpyHKUMIO Loop Guard ans Bcex NopTos.
default
—/oTKA04EHO

no spanning-tree loopguard
default

OTKAtounTb PyHKUMIO Loop Guard.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMA U3HU cBAsytowero gepesa STP.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpouTb npuoputeT cBasytowero gepesa STP.
3HayeHWe npuopuTeTa A0IXKHO ObITb KpaTHO 4096.

YCTaHOBUTb 3HAYEHME Mo YMO/I4aHUIO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

—/long

YCcTaHOBUTbL MeToZ onpeaeneHusa LLeHHOCTU NyTH.
- long — 3HauyeHMe yeHHoCTN B AnanasoHe 1..200000000;
- short — 3HaueHue ueHHOCTM B AnanasoHe 1..65535.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

—/flooding

OnpenennTtb pexxum obpaboTkm naketos BPDU-
MHTEepdENCOM, Ha KOTOPOM BbIKAtOYEH NPOTOKOA STP.

- filtering — Ha nHTepdeiice ¢ BbIKNOYEHHbBIM MPOTOKOIOM
STP BPDU-naKeTbl dUAbTPYHOTCS;

- flooding — Ha nHTepdeiice ¢ BbIKNOYEHHBIM NPOTOKONOM
STP HeTernpoBaHHble BPDU-nakeTbl nepegatoTca,
TErMpoBaHHble — GUNLTPYIOTCA.

YCTaHOBWTb 3HAYeHue no YMOI4aHUIO.

spanning-tree process id

no spanning-tree process id

id: (1..31)/0

Co34aTb OTAENbHbIN NPOLECC M NeEPeBECTU KOMaHAHbIN
MHTepdENC B pexum ero KoHdurypauuu.
V BHyTpM npouecca NpUMMeHUMbI BbilleyKa3aHHble

KOMaHAbI:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds;
spanning-tree max-age seconds;
spanning-tree priority prior_val.

YaanuTb yKasaHHbIN npouecc.

spanning-tree tc-protection

no spanning-tree tc-
protection

BKNtOUYNTL OrpaHMYeHme Ha KomyecTBo obpabaTbiBaembix
TCN/TC BPDU 3a yCTaHOBNEHHbIN MHTEPBaA BPEMEHU ANA
STP, RSTP, HyneBoro ak3emnaapa MSTP.

BbIKNIOUMTL OrpaHMyeHne Ha KonnyecTBo obpabaTbiBaembIx
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-
protection interval

seconds: (1..10)/2 cek.

YCTaHOBUTb MHTEPBA/ OrpaHUYeHMs KoanyecTea
obpabaTbiBaembix TCN/TC BPDU.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

spanning-tree tc-protection
threshold count

no spanning-tree tc-
protection threshold

count: (1..255)/1

YCTaHOBUTbL MaKCMMasIbHOE Koan4ecTBo obpabaTtbiBaemblx
TCN/TC BPDU 3a 3agaHHbIii UHTEPBaA BPEMEHW.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

MNpu 3apgaHuu STP napametpos forward-time, hello-time, max-age Heo6xoaumo
Y BbinosiHeHue ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepagelica 2pynnsi NopmMos

Bun 3ampoca koMaHIHOW CTpOKM B pexume KoHpuUrypauuu uHrtepderica

Ethernet, untepdeiica rpynmnsl HOPTOB:

console (config-if) #

Tabmuma 116 — Komanasl pexuma koHdurypanuu untepdeiica Ethernet, rpymrsr

MOPTOB

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

spanning-tree disable

3anpeTutb paboTy NnpoToKosa STP Ha KoHbUrypupyemom
nHTepoelice.

no spanning-tree cost

(1..200000000)/cm.
Tabnnuy 117

. - —/pa3peLueHo

no spanning-tree disable /pasp Pa3pewntb paboTy npoToKona STP Ha KOHGUTYypupyemom
nHTepoerice.

spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIN HTepdeic.

- cOSt — LUEeHHOCTb NyTH.

YCTaHOBUTb 3HaYeHNe, onpegensemoe Ha OCHOBaHWMN CKOPOCTH
nopTa U MeToa onpeaeneHns LeHHOCTU NyTH, cm. Tabanuy 117.

spanning-tree port-priority
priority

no spanning-tree
port-priority

priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTEpdeica B cBasytollem aepese STP.

V 3HaueHue NpuopuUTETa JONKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BK/IIOUMTb PeXMM, B KOTOPOM MOPT NPU NOAHATUM Ha HEM JIMHKA
Cpasy CTaHOBUTCA B COCTOAHME Mepeaaqn, He 40KMAAACh
NCTeYEeHUn Taimepa.

- auto — fo6aBnAeT 3a4EPHKKY 3 CEKYH/bI Nepes Nepexosom B
COCTOAAHWE Nnepesayn.

BbIKNOYNTD peXKMM MOMEHTANIbHOrO nepexoga B COCTOAHUE
nepegadn Nno NOAHATUIO KJIMHKa».

spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/vicnonb3oBaHue
rno6anbHOM HACTPOMKK

BK/IIOUMTD 3aLLUTY KKOPHA» A/ BCEX CBA3YIOLMX AepeBbeB STP
BblOpaHHOro nopTa.

- root — 3anpeLuaeT uHTepoelicy 6biTb KOPHEBbLIM NOPTOM
KOMMYTATOPa;

- loop — BK/tOYAET Ha UHTepdelice AONONHUTENBbHYIO 3aLLUTY OT
netenb. B cnyyae ecam nHtepdeinc HaxoguTCa B COCTOAHUM,
oTiM4Hom oT Designated v npu sTom nepectaet nosyyats BPDU,
nHTepoeric baokupyercs;

- none — oTKAtoYaeT Bce Guard-dyHKLMM Ha MHTepdeiice.

Mcnonb3oBaTh r106abHYH0 HACTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

— /BbIK/OYEHO

Pa3spewnTb 3aLLmTy, BbIK/IHOYaOLLYO MHTepdec npu npuéme
naketos BPDU.

3anpeTuTb 3aWmTY, BbIKAOYaOLWYO MHTepdeic npu npuéme
naketos BPDU.

spanning-tree mac-address
{dotld | dotlad}

no spanning-tree mac-
address

—/dot1d

N3meHnTb MAC-agpec, ¢ KOTOPbIM OTNPABAAIOTCA U MPUHUMAIOTCA
BPDU.

- dotld — oTnpasnsatoTca M npuHnmatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — oTnpasnstoTca u npuHmumatotrca BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHAHUIO.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/pna gynnexkcHoro
nopTa — «TOuKa-
TOuYKa», Ana
NoyAyNAeKCHOro —
«pPa3BeTBAEHHbIN»

YctaHoBUTb NpoTOoKOA RSTP B nepepatoLiee coctofaHMeE U
onpesennTb TN CBA3W ANA BbIGpaHHOro nopra:

- point-to-point — Tou4Ka-TouKa;

- shared — pa3BeTBAEHHDI.

YCTaHOBWTb 3HaY€HMe N0 YMOJIHaHMIO.

Ethernet-kommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxosodcmeo no skcnayamayuy 132




@) PYCLTENETEX

spanning-tree restricted-
tcn

no spanning-tree
restricted- tcn

—/npuem BPDU ¢
¢dnarom TCN
paspelueH;
vlan_list: (1..4094)

3anpeTtutb npuem BPDU ¢ pnarom TCN.

Paspewwntb npuem BPDU ¢ pnarom TCN.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

OnpeaennTb pexxum 0b6paboTkun naketos BPDU-nHTepdeicom, Ha
KOTOPOM BbIKAOYEH NpOTOKoA STP.

- filtering — Ha MHTepdeiice c BbIKNOYEHHbIM NPOTOKoAOM STP
BPDU nakeTbl dpUNbTpyOTCS;

- flooding — Ha nHTepodelice ¢ BbIKNIOYEHHbIM NPOTOKOIOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaHHble —
dunbTpytoTCA.

YCTaHOBWTb 3HaY€HMe N0 YMOJIYaHWIO.

spanning-tree binding-
process id

no spanning-tree
binding-process

id: (1..31)/0

MpwnBA3aTb NOPT K YKazaHHOMY npoueccy. Mo ymonyaHuio Bce
nopTbl NPUBA3aHbI K HYN1EBOMY NpoLieccy.
- id — Homep npouecca.

BoccTaHOBWTbL NPUBA3KY NOPTa MO YMONYAHMIO.

Tabnuna 117 — [leHHOCTD ITyTH, YCTAaHOBJICHHAS 110 YMOJIYAHHUIO (Spanning-tree cost)

Unmepipeiic Memod onpedeneHus yeHHocmu nymu
Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
V CToMmocCTb NYTU ANA rpynnbl KaHasnoB No metoay long no ymonyaHuio onpegenserca
AeneHnem CTOMMOCTU MHTepdeiica Ha KONMYECTBO JIMHKOB B rpynne. 3HayeHue cost gna

LAG npuBeaeHo ¢ y4ETOM YNEHCTBA B HEM ABYX PU3MUeCKUX uHTepdeiicos.

KomaHObi pexcuma privileged EXEC

Bun 3anpoca komangHoM ctpoku pexkuma privileged EXEC:

console#

Tabauua 118 — Komanas! pexxuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNokasaTtb cocToaHMe npoTokona STP.

show spanning-tree detail
[active | blockedports]

MoKasaTb NoapobHy0 MHPOPMALMIO O HAaCcTPOMKax NPOTOKoNa
STP, wHpopmaumto 06 aKTUBHbIX MAM 3aBNOKMPOBAHHbIX
noprax.
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clear spanning-tree 3aHoBO
detected-protocols

[interface {gigabitethernet

MNepesanycTutb npouecc mMwurpaumm
npouncxogut nepecyét gepesa STP.

npoToKona.

gi_port: (1..8/0/1..48);

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4);
| fortygigabitethernet group: (1..48).
fo_port | port-channel

group}]

KomaHOwbi pexcuma EXEC

Bup 3anpoca komanaHo ctpoku pexxuma EXEC:

console#

Tabmuua 119 — Komanas! pesxxuma EXEC

KomaHoa 3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

MokasaTtb pexkum 0bpaboTkM naketoB BPDU Ha nHTepdelicax.
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);

5.17.5.2. Hacmportika npomokoaa MSTP

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bun 3anpoca koMaHHOM CTPOKHU pekUMa rio0anbHON KOHPUTYpaIuu:

console (config) #

Tabauua 120 — Komanabl pesxxuMa rio0aibHOM KOHPUTYpaluu

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

HAeilicmeue

spanning-tree

PaspewnTb ncnoab3oBaHMe KOMMYTaTOPOM nNpoTokonaa STP.

- —/paspelueHo
no spanning-tree 3anpeTnTb NCNONb30BaHME KOMMYTAaTOPOM NpoToKoNa STP.
spanning-tree mode {stp | YCTaHOBUTb peXxum paboTbl npoTokona STP.
rps\;cspt}l mstp | pvst | rapid —JRSTP
no spanning-tree mode YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
spanning-tree pathcost YCTaHOBWUTb METOZ ONpeaeneHna LeHHOCTU NyTH.
method {long | short} - long — 3HayeHue ueHHocTM B agnanasoHe 1..200000000;
—/long - short — 3HayeHMe UeHHOCTM B Anana3oHe 1..65535.

no spanning-tree pathcost
method

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.

spanning-tree mst
instance_id priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority: (0..61440)/32768

YcTaHOBUTbL NpUOPUTET A4 AaHHOIO KOMMYTaTopa nepes,
0CTa/IbHbIMU, UCMONb3YHOLWMMM 0bWMIA a3Kk3emnaap MSTP.
- instance_id — 3ak3emnnap MST;

- priority — npuopuTeT KOMMyTaTopa.

V 3HaueHue NpMopUTeTa [ONXKHO 6bITb KpaTHO 4096.

YCTaHOBWTb 3HaYeHMe MO YMOJTHAHUIO.
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spanning-tree mst
max-hops hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YCTaHOBUTb MAaKCMMaIbHOE KOJIMYECTBO TPAH3UTHbIX Y4aCTKOB
Ana naketa BPDU, Heobxoaumbix ana GOpMUPOBaHNA AepeBa U
yaepKaHua nHbopmaLmmn o ero cTpoeHun. Ecam naker yxe
npoLen MakCMMasibHOE KONMYECTBO TPAH3UTHBIX Y4aCTKOB, TO
Ha cnegyloliem y4acTke OH oTbpacbiBaeTcs.

- hop_count — makcMManbHOE KOIMYECTBO TPAH3UTHbIX
y4acTKOB Ana naketa BPDU.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

spanning-tree mst
instance_id tc-protection

no spanning-tree mst
instance_id tc-protection

instance_id: (1..63)

BKNOUYNTL OrpaHMyYeHme Ha KomyecTBo obpabaTbiBaembix TC
BPDU 3a ycTaHOB/IEHHbI MHTEPBA/ BPEMEHM.

BbIKNIOUMTL OrpaHMyeHne Ha Konnyectso obpabaTbiBaembix TC
BPDU.

spanning-tree tc-
protection mst instance_id
interval seconds

no spanning-tree tc-
protection mst instance_id
interval

instance_id: (1..63);

seconds: (1..10)/2 cex.

YCTaHOBWUTb MHTEPBA/ OrpaHUYEHUA KoanyecTea
obpabaTtbiBaembix TC BPDU.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

spanning-tree tc-
protection mst instance_id
threshold count

no spanning-tree tc-
protection mst instance_id
threshold

instance_id: (1..63);
count: (1..255)/1

YCTaHOBUTb MaKCMManbHoe KonmyecTBo obpabatbiBaembix TC
BPDU 3a 3afaHHbI MHTEPBaN BPEMEHM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

spanning-tree mst
configuration

Boitu B pexkum KoHburypauum npotokona MSTP.

KomaHObI pexcuma KoHgu2ypayuu npomokxoaa MSTP

Bun 3anpoca koMaHHOM CTPOKHU B pexXuMe KoHuUrypaiuu rnporokoiaa MSTP:

console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabmauua 121 — Komanasl pesxxuma KoHpuUrypauu nporokona MSTP

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

HAelicmeue

instance instance_id vlan
vlan_range

no instance instance_id
vlan vlan_range

instance_id:(1..63);
vlan_range: (1..4094)

Co3paTtb COOTBETCTBME MEXAY dK3eMniApom npoTokona MSTP n
rpynnamum VLAN.

- instance-id — npeHTUdUKaTOpP 3K3emnaapa npoTokona MSTP;
- vlan-range — Homep rpynnbl VLAN.

Y0anutb COOTBETCTBUE MEXKAY IK3eMNnaapom npoTtokona MSTP u
rpynnamu VLAN.

name string

no name

string: (1..32) cumBona

3apaTtb UMa KoHdurypauum MST.
- string — umsa KoHdurypauym MST.

Yaanutb umsa KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3nmn KoHoUurypaumm MST.
- value — Homep peBu3nn KoHourypaumm MST.

YCTaHOBWTb 3HaYeHMe No ymonyanuto (value).

show {current | pending}

Moka3saTtb Tekywyto (current) ambo oxunaatouyio (pending)
KoHUrypaumio MST.

exit _ BbITV U3 pexxnma KoHdurypaumm npotokona MSTP ¢
COXpaHeHnem KoH$urypaumu.
abort BbIlTH U3 pexnma KoHdurypauum npotokona MSTP 6e3

COXpaHeHWns KoOHOUrypaLuu.
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KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet, uHmepagelica 2pynnsi NopmMos

Bun 3ampoca KOMaHIHOM CTPOKM B peXHMME KOH(pUrypamuu HHTEpdeiica
Ethernet, untepdeiica rpynmnsl HOPTOB:
console (config-if) #

Tabmuma 122 — Komanasl pexuma xoHdurypauuu uHtepdeiica Ethernet, rpymmsl
IIOPTOB

3HayeHue/3Ha4yeHue

Aeilicmeue
o yMoA4YaHuo

KomaHoa

spanning-tree guard root

no spanning-tree guard

—/3almTa BbIKAOYEHA

BKAOUYMTD 3aWMTY KKOPHA» ANA BCEX CBA3YOWMX Aepesbes STP
BblbpaHHOro nopTa. [laHHaA 3awmTa 3anpeLwaeT uHTepdericy boiTb
KOPHEBbIM MOPTOM KOMMYyTaTOpa.

YCTaHOBUTb 3HAYEHMWeE Mo YMO/I4aHUIO.

root
spanning-tree mst
instance_id guard root

BKAOUYMTD 3aLMTY KKOPHA» YKa3aHHOro aKksemnaapa MSTP ana
BblbpaHHOro nHTepdeiica. laHHan 3awWwuTa 3anpeLiaeT
nHTepdericy bbiTb KOPHEBBLIM NOPTOM KOMMYyTATOpPA.

- instance-id — npeHTUOUKATOP 3K3emnaspa npoTokona MSTP.
YCTaHOBUTb 3HAYEHME MO YMOHAHUIO.

instance_id: (1..63);
/3almMTa BbIK/I0YeHa

no spanning-tree mst
instance_id guard root
spanning-tree mst
instance_id port-priority
priority

YcTaHOBUTL NpuopuUTeT MHTEpdeica B ak3emnasape MSTP.
- instance-id — npeHTUOUKATOP 3K3emnaspa npoTokona MSTP;
- priority — npuopuTeT uHTepdeiica.

instance_id: (1..63); V 3HaueHue npuopuTeTa [0/MKHO 6bITb KpaTHO 16.

priority: (0..240)/128

no spanning-tree mst
instance_id port-priority
spanning-tree mst
instance_id cost cost

YCTaHOBUTb 3HaYeHue no YMO4aHMUIO.

YCTaHOBUTb LIEHHOCTb NYTW Yepes BblbpaHHbI UHTepdelic ana
onpeaeneHHOro sksemnasapa npotokona MSTP.

- instance-id — npeHTUdUKATOpP 3K3emnaapa npotokona MSTP;
- COSt — LLeHHOCTb NyTU.

YCTaHOBUTb 3HaYeHMne, onpegensemoe Ha OCHOBAaHWMN CKOPOCTH
nopTa U MeToZa onpeaeneHns LeHHOCTU NyTn, cMm. Tabauuy 117.
YCTaHOBUTbL NpUOPUTET UHTEPENCca B KOPHEBOM CBSA3YHOLLLEM
pepese MSTP.

V 3HaueHMe NpUopUTETa A,OMKHO 6bITb KPaTHO 16.

instance_id: (1..63);
cost: (1..200000000)

no spanning-tree mst
instance_id cost
spanning-tree port-priority
priority

priority: (0..240)/128

no spanning-tree
port-priority
spanning-tree restricted-
tcn

no spanning-tree
restricted-tcn

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

—/npvem BPDU ¢ 3anpeTtutb npuem BPDU ¢ pnarom TCN.

dnarom TCN
paspelueH

Paspewntb npuem BPDU ¢ pnarom TCN.

KomaHObI pexcuma privileged EXEC

Bun 3anpoca komanaHoM cTpoku pexkuma privileged EXEC:

console#
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Ta6mmma 123 — Komanel pexkxnma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o yMoM4YaHuio

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group] [instance
instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..63).

MokaszaTb KoHOUrypaumto npoTokona STP.
- instance_id — naeHTMdMKaTOp 3K3emniApa npoTokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..63)

MokasaTb NogpPobHY MHPOPMALLMIO O HACTPOliKe NpoTokoa STP,
MHPOPMaLMIo 06 aKTUBHbIX MU 3a610KMPOBAHHBIX NOPTaXx.

- active — npocmoTp nHbopMaLMmM 06 aKTUBHbIX NOPTax;

- blockedports — npocmoTp MHPopmaLMmn 0 3a610KMPOBAHHBIX
noprax;

- instance_id — npeHTudMKaTOp 3K3emnaapa npoTokoaa MSTP.

show spanning-tree
mst-configuration

MNMokasaTb MHGOpMaLMIO O CKOHGUIYPUPOBAHHBIX IK3EMMNAPAX
MSTP.

clear spanning-tree
detected-protocols
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanycTuTb NpoLecc MMrpauumn NpoToKkoaa. 3aHoBO
NponcxoauT NPoCcYET aepesa STP.

[pumepbl 8b61M10AHEHUS KOMAHO

= BKAOYUTbL NOAAEPXKKY NpoToKoAa STP, ycTaHOBUTb 3HaYeHMe npuopuTeTa ceasyowero aepesa RSTP

— 12288, wuHTepBan forward-time — 20 cekyHg,

MHTEPBA/N BPEMEHM Mexay nepesadammu

LWMpOKoBeLLaTeNbHbIX coobueHnin «Hello» - 5 cekyHa, Bpems »KM3HWU cBsdylowero gepesa — 38
cekyHz. MokasaTtb KoHUrypauuto npotokona STP:

console (confiqg) #
console (confiqg) #
console (confiqg) #
console (confiqg) #
console (confiqg) #
console (confiqg) #
console (confiqg) #

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768

Address a8:f£9:4b:7b:e0:40
This switch is the root

Hello Time ©5 sec Max Age 38 sec Forward Delay 20 sec

Number of topology changes 0 last change occurred 23:45:41 ago

Times: hold 1, topology change 58, notification 5
hello 5, max age 38, forward delay 20
Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type

Ethernet-xommymamoput ceputi RTT-A230, RTT-330, RTT-A420. Pyxosoocmeo no s